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1.  Introduction

Due to the availability of various practical quantum algorithms, the 
well-known hard mathematical problems such as integer factorization 
problem, discrete logarithm problem and its elliptic curve analogue will 
no longer be safe to employ whenever there is an availability of sufficiently 
large quantum computer [2]. Therefore, researchers around the world are 
looking to discover new quantum safe hard mathematical problems to 
construct cryptographic primitives such as encryption schemes, key 
encapsulation mechanisms, digital signatures etc. Some of the well-known 
and recently discovered hard problems are learning with errors (LWE), 
decoding of a general linear code, solving multi-variable equations etc., 
see [2] for a nice survey. The LWE problem is a well-studied lattice based 
problem and it is believed to be quantum safe [1]. However, the 
cryptosystems based on LWE problem are not practical for large scale 
usage due to large public key size. Consequently, ring learning with errors 
problem (RLWE) has been discovered, which is LWE in a quotient ring 
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  where q is a prime and N is a positive integer (see [20]).
The cryptosystems based on RLWE problem have a considerably 

smaller public key size in comparison to cryptosystems based on LWE 
problem [11], but they offer less security in comparison to the latter [20]. 
This is due to the fact that the matrix involved in LWE problem is a 
generalized one. Nevertheless, RLWE problem has many applications in 
cryptography as the reduced strength does not lead to any practical 
polynomial time attack or any other vulnerability [11]. In this paper, our 
main purpose is to propose a generalized version of RLWE problem and 
consequently, to propose public key encryption (PKE) and key 
encapsulation mechanism (KEM) based on the generalized problem. More 
precisely, we propose a group ring analogue of the LWE problem and call 
it as GRLWE problem.

Group ring based cryptography [6] has gained the attention of many 
researchers in the recent years. This is due to the fact that the algebraic 
structure of group ring is a source of many hard (possibly quantum safe) 
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mathematical problems (see [18]). We refer to [15, 16, 17, 18, 19, 7, 8, 9, 10]
for some recent constructions of cryptographic primitives based on group 
ring.

Our contribution: In this paper, we define the group ring analogue of 
LWE problem (i.e., GRLWE problem) and discuss its security. Further, by 
employing this hard problem, we propose a IND-CPA secure public key 
encryption motivated by the work of [12] and IND-CCA secure key 
encapsulation mechanism motivated from [3]. To showcase the practicality 
of our encryption scheme, we also discuss a toy example. Furthermore, we 
also recommend the values of various parameters involved in our scheme.

This paper is structured in the following way. The discussion on 
preliminaries is included in Section 2. In Section 3, we propose the novel 
GRLWE problem and then construct the PKE and KEM based on it. We 
also discuss the security of our PKE and KEM in the same section. In 
Section 4, we discuss a toy example and values of the various parameters 
involved in our scheme for practical usage. Section 5 concludes the paper.

2. Preliminaries

This section contains certain definitions and notions needed in our 
work. We begin with the definition of group ring. 

Definition 2.1: Group Ring [13]: Let G be a finite group of order N. Then a 
group ring RG is the set of all finite R-linear combinations of the elements 
of G, where R is a ring. More precisely, we have 

{ }=1
RG = : R, G .

N

s s s s
s

r g r g∈ ∈∑

Under usual addition and multiplication, RG forms a ring. Let 1 2u u  
denote the product of any two elements 1 2, RG.u u ∈  Further, any element 

RGu∈  is said to be unit in RG, provided RGv∈  exists uniquely such that 
= 1,u v  where 1 is the identity of G. 

Next, we discuss the notion of attack models IND-CPA and IND-
CCA.

Definition 2.2: IND-CPA security [20]: Let   be an adversary and let   
be a challenger. The IND-CPA attack model involves a game to be played 
between   and   as follows:

Setup:   generates the scheme parameters along with the public key and 
submits these to .
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Challenge:   picks two random messages 0 1,M M  of his/her choice 
and submits them to .  In response,   tosses a coin {0,1}.c∈  Using c,   
encrypts cM  and submits the ciphertext to .

Guess:   comes out with {0,1}c′∈  through some means.   wins the 
game if .c c′≠

If   wins the game, then the scheme is IND-CPA secure. 

Definition 2.3: IND-CCA security [20]: Let   be an adversary and let   
be a challenger. The IND-CCA attack model involves a game to be played 
between   and   as follows:

Setup: Same as described in Definition 2.2.

Practice:   can submit any message to   and obtains its ciphertext for 
any number of times (polynomial queries). When   attains a certain level 
of confidence, the next phase begins. 

Challenge: Same as described in Definition 2.2 with the additional 
restriction that 0M  and 1M  should not be queried earlier in practice phase.

Guess: Same as described in Definition 2.2.
If   wins the game, then the scheme is IND-CCA secure. 
Next, we recall the definitions of LWE and RLWE problems. 

Definition 2.4: LWE problem [1]: Let q and N be positive integers, let s be 
a uniformly chosen vector in N

q  and let c  be a probability distribution 
(PD) on .  Let sLc  be a PD on N

q q×   that return ( ,k h = ,k s〈 〉 + )e N
q∈

× ,q  where e∈  is chosen in accordance with c  and N
qk∈  is chosen 

uniformly at random. Then LWE problem asks to determine s from the 
polynomial number of samples ( , ) .sk h Lc∈

Definition 2.5: RLWE (ring learning with errors) problem [1]: Let = [ ]q qR x
/ ( 1)nx +  for some positive integers q and n. Let s be a uniformly chosen 
vector in qR  and let c  be a probability distribution (PD) on = [ ]R x /
( 1).nx +  Let sLc

  be a PD on q qR R×  that return ( ,k h = ,k s〈 〉 + )e qR∈ ×
,qR  where e∈� is chosen in accordance with c  and qk R∈  is chosen 

uniformly at random. Then RLWE problem asks to determine s from the 
sample ( , ) .sk h Lc∈ 

We end this section by defining the notion of norm of an element in a 
group ring. 
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Definition 2.6: Let 1 2G = { , , , }Ng g g  be a finite group of order N and 
R = q  be a finite ring. Then for any =1= RG,N

i i iu r g ∈∑  we write 
= max{| |, 1 }.iu r i N∞ ≤ ≤ 

3. � GRLWE and an IND-CPA PKE and IND-CCA KEM based on 
GRLWE

In this section, we propose a novel group ring learning with errors 
(GRLWE) problem and discuss its security. Furthermore, we also propose 
a novel IND-CPA (indistinguishability under chosen plaintext attack) 
secure public key encryption (PKE) and a novel IND-CCA 
(indistinguishability under chosen ciphertext attack) secure key 
encapsulation mechanism (KEM).

3.1 GRLWE problem and its security

Let 1 2G = { , , , }Ng g g  be a finite group of order N and R = q  be a 
finite ring for = 2 ,zq  where 3z ≥  is a positive integer. Let RG  be the 
corresponding group ring. Let | |q  be the bit size of q. Let *: {0,1} →

||{0,1} q N⋅  be a secure hash function. This hash function can be easily 
constructed using the existing secure hash functions (e.g., SHA-3, SHAKE 
etc.) by simply concatenating their outputs. Let RGc  be a probability 
distribution on R'G,  where R' = q′  for .q q′ ≤  This means that any element 
of R'G  chosen via probability distribution RGc  (e.g., Gaussian distribution 
or binomial distribution etc.) gives an element of RG  with smaller 
coefficients that belong to the ring R'.  We describe the GRLWE problem as 
follows: 

(a)	� Sample RG( )r : This algorithm takes input a random bit string r  and 
outputs a uniformly chosen element of the group ring RG.  Its work 
flow is as follows:

	 Input: *{0,1}r∈  (bit strings of arbitrary lengths).

	 • 	 Compute 1 = ( ).r   

	 • 	� Divide 1  into N equal parts each of length | |.q  Let these parts 
be ,1 .sr s N≤ ≤  

	 Output: =1 ,N
s s sr g∑  where it is evident that R = .s qr ∈   

(b)	� GRLWE-Sampling: Let s  and r  be two bit strings in *{0,1} .  Let 
,RG

sLc
  be a probability distribution that return ( ,a b = )s ea + ∈
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RG RG,×  where =a  Sample RG( ),s  =s  Sample RG( )r  and RGe∈  
is chosen uniformly through the distribution RG.c

(c)	� GRLWE Problem: Given a GRLWE-Sample ( ,a b = )s ea + ∈
RG RG,×  find s. 

Before discussing the security of GRLWE problem, let us first discuss 
its relationship with RLWE problem. 

3.1.1 Relationship of GRLWE problem with RLWE problem

By Definition 2.5, we know that RLWE problem asks to determine s 
from the sample ( , ) .sk h Lc∈   As = [ ]q qR x / ( 1),nx +  we may write 

1 1 1 1

=0 =0 =0 =0
= , , where = , = , = , = , , , , .

n n n ni i i i
i i i i i i i i q

i i i i
h k s e k k x h h x s s x e e x k h s e

− − − −
〈 〉 + ∈∑ ∑ ∑ ∑ 

Since = 1nx −  in the ring ,qR  in terms of matrix representation, we 
can write 

0 0 1 1 0 0

1 1 0 2 1 1

1 1 2 0 1 1

= = = .
n

n n n n n

h k k k s e
h k k k s e

h k k k s e

H K S E
−

− − − − −

       − −
       

−       
       
       
              

× + × +





      



From the above matrix representation, it is known that for the matrix 
K, only first row is arbitrary and rest of the rows are depending on the first 
row elements.

In our case, since we are working in a group ring, the matrix involved 
can not be directly predicted as it depends on the particular choice of the 
group. We know that GRLWE problem asks to determine s from the 
sample ( ,a b = )s ea + ∈ RG RG.×  Using Definition 2.1, we may write 

1 1 1 1

=0 =0 =0 =0
= , where = , = , = , = , , , , R.

− − − −
+ ∈∑ ∑ ∑ ∑

n n n n

i i i i i i i i i i i i
i i i i

s e g g s s g e e g s eβ α α α β β α β

In terms of matrix representation, we can write 

0,0 0,1 0, 10 0 0

1,0 1,1 1, 11 1 1

10 1,1 1, 11 1 1

= = = ,
n

n

n n n nn n n

s e
s e

s e

s e
a a ab
a a ab

a a ab

b a
−

−

− − − −− − −

      
      
      
      
      
            

× + × +





   
  





  

where , ( 1) ( 1)= [ ]i j n na a − × −
  is a matrix with entries in R but these entries 

depend on the multiplicative table of the group G. If G is a cyclic group, 
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then there exists an element Gg∈  of order n. This means = 1Ng  and one 
can obtain the matrix a  similar to the matrix K computed above. This 
implies that the GRLWE problem is a generalization of RLWE problem. In 
the case of LWE problem, if we take m samples from the distribution sLc  
(see Definition 2.4), then the corresponding matrix is totally random. But 
this has an obvious drawback as the size of the matrix (or public keys) 
becomes very large and cryptosystems based on such problems become 
Impractical [20]. 

3.1.2 Security of the GRLWE problem

If = 0e  and a  is a unit of the group ring RG  with known inverse, 
then 1=s a b−   is the solution of GRLWE problem. Since, in general, the 
computation of inverse of an element of a group ring is itself a hard 
problem [18], so it is computationally infeasible to compute s even if e is 
known. Further, it is known that solving RLWE problem is atleast as hard 
as solving approximate shortest vector problem on arbitrary ideal lattices 
for certain parameters (see [12] for a comprehensive discussion). As 
GRLWE is a generalization of RLWE problem, so one can note that GRLWE 
problem is also atleast as hard as solving approximate shortest vector 
problem on arbitrary ideal lattices for certain parameters. 

3.2 IND-CPA PKE scheme based on GRLWE problem

Let 1 2G = { , , , }Ng g g  be a finite abelian group of order N and R = q  
be a finite ring for = 2 ,zq  where z is a positive integer. Let RG  be the 
corresponding group ring. Let M = {0,1}N  be the message space. Let RGc  
be a probability distribution on R'G,  where R' = q′  for .q q′ ≤  The PKE is 
described through the following three algorithms:

Key Generation:
(i)	 Let *, {0,1}r s ∈  be chosen randomly.
(ii)	 Let =a  Sample RG( )s  and =s  Sample RG( ).r
(iii)	Let RGe∈  be chosen uniformly through the distribution RG.c
(iv)	Return ( , = ) RG RGs ea b a + ∈ ×  as the public key and s as the 
private key.

Encryption ( M = {0,1} ) :NM∈  
(i)	 Represent M as =1= ,N

i i iM m g∑  where im  is the i th bit of M. 
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(ii)	� Choose 1 2 3, , RG RG RGe e e ∈ × ×  through the distribution 
RG RG RG.c c c× ×

(iii)	Compute 1 1 2= RG.c e ea + ∈

(iv)	Compute 1
2 1 3= 2 RG.zc e e Mb −+ + ⋅ ∈

(v)	 Ciphertext is 1 2( , ) RG RG.c c ∈ ×  

Decryption 1 2(( , ) RG RG):c c ∈ ×  
(i)	 Compute 2 1= .m c s c−   
(ii)	 Rounding each coefficient im  of m  to nearest integer.
(iii)	If 1< 2z

im −
  then = 0,im  otherwise = 1.im  Here im  is the ith bit of M. 

3.2.1 Correctness of the PKE scheme

Next, we discuss the correctness of our PKE. 

Theorem 3.1: Let 1 2 3, ,e e e  be such that 
2

1 3 2:= < 2 .ze e e s ed −
∞+ −  

The PKE described in subsection 3.2 is correct. 

Proof: To decrypt 1 2( , ) RG RG,c c ∈ ×  decryptor needs to compute 

2 1=m c s c− 

1
1 3 1 2= ( 2 ) ( )ze e M s e eb a−+ + ⋅ − +  

1
1 3 1 2= (( ) 2 ) ( )zs e e e M s e ea a−+ + + ⋅ − +   

1
1 3 2= ( ) 2 .ze e e s e M−+ − + ⋅ 

Further, as 2< 2 ,zd −  we note that the ith coefficient of m  is 
2 1< 2 2 .z z

im M− −+ ⋅

If 1< 2 ,z
im −
  then this means = 0im  and if 12 ,z

im −≥  then = 1.im  This 
shows that our scheme is mathematically correct. 

3.2.2 IND-CPA security of the PKE scheme

In this subsection, we show that our novel PKE is IND-CPA secure 
provided GRLWE is a hard problem. 
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Theorem 3.2: The novel PKE proposed in subsection 3.2  is IND-CPA secure 
provided GRLWE is a hard problem. 

Proof: For the scheme to be IND-CPA secure, a game needs to be played 
between the challenger   and the adversary   as discussed in Definition 
2.2.   picks messages 0 1,M M  and submits them to .  In response,   
tosses a coin {0,1}.c∈  Using c,   encrypts cM  and submits the ciphertext 
to .  This means   gets the ciphertext 

1
1 2 1 2 1 3( , ) = ( , 2 ).z

cc c e e e e Ma b −+ + + ⋅ 

Suppose   wins the game by predicting that = .c c′  As a result,   
calculates 

1
2 1 32 = ,z

cc M s c c−− ⋅ +

where 3 RGc ∈  and 2
3 < 2 .zc −

∞   By rounding the coefficients of 
1

2 2 ,z
cc M−− ⋅    can also obtain the coefficients of s since that of 1c  are 

known. This means that   can solve GRLWE problem. So, our PKE 
scheme is IND-CPA secure if GRLWE problem is hard. 

3.3 IND-CCA KEM scheme based on GRLWE problem

In this subsection, we propose the IND-CCA KEM (key encapsulation 
mechanism) using the IND-CPA PKE proposed in the Section 3.2 (we call 
it as GRLWE.PKE and its encryption and decryption algorithms as 
GRLWE.PKE.ENC and GRLWE.PKE.DEC, respectively). Let pk  and sk  
denote the public and private keys of GRLWE.PKE. Let H be a 256 bit hash 
function. The KEM scheme involves applying KEM with the Fujisaki-
Okamoto transform [4]. We use the same notations as used in the previous 
subsection unless stated otherwise. The KEM is described through the 
following three algorithms:

Key Generation: It is same as the key generation algorithm described in 
Section 3.2.
Encapsulation: 
(i)	 Let 256{0,1}M∈  be chosen randomly. 
(ii) 	Compute = ( ), = ( ).K H pk R H m

(iii)	Compute =C  GRLWE.PKE.Enc ( ; )M R  with pk  as the public key.
(iv)	Compute = ( ( ), ).K H H C K

(v)	 Ciphertext is C and key is K. 
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Decapsulation: 
(i)	 =M′  GRLWE.PKE.Dec ( )C  with sk  as the secret key 
(ii)	 Compute ' = ( )K H pk  and = ( ).R H M′ ′

(iii)	 =C′  GRLWE.PKE.Enc ( ; )M R′ ′  with pk  as the public key.
(iv)	If = ,C C′  then return = ( ( ), ')K H H C K . Otherwise return .⊥  

3.3.1 Correctness of the KEM scheme

Next, we discuss the correctness of our KEM. 

Theorem 3.3: If the proposed GRLWE.PKE is mathematically correct, then the 
KEM described in subsection 3.3  is correct. 

Proof: The ciphertext is C and the key is K. After dercrypting C with the 
secret key sk, we get =M′  GRLWE.PKE.Dec ( ).C  Since GRLWE.PKE is 
mathematically correct, = .M M′  This means that =C C′  and both the 
parties get the same key K. 

3.3.2 IND-CCA security of the KEM scheme

For the construction of our KEM scheme, we have utilized Fujisaki-
Okamoto transform (with implicit rejection). Therefore, by using [5], it can 
be shown that our KEM is IND-CCA secure. 

4. Example and Scheme Parameters

In this section, we discuss a toy example related to our scheme to 
show its practicality. Moreover, we also discuss the parameters to securely 
implement our scheme. 

Example 4.1: Let 6G = = = { = : 1 6}i
iC G g g i〈 〉 ≤ ≤  (cyclic group of order 

6 having generator g) and 8R = = {0,1, 2, ,7}.  Let 6M = {0,1}  be the 
message space and = 2,q′  which means = = {0,1}.qR′   Also = 3.z  We 
remark that all the following results are verified using the software GAP 
[14].

Key Generation: For two randomly chosen strings *, {0,1} ,r s ∈  let 

1 2 3 4 5 2 6= 7 3 6 4 , = 2 7 .g g g g g s g ga + + + + +

Let the error vector be 
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1 2 4 5= R'G.e g g g g+ + + ∈

Using these values, the public key is ( , ),a b  where a  is already 
computed and 

2 3 4 5 6= = 2 7 3 4 .s e g g g g gb a + + + + +

The private key is 2 6= 2 7 .s g g+  

Encryption 6( = (101101) {0,1} ) :M ∈
We represent the message M as 

1 3 4 6= .M g g g g+ + +

Let the error vectors 1 2 3, , RG RG RGe e e ∈ × ×  chosen through the 
distribution RG RG RGc c c× ×  be 

1 1 4 2 1 6 3 1 2 3= , = , = .e g g e g g e g g g+ + + +

We compute 1 1 2=c e ea +  and 1
2 1 3= 2zc e e Mb −+ + ⋅  as 

	 1 1 2 3 4 5 1 4 1 6= ( 7 3 6 4 ) ( ) ( )c g g g g g g g g g+ + + + + + +

1 2 3 4 5 6= 4 7 3 3 7 4 ,g g g g g g+ + + + +

	 2 2 3 4 5 6 1 4 1 2 3 1 3 4 6= (2 7 3 4 ) ( ) ( ) 4 ( )c g g g g g g g g g g g g g g+ + + + + + + + + + + + 

2 3 4 5 6= 2 2 7 .g g g g g+ + + +

The ciphertext is 1 2( , ).c c

Decryption 1 2(( , ) RG RG):c c ∈ ×  
We compute 2 1=m c s c−   as follows 

2 3 4 5 6 2 6 1 2 3 4 5 6= (2 2 7 ) (2 7 ) (4 7 3 3 7 4 )m g g g g g g g g g g g g g+ + + + − + + + + + + 

	 1 2 3 4 5 6= 6 5 4 2 7 .g g g g g g+ + + + +

Further, we have < 4im  for = 2, 5.i  This means the message is 
= (1,0,1,1,0,1).M  This matches with the original message. This shows 

that our scheme is practical. 

4.2 Secure Parameters

The parameters involved are discussed as follows:
(1)	 The ring R can be taken as 7681  as recommended in [3]. 
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(2)	 The group G can be any abelian group of order 256.
(3)	 Hash function   can be taken as SHA-3-256 or SHA-3-512.
(4)	 q′  can be taken as 5 or 7, which means 5R' =   or 7 .  

This completes the description of secure parameters involved in our 
scheme.

5.  Discussion

We have proposed a novel group ring learning with errors (GRLWE) 
problem and discussed its hardness. Using this problem, we have 
constructed a IND-CPA public key encryption (PKE) scheme. Further, 
using the PKE scheme, we have constructed a IND-CCA key encapsulation 
mechanism (KEM). To show the practicality of our scheme, we have 
discussed an example. Finally, as an extension of this work, researchers 
can look for constructions of other cryptographic primitives based on 
GRLWE problem. Moreover, it is interesting to take G as any non-abelian 
group and then build the cryptographic primitives based on GRLWE 
problem.
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