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Abstract

Traitor tracing is indeed a significant concept in cryptography, introduced by Chor,
Fiat and Naor [7] in 1994. Combinatorial designs are Mathematical Structures that are highly
suitable for creating traceable codes. They offer systematic methods for code construction,
ensuring properties like traceability and resistance to collusion. Here in this paper we
intend a novel method to make 3 —TA codes. No such Example of 3-TA code is available in
Literature. We also take into consideration one more Combinatorial Design that is Projective
Plane which even always proves to be 2-Frameproof Code.
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1. Introduction

The rise of computer networks, particularly the global internet, has indeed
revolutionized the distribution of electronic documents but has also introduced
significant challenges in the protection of Copyrighted Materials. While network
distribution enables the reach to a vast number of recipients and allows for the
customization and preprocessing of information to meet individual needs. But
the extensive use of computer networks like the global internet for distributing
electronic documents does indeed pose a significant business threat to
information providers. This problem relates to digital watermarking and
fingerprinting techniques used for tracking and protecting the redistribution of
copyrighted materials. The distinction between pages A and B hinges on
imperceptible differences, such as slight shifts in text word positions. The
challenge is to determine whether a given copy was derived from A or B after
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potential recursive reproduction. In the digital age, protecting the ownership and
integrity of electronic data has become a critical challenge. A digital watermark
is an invisible structure embedded within a host signal, used to "mark"
ownership and provide a means of authentication. Digital watermarks serve
multiple purposes, including digital signal tagging, authentication, and the
anticipation of unauthorized copying and distribution of electronic data. One of
the key applications of digital watermarking is fingerprinting, which allows for
the tracking and identification of unauthorized copies. With digital
fingerprinting, a publisher embeds a unique fingerprint pattern into each
distributed copy of a document, keeping a database of sold copies and their
corresponding fingerprints. If an illegally distributed copy is later discovered, it
can be traced back to the offending user by comparing its unique fingerprint to a
database. Due to the marking process, no two copies will be identical, resulting
in slight marking distortions in the documents. To be acceptable, these
distortions must be negligible to users. A pirate, or offending user, may attempt
various methods to remove the fingerprint in order to distribute illegal copies
anonymously. Assuming that the pirate has an access to a single marked copy,
that has been marked for him, he may try to restore the original document by
identifying and removing that fingerprint, or try to corrupt the fingerprint by
distorting the document. A stronger attack results if several pirates collude and
compare their independently marked copies. Then they can detect and locate the
differences and combine their copies into a new one whose fingerprint differs
from all the pirates.

Merchant

Buyer 1 Buyer 2
(1010) (0101)

In that case if merchant embeds these two codewords (1010) and (0101) in
the copies of different customers, then both of the buyers can collude together
and generate a new copy with different codeword (0001). If that copy has
already been assigned to the third user then an innocent user can be framed in
that case although he is not a part of this conspiracy.

2. Literature Review

This detailed description provides an overview of various fingerprinting
codes and their roles in addressing the problem of traitor tracing and protection
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against unauthorized redistribution of copyrighted materials. Below, we
summarize the key types of fingerprinting codes and their significance, along
with some observations on their properties and Applications. Frameproof (FP)
Codes were introduced by Boneh and Shaw [5] to prevent colluding users from
framing an innocent party. If a group of up to “c” colluders generate a new
codeword, it cannot correspond to a codeword of an innocent user. Boneh and
Shaw used Error Correcting Codes (ECC) to construct c-frameproof codes. A
code with minimum distance d > (1—1/c) n, where n is the length and c is the
number of colluders, can serve as a c-frameproof code. Identifiable Parent
Property (IPP) Codes were introduced by Hollman et al. [6] to identify at least
one colluder from the codeword of a pirated copy. IPP codes are a generalization
and can identify the origin of the codeword, unlike FP codes, which only
prevent framing. One more family of robust codes i.e. Traceable (TA) Codes
were introduced by Chor, Fiat, and Naor [7, 14]. TA Codes are stronger than IPP
codes; can trace traitors with fewer restrictive conditions but may not have
efficient tracing algorithms. Traceable (TA) Codes were studied extensively by
Staddon, Stinson, and Wei [4]. Necessary and Sufficient conditions for
equidistant 2-TA codes have been derived for their use. Infinite classes of
nonlinear equidistant 2-TA codes of length n and distance d with 2n/3 <d <3n/4
have also been studied in [1, 2, 3, 10]. Al-Seraji, Alnussiary, and Jafar [15, 16]
have also explained finite Projective Planes of order 53, 61 and 64. These
Projective Planes can also be used in different fingerprinting schemes as
traceable codes. Different types of traceable codes can also be designed using
Lexicographic codes which are discussed in [17]. A few authors have also
suggested construction of different fingerprinting codes using the Designs of
Oligo Arraysin [11, 12, 13]

2.1 Some Preliminaries

Throughout this paper we will apply these basic definitions and terminology

from[1, 3, 4, 5, 6, 9] and G, denotes a finite field with q elements.

(i) Code and Codewords : “Let Q be a finite set of alphabets. Then a subset
C cQ™mis called a code of length n over Q. The elements of Q™are called
words and the elements of Code are called codewords of length n “.

(i) Hamming Distance: “Let a and b be two codewords, then the hamming
distance between a and b i.e. d (a, b) is the number of coordinates in which
they differ and the number of non zero coordinates of a word c is called the
weight of ¢. The minimum distance d of C is d = min.{d (a, b) |a,b e C}.”

(iii) Similar Pesitions: “I(x,y) ={i: x; = y; } for x={ xq,x, ...... Xn }s
Y={Y1 Y2 eeenn Yn} €Q™. Similarly we can define I (X, y, z.....) for any
number of words x, y, z.....”

(iv) Dimension and Minimum Distance: “A subspace C of Fj' is called a
linear code over F; The dimension of the code is defined as the dimension
of the subspace. A linear code with length n, dimension k and minimum
distance d is denoted as [n, k, d] code.”
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(v) Maximum Distance Separable Code: “A linear code C [n, k, d] is a
Maximum Distance Separable code ifd =n-k + 1”.

(vi) Latin Square: A Latin Square of order n is n X n array whose entries are
from a set S;of distinct symbols {0,1,2,3,4, ....q — 1}such that each row
and each column of the array contains each symbol exactly once.

Example: Let Z; = {0, 1, 2 } then Latin Square of order 3 is

0|1 |2
2 10 |1
1 |2 |0

(vii) Mutually Orthogonal Latin Squares [9]: “Let A and B be two Latin
Squares of order n. Let a;; and b;; denote the (i,j)th entries of A and B
respectively. Then A and B are said to be MOLS if n? ordered pairs
(a;j bij) i,j =1,2345.... q are all distinct i.e. if we superimpose the
two squares to form new n X n squarewith ordered pairs as entries, then
these n?ordered pairs are all distinct.

Example: The Latin Squares

1 2 3
A=2 3 1
31 2
and
1 2 3
B=3 1 1
3

are mutually orthogonal to each othe

-

3.1 Now let us define some terms related to fingerprinting codes.

() Detectable and Undetectable Positions: “Let X cQ",Then we say that
the position i € Q™ is undetectable for X if ith position of each word
x € X is occupied with same alphabet, otherwise the position i is
detectable”.

(i) Descendant Set: “For any two words a = {a;,a, .......ap} and b
={b4,b,...... b,} in Q" the set of descendants is defined as D(a,b) = {x
€Q™ x;e { a;,b;},i=1,2,3..n}”

The above definition of Descendant set can be naturally extended to any
finite number of words a, b, c......

(iii) Frameproof Code [5]: “A code Cis called c-frameproof if for every set
WcC , of size atmost ¢, satisfies the condition F(W)NnNC =W”

The definition states that in a c-frameproof code, the only codewords in the
feasible set of a coalition of atmost c¢ users are the codewords of the
member of coalition.
Example: Let C be a code given by

¢ ={(1,0,0),(0,2,0),(0,0,3)} and W = {(1,0,0), (0,2,0)}
By the definition of feasible set,
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F(W) ={(1,2,0),(0,0,0),(1,0,0), (0,2,0)} i.e. obvious F(IW) N C = W.

(iv) Identifiable Parent Property Code[6] : “A code C is c-IPP if for any x €
Desc.(C) .it holds that if C;c C with |C;| < ¢ ,then Ng.xepesc(c;nCi # ¢
(Empty)”

(v) Traceable Code [4]: “For x, y € Q™; define I(x, y)= {i :x;=y; }. Cis c-TA
code provided that for all I and for all x € desc.( C;) ) there is atleast one
codeword yeC;(C;C C); |(x, ¥)1>|(x, z)|for any zeC /C;_. The condition in
terms of distance is equivalent to d(x, y) < d(x, z)”.

In the Section 4, we suggest the method of Constructing 3-TA Code using
the Combinatorial Design “Latin Squares”. We also explain this method by
giving an example. No any example of 3-TA code has been reported in
Literature till now. Here we first discuss the basic results and theorems related to
MOLS.

4. Theorem 4.1 [9]: An MDS code with k = 2 is also equivalent to a set of
(n — 2) Mutually Orthogonal Latin Squares of order n.

Definition 4.2 [9]: If g = p® is a prime power, then N(Q) = g — 1, where
N defines the number of Mutually Orthogonal Latin Squares.

4.3 Construction: We begin with a description of a collection of matrices
derived from MOLS (Mutually Orthogonal Latin Squares) whose symbols are
elements in the Finite set S,= {0,1,2,3,4,5.......,q — 1}.

Let My, M,, M3, ............... Mg_4, be a set of (¢ —1) MOLS. The first
two columns of (g% X q + 1) matrix form a succession of all tuples of Sq- The
third column repeats the entries of Latin Square M; by writing it row by row
from left to right. The fourth column does the same for Latin Square M, and so
on. The (q + 1)st column will be obtained by writing the entries of Latin
Square M,_; row by row.

Let us take Zo= {0,1,2,3,4,5,6,7,8}. Since by definition, the number of
Mutually Orthogonal Latin Squares will be 8. The construction of MOLS has
been suggested in [9]. These MOLS (Mutually Orthogonal Latin Squares) of
order 9 over Zq are given as;

0|1]2]3]4|5]6]|7]38 0|1 (2|34 [5]6]7]8
1204 [5[3[7|8]6 2101 |5|3[4[8]6]7
2101534867 112]0]4[5([3]7[8]6
3[5(4[6]7]|8]0]1]2 617180123415
4 1513|7861 ]2]0 816171201534
513[4]|8]6|7[2]0]1 718161120 [4|5]3
6 1718|0123 [4]35 314|5]6[7]8]0]1]2
7186|1204 ]5]3 513[4[8|6]7(12]0]1
8167201 ][5]3]4 41513 |7(8]6]1]2]0
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3

2

21014

8161712160

1

71210

4

6

6

21014

617121]0

3

2101415

8

2

1

8
5

2
5

3

7

1

3

1

1

2

1

5

21314

3

1

6

1

2101415

5

314816

5

3
1

6171810

0

1

5

2,014

5

3171816

6

1

816171210

4

5

21014

6171210

31418]6]7]2]0

21314

6
4

4

1

8

5

1

3

21014

6171210

0

1

By the steps applying and construction discussed above, the codewords of

C using MOLS will be:
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el focloe] fec) fech ol fecl fecl ol ENERNERENIRENEENEENIENEENEEN | fo | fo))
(e RNE e ) RO, N R UST I (S 3 g Rl Ko o) BN | Ko W RS 2 RUSH I \S R el fo o} BN
RO N[—=|O|IN[[Q[RN|R[([WR[(N|R|D(N|—=|N[(0[Q|n|~
(=31 ST Lo N [e A EN IV AU, BN ol Kell | O] BN Ko Y Kool F SN USE RO, ) NS 3
el E=J 1 S A RN ko) [o o) (N Ny HUSE RO, | BN | Ko ¥ Kol N 2N) QOS] ROL | Dy Kl | NS ) N SN RS
(oY o N ENE LV RV ) N SN Kanll | O3 g KOS N SN NUR R B O ) o Ken )l oo N RN Ko ol K]
(O3 SN HOS ] | O ) ol Rl Kool BN |l Fo N Kl | O3 ol Ho )N o) EN | RUSR RO, NN BN i Fo)
[FSARVL R NS K )l § SRl Ko 8 Kool BN Ko) Koo} BN | RUSE RV, § N SN Kl § NS I K (S
SR Kenll o'l BN Ko Y AU, (NSNS RUS Y N SN) ROSE RO, B o Rl NS ) EN |l Fo ) ool Ko Keze]
N[N [W[N]|—= O[NNI |—=[D[(o|QA|N [N |W W wn

For this case we find that the length of the code is 10 and distance between
every two codewords is 9. It satisfies the condition that d > (1 — %) n.
Therefore, by the definition part (iii) of 3.1, the above code is 3-TA code. No
such example has already been reported in literature till now.Suppose C; C, and
Csare three codewords with numeric values

C,=7 318 507 4 26
C,= 8840 165 3 2 7 and
CG=7831 7506 4 2

They if generate anew codeword € =7 8 1 1 5 6 0 4 2 2

d(€,,0)=5,d(C,,C)=7and d(C;,C) = 5. So, it is clear that
distance d of the pirated codeword comes out to be minimum from actual
codewords C; and C; . Even we can verify the property of traceability by taking
any other three codewords.In Section 5, we also explain that how Projective
Plane can be used as Frameproof code.

5. Projective Plane as 2-frameproof code

In this section we show that how Projective Plane can be used as 2-
frameproof code.

Definition 5.1 [8, 9]: A finite projective plane of order nwith n(> 0) is
collection of n? + n + 1 lines and n? + n + 1 points such that

(a) Every line contains n + 1 points.
(b) Every pointisonn + 1 lines.
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(c) Any two distinct lines intersect exactly at one point.
(d) Any two distinct points lie on exactly one line.

Example 5.2: The smallest example of a projective plane of order 1 is a triangle.

1

There are three lines, three points and each line contains two points.

Example 5.3: Projective Plane of order 2. The nextnontrivialexample is an
example of a projective plane of order 2.

This diagram shows that there are seven points labeled from 1 to 7. There
are also seven labeled L; to L, .Six of them are straight lines. But Ly is
represented by the circle through the points 2, and 7.

1

The other lines are;
Li={1,2,4}, L,=1{2,3,5},L3=1{3,4,6},L,={4,5,7}, Ly ={5,6, 1},
L6 = {69 79 2}9 L7 = {73 19 3}

5.4 Incidence Matrix of Projective Plane [9]:

Let Pbe a finite projective plane of order n. The incidence matrix A of P is
the (n? + n+ 1) x (n? + n + 1) matrix where the lines are represented by the
rows and the points are represented y the columns such that row i has a 1 in
column, if the line corresponding to row i contains the point corresponding to
column j and 0 otherwise.

The incidence matrix of the example 5.3 is;

L, 1 1 0 1 0 0 0
L, 0 1 1 0 1 0 0
Ls 0 0 1 1 0 1 0
L, 0 0 0 1 1 0 1
Ls 1 0 0 0 1 1 0
Le 0 1 0 0 0 1 1
L, 1 0 1 0 0 0 1
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5.5 Properties of Incidence Matrix

1. Each row of this incidence matrix has constant sumn + 1.

2. Each column of this incidence matrix has constant sum n + 1.
3. The distance between every two rows is n? .

If we take transpose of that matrix, the above properties hold
simultaneously. In the next step we show that the incidence matrix of a
Projective Plane is always a 2-FP code.

5.6 Incidence Matrix as 2-FP Code

Theorem 5.6.1: The incidence matrix of a projective plane of order n(n > 1) is
always 2 —Frameproof Code.

Proof: By the definition of frameproof code [5], as discussed above we find that
an incidence matrix of a projective plane is always a Binary Code of length

2
n? +n+ 1 with distance n?. Since distance d > (n+2_n+1 ), (For n>1).

Therefore by definition of frameproof code [5], incidence matrix of projective
plane is always 2-FP Code.

6. Conclusion

(i) We prove that Combinatorial Design like Latin Square can be used as 3-
TA code. Here in that paper we also represent an example which comes out
to be 3-TA Code.

(il) We also show that Projective Plane of Order n is always 2-FP Code.
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