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Abstract

Quantum computing represents the quantum mechanical concept, may have important
benefits over the traditional computing. This benefit of quantum computing offers solutions
to numerous challenges in secure communication and banking that were previously
intractable. The Internet of Things (IoT) is a new technology which works with a large
amount of data. Securing IoI' data communication is necessary. Cryptographic algorithms
like RSA and ECC are the foundation of the IoTl security architecture that is now in place.
These algorithms’ security was significantly impacted by quantum computing. As a result,
our research examines the security issues with quantum-based technologies and IoT smart
applications. This article offers an overview of the foundations of quantum computing and
how it affects the security of IoT devices. This work intends to present a comprehensive view
of Iol communication facilitated by quantum technology. In our work, we also analyse the
main obstacles to deploying quantum-enabled communication.

Subject Classification: 18M35, 32U35.

Keywords: Quantum computing, Quantum key distribution (QKD), Internet of Things (IoT),
Quantum entanglement.

1. Introduction

The use of Iol is growing across a wide range of applications,
including smart grids, cities, and intelligent surroundings. The quantity of
connected devices in IoI' communication gives users the power to make
decisions. This broad range of Iol equipped applications [1], as shown in
Figure 1, transmit a tremendous quantity of information, that presents
problems for security and Confidentiality. IoI' applications won’t be
capable of meet significant requirements without identity and privacy.
Additionally, it could pose major security risks to those users. Iol faces
difficulties with things like identification, confidentiality, and privacy.
Now IoT application scenarios are based on RSA and ECC-based
algorithms [2]. Therefore, as quantum computers become more prevalent,
such encryption primitives will become insecure. These challenges are
solved by quantum computers using conventional cryptography
primitives. Quantum computing hence ensures the security of this Internet
of Things communication network. The no-cloning theorem [3] and the
uncertainty principle [2] are the cornerstones of quantum computing. The
primary goal of investigating quantum computing is to develop quantum
resistant protocols and algorithms [4] to address IoT security challenges.
While a quantum computer uses qubits, a classical computer manipulates
individual bits. The quantum state is represented by these qubits and their
corresponding probabilities. These qubits are built on principles of
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quantum physics including superposition and entanglement. Qubits can
be in multiple conceivable set of values at once thanks to superposition.
Quantum particles become strongly dependent on one another due to
entanglement. But as quantum computing develops, the security of
current encryption techniques is seriously threatened. In the area of
quantum computing, quantum key distribution (QKD) [5] is an area of
intense investigation. It makes it possible for participants to a
communication to create secret keys for safe communication. The future
world gains a lot from quantum computing, including the development of
life-saving drugs, the advancement of artificial intelligence, and the
development of intelligent infrastructure [6]. Cyber security methods are
under attack as a result of recent advances in quantum computing.
Numerous benefits of using quantum computing for safeguarding BB84-
based IoT connectivity have already been suggested in the literature [7-8].

According to author, QC analysis is for providing the securing to the
Iol communication model while taking into account various attacks on
each layer is still not available. In this study author examined IoT layered
architecture assaults [9].

Remote
Monitoring

Network Transportation

Figure 1

IOT in various Fields

1.1 Contribution

The primary contributions of author work are to study regarding the
safety and security of Iol' smart applications in quantum computing is
examined after comprehending the IoI security concerns. The principles



P. VAISHNAYV ET AL.

2458

"SSO[UIEaS pue ASed Wa)sAs

*A}1IND3S UOT}LOTUNUIWODI[3} S[IOUW HG

ambas wnjuenb-jsod e 03 uonsuen ay) ag5e [Iim Sunnduwros wmjuenb moy [og]
SoyeW ey} 21njesy A3Indas e pasoxdur 3 wYsAs O G JO uoneUIIIEXD Y3NOIOY} € SIALS ] “Te 39 [[PYPHIA
‘pakordura
st anbruyoay Ayder8oydAio ‘a1e3s wnjuenb
uonedIUNWWod| [edrssep ,(110) ped awi], oYy a9juerens o3 1ake] [euonIppe
wnjuenb pue [earssep jo uoneidsur ayy|  -suQ),, Y3 yusweuewr ue sey jey} dUo prIqAY e St jey) [F1]s,Te
ySnoxyy £yumodas (107) sSuryT, jo 3ouIeuy prgAy ou3 ug| amjonyseryur A}LINdas JO] e dNPOIU] 30 uewyRy|

uonediuayne 3uisn DAY

uonedULYINe ursn DY) dyes

oyes ysijduroooe ued ey [000301d [oAa0U Y 1000301d DAY|  ysidwoooe ued yeys [000301d [PAOU Y [£1] e 30 uax
swR)sAs01d A

‘axIre s1andurod euonipen; pue juesisar-winjuenb Sursn Ajumoss [z1] Apnas

wmnjuenb woiy syoepe jsurede papusjep 3y|  AyderBoydAiy wmiueng) JOT JO P[a1J 93 U S)USWSDURAPE O], s, Te 30 SuayD
"SYIOMJOU I0SUDS
'NSMH 93} WOIJ 9pou I0Suds SSS[AIIM SN0dUZ0I9)3Y 10§ WA)SAS
renonred e yim aredipusyine ued O] oY} S[00} juowaiISe A3y pue UorEdHUAYINE

‘apou Aemared e ypm SurdeIajur Jnoyp

VASIAV pue d130[-NVd

19sn paoueyus ue dofeas

[11] ysereg 'SIN

SISATeUyY 3NSayY

pasn £Sorouyday,

aapdalqo

SIDUBIJNY

A11mdas J07 pajqeus wnjuenb uo s3rom snoraarg

L3IqeL




QUANTUM COMPUTING FOR IOT SECURITY 2459

of quantum computing are covered, along with their significance for the
security framework. Quantum key security provide the security Iol
connectivity is thoroughly analysed and addressed. The key categories of
quantum authentication techniques and communication for the Internet
of Things are examined. The key obstacles for an Iol cryptosystem based
on quantum computing are listed [10].

2. Literature Survey

As the number of connected IoI devices increases, ensuring security
tobuild consumer trust will become increasingly challenging. Smartphones
and other wearable IoT devices are jam-packed with sensors and integrated
software. These devices all interacted with one another over the internet.
In the authentication technique proposed in [11], users only receive data
after successfully completing the authentication and key agreement steps.
Cheng et als study [12] performed their research on the most recent
developments in Using quantum cryptography to protect IoI gadgets. The
notable developments in “Quantum Recent advances in computing have
made it necessary for the creation of a plan to protect communication
between “IoI"” devices. Author research covers the advantages of quantum
encryption over traditional encryption techniques as well as the need for
quantum-resistant encryption techniques. Article [13] explore the function
of entanglement in mutual authentication. The challenges of data privacy
were addressed by EL-Latif et al. in their study. To address present and
potential communication frameworks, they suggested the Quantum One-
Way Hash Function (QOWHEF) [14-20].

As shown in Table 1, the majority of the Studies on using quantum
computing to secure Iol-enabled communication have been documented
in the study.

3. IO0T Security Challenges

IoT-enabled communication has advanced, thanks to creative
applications like smart cities, smart agriculture, and creative health care.
The Internet of Things devices that facilitate these applications
communicate enormous quantities of data in a variety of settings.
Cyberattacks are on the rise as Iol' applications develop. Additionally, it
endangers the confidentiality and privacy of users. Authentication, data
integrity, authorization, and trust control are the most security challenges
for the IoT ecosystem. Figure 2 illustrates the main security issues with IoT
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layered architecture [15]. This section discusses the advantage of
implementing the Quantum layer for IoI security as well as risks to the IoT
layer architecture.

3.1 Sensing Layers

In this layer, several sensor technologies allow IoI' applications as
WSN, RFID, and GPS. These technologies are all concerned with IoT
actuators and sensors. Sensors are used to gather information from the
environment, like temperature, ultrasonic, and camera detection [16]. This
sensing layer is vulnerable to numerous assaults.

3.2 Network Layer

Processing of the data obtained from the bottom layer is required by
computational units. The network layer’s role is to transmit data obtained
from the sensor layer to processing units. Iol applications can only be
used if the processed data is available. Network layers, however, are
exposed to major security risks because of open internet connectivity,
including access control attacks, denial of service attacks, attacks during
data transients, etc [17].

3.3 Quantum Layer

IoT applications benefit from security provided by the quantum layer.
Secure key distribution is a part of it. The confidentiality and security of
keys are ensured at this layer by the laws of quantum physics. However,
this layer made it possible for quantum-based cryptography, which will be
vulnerable to individual, group, and coherent attacks [18].

3.4 Application layer

The user’s decision-making services must be provided by the
application layer. Intelligent surroundings, smart grids, competent health
care, and smart cities are the essential Iol' applications [19]. Iol
heterogeneous applications have significant problems with data protection,
confidentiality, and authentication. Attacks on access control, service
disruption, malicious code, and eavesdropping are the main problems at
the application layer.
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Perception Layer

Access Control
Service Interruption

Malicious Code

Individual attack

Access Control
Collective attack

Node capture attack
Denial of service

Malicious code

Injection attack Data Transient Coherent attack

Eavesdropping Routing attack Eavesdropping
Figure 2

Security risks in the IoT layer architecture

4. Quantum Theory
Figure 3 depicts the fundamental components of quantum computing,
which include quantum physical building blocks, quantum logic gates,

and a quantum programming environment.

Quantum Complex Theory Balance generality
And Performance

Quantum algorithm

QEC
Theory Algorithm
Implementation

QEC and FT Implementation

Interconnection
topologies and

Classical control
Floor planning

Extract commonality

Qubit Interconnection Technologies

e.g. qubit motion

Smart scale Multi -qubit demonstrations

Qubit storage and gate Technology

Figure 3

Quantum Computing Architecture
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4.1 From Traditional Bits to Quantum bits

In traditional computing, bits are used to process data; in quantum
computing, quantum bits, or qubits, are implemented. These qubits
operate in accordance with quantum mechanical principles. The symbols
for quantum particles in the spin up and down states are |0 > aaaaa |1 >.
With individual probabilities measuring each value, the set of n qubits can
hold up to 2n valid values [20].

4.2 Quantum superposition

The qubits are in quantum superposition, which is the linear
combination of both |0 >and |1 >. A system is not limited to any one state
and can exist in superposition [16] of all potential states at the same time.
Measurement, however, causes the superposition to collapse. Qubits are
designed to be observed in one of their possible values, |0 > oooo |1 >.

5. Quantum Authentication

The communication is safeguarded through identity authentication,
which verifies the authenticity and confidentiality of messages. Two-way
authentication between entities guarantees non-repudiation, message
integrity, and message validation. Quantum Signature and Entanglement
can be employed to establish quantum-based identity authentication.

5.1 Quantum Engagement

¢i:%(|00>i|11>)
*:iz(|o1>i|10>)

Quantum entanglement is the surprising aspect of quantum
communication. It is necessary to define each particle’s state in relation to
the other when two particles are entangled. The Bell states are another
name for the entangled states [17]. Equations (1) and (2) [21] give the
following four mutually orthonormal entangled states:

5.2 Quantum Signature

The authenticated user is confirmed using quantum signatures.
Quantum signature protocols come in a several of forms, including
quantum group signature, quantum blind signature, and arbitrated
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quantum signature (AQS) [18]. There has also been talk of a quantum
signature based on the quantum walk. Applications that guarantee non-
repudiation and protect against user impersonation attacks, like Quantum
Cheque [19], can benefit from quantum signatures.

6. Quantum Sensors For IOT

Since it began linking numerous actual objects, sensors, and systems
to the Internet a few years ago, the Internet of Things has evolved
exponentially. This has created new opportunities for gathering, analyzing,
and controlling physical systems data [20]. Nevertheless, the accuracy and
precision of these systems are frequently constrained by the functionality
of the employed sensors. This is the application of quantum sensors.
Quantum sensors can greatly improve the performance of Internet of
Things (IoT) systems and develop fresh, creative solutions for a range of
applications by utilizing the special qualities of quantum systems [21].
Based on the ideas of quantum mechanics, quantum sensors are able to
measure physical quantities with previously unheard-of accuracy and
precision. Measurements using quantum systems’ special qualities—like
superposition and entanglement—are far more sensitive than those using
classical sensors. Because of this, quantum sensors are perfect for high-
precision measurement applications like environmental monitoring,
healthcare, and navigation. Because they make use of qubit superposition
and network entanglement manipulation, quantum sensors are distinct
from classical sensors [21-24].

Environmental monitoring is one of the most exciting uses of quantum
sensors on the Internet of Things. The great accuracy and stability of
conventional environmental sensors is limited when it comes to detecting
physical quantities like temperature, pressure, and humidity [25-28]. This
may lead to inaccuracies in the information gathered and a lack of
confidence in the findings. However, even in challenging conditions,
quantum sensors are able to measure these quantities precisely. Better
environmental monitoring and decision-making can result from this,
especially in fields like agriculture, climate change research, and weather
forecasting.

Navigation is another area where quantum sensors can have a
significant impact. The growing usage of drones, autonomous cars, and
other mobile devices need precise navigation systems that can offer real-
time information on their orientation, velocity, and location. The precision
and dependability of traditional navigation systems, like GPS, are
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constrained, especially in urban settings where towering buildings may
impede signals. With their ability to measure magnetic fields precisely
and accurately, quantum sensors—such as those built on superconducting
quantum interference devices—have the potential to completely transform
navigation and mapping [23].

7. Difficulties Associated with Quantum based Internet of Things
(I07)

* Quantum Key Distribution”: This offers the trustworthy manner to
transmit cryptographic keys. That is, if it was possible to identify an
unauthorized listener in the “quantum communication” channel. In
these cases, the complete process is nullified, and communication
won't begin again if in case all information interceptions have not
been eliminated from the channel [24].

e “Communication over a limited physical distance”: Due to
Quantum Key Distribution’s (QKD) limited range for short-range
communication, mass communication among Internet of Things
(IoT) users via the quantum channel is difficult [25, 29-30].

e “Cybersecurity Breach”: Quantum-based communication can be the
target of specific attacks. In this case, the attacker implements a new
“quantum channel” by intercepting a “quantum signal” that is being
transferred between Alice and Bob [25].

*  “Quantum Reversible Computing”: The existence of Eve poses a
serious threat to quantum-based reversible computation [26].

8. Conclusion

IoT involves the connection of various heterogeneous devices since all
connected devices provide consumers numerous advantages to help with
making choice. This type of technology must be safe since it holds the vital
information we need on a daily basis for applications in the military,
intelligent cities, and even healthcare. Numerous traditional cryptographic
primitives offer secure communication based on intricate mathematical
concepts. Due to assaults using quantum computing, the security based
on traditional cryptographic frameworks is not secure anymore. Therefore,
quantum-based security is needed for Iol-enabled communication in
order to fend off future quantum threats. We investigated quantum-based
cryptographically secured IoI' communication topologies in our survey.
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This article offers a comprehensive overview of security threats to IoI-
based applications, quantum-resistant IoI' communication security
solutions, quantum authentication techniques, Quantum Sensors For IO,
QKD, and Difficulties Associated with Quantum based Internet of Things.
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