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Abstract
In order to secure data through broadcast in excess of set of connections, secure data 

accumulated on cloud proposals and mobile devices, enable protected message during 
certificate authority (CT) based trusted third party environment (TTPE), and guarantee data 
integrity. These security issues can be successfully overcome with the help of this research, 
which suggests a multilayer encryption cipher (MLEC) mitigation salting sequence key 
technique for protected transportation data. The investigational scenario defined with three 
layers is the MLEC mitigation salting sequence key strategy for safeguarding transit (PT) 
data. First layer integrated the encryption process using ASCII-based ciphering to convert 
plaintext to ASCII-HEX code. The layer-2 (L2) integrated the encryption process using XOR 
and key to produce encrypted HEX code and the third layer linked the salting sequences 
technique with key implications. The best success rate was obtained by designing and testing 
the experimental test cases in an enterprise cluster environment. Extenuating salting with 
MLEC provides secure transportation data devoid of any hacking.

Subject Classification:  Primary 68M25, Secondary 68P25, 68P27.

Keywords: Certificate authority (CT), Trusted third party environment (TTPE), Secure sockets layer 
(SSL), Secure sockets layer (TLS), Multilayer encryption cipher (MLEC).

1.  Introduction

In our digitally associated civilization, information security has 
happen to more and more challenging due to dangers variety from cyber 
attacks to unconstitutional admittance [1]. In this digitally connected 
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society, the demands on information security are growing. However, 
encryption has evolved into a potent appliance for resolving these issues 
[2-4]. By encrypting data transmitted among clients and web-servers, 
cryptographic protocols [5] like Secure Sockets Layer (SSL) have addressed 
this risk and ensured confidentiality and integrity [6-8]. Secure 
communication is made possible by certificate authority (CT) based 
trusted third party environment (TTPE) [9-12], which permits the swap 
over of keys encryption which verifies the identities of parties concerned. 
Hashing techniques in cryptography are also employed to secure password 
storage and guarantee data integrity [13-17]. Therefore, our algorithm’s 
multilayer technique will aid in resolving this problem. 

This research organized as follows: The relevant work, which 
articulates the study’s context, is presented in section 2. The suggested 
three-layer multilayer (ML) encryption cipher (MLEC) mitigation salting 
technique for protecting transit data is included in Section 3 along with 
the consequences of ASCII-based ciphering by layer 1 (L1). Included 
results and discussion are Section 4, and the conclusions and future 
directions are articulated in Section 5.

2.  Related Work

This paper’s base is security, wherein a range of symmetric algorithmic 
approaches such as classical and current cryptography, and so forth—are 
investigated. We developed the idea of cipher-ASCII with ML approach 
because the greater part of these algorithmic sequences lacked well-built 
encryption techniques [10]. 

Homomorphic encryption is the most modern and safe way to protect 
data on cloud server [18][19] which permits computational procedures on 
encrypted data because it does not require the data to be decrypted in 
order to be development [22-25]. A symmetric key approach was 
recommended by another study for both encryption and decryption [26-
29]. A proposed method that makes the process safer by combining the 
replacement methodology, ASCII codes, and the XOR operation [30–33]. 

3.  Methodology

This approach combined multiple layers of cipher encryption to 
analyze and monitor different cyber attacks, threads, and malware on 
transportation data that is in transit method from end user to peers. The 
suggested methodology used blended layers that synced with two levels: 
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the Mitigating Salting Sequence (MSS) and the ciphering ASCII were 
supplied in L2 as shown in Figure 1. 

3.1 Layer 1 Encryption: Plaintext-ASCII-HEX Code via ASCII-based Ciphering

First, the PT communication is transformed into ASCII characters via 
the stage 1 encryption. Next, every ASCII quality is translated into its 
matching HEX code which then encrypted with an XOR with key. The 
term “XOR” describes a particular type of logic gate that this sequences 
uses to perform the restricted OR operation [13]. The encryption and 
decryption processes had both involved the key that is symbolize by the 
HEX color code keys. The hex codes are created using the color theory [20] 
formula, where R stands for red, G for green, and B for blue.

3.2 �Key with XOR Implications for Encrypted Hex Code (EHC) in Layer 2 
Encryption

Each code HEX is encrypted with keys in this section. Let’s XOR the 
corresponding key with each code HEX with the following HEX-EHC 
color code key represents a keys like as: #FF0000, #000000, and #00FF00.

Figure 1
Geometric identical and multilayer encryption cipher (MLEC) environment
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3.2.1 HEX Code to Twofold Conversion

The binary values are 01001000 = 48 (HEX) = 00 (HEX) = 00000000.  
Apply the XOR function to every join up of matching bits: 
The concluding twofold bits of XOR for 48 † 01001000 and 00 † 00000000 
=> 01001000 are referenced. 01001000(Binary) = 48(HEX) is the result of 
converting the twofold results back to HEX. 

3.3 Layer 3 Encryption: The Method of Mitigating Salting Sequence (MSS) 

The sequence of salting (SS) appearance in cryptography submits to 
the addition of arbitrary statistics to a hash purpose input in order to 
guarantee a exclusive outcomes yet in cases where inputs are equal [21].

3.4 Cipher Text (CT) Decryption

In the process of decrypting CT processed with a single key, every 
encrypted color HEX code is decrypted with XOR; here every decrypted 
code HEX is then converted reverse hooked on its ASCII illustration; 
original plaintext message is then obtained by concatenating the ASCII 
characters. The provided CT is protected next to occurrence investigation 
and brute force attacks by the decode tool’s output.

4.  Result and Discussion

To secure the data and key, several authentication procedures are 
used in conjunction with multiple encryption processes. As seen in Table 
1, the first level of encryption was implemented by translating plaintext to 
ASCII and then HEX Code references.

Table 1
Encryption Mapping of RKI 1 through 3 and the final outcome of the 

sequences inference

RKI-1 with XOR RKI-2 with XOR RKI-3 Final RKI

48 00000000 01001000 48

45 00000000 01000101 45

4C 00000000 01001100 4C

FF 11111111 10110011 B3

4F 00000000 01001111 4F
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4.1 Layer of Multi-Encryption Process

For 48 † 01001000; 00 † 00000000 => 01001000, the PT-ASCII-HEX 
Code is referred to as a final XOR binary bits in layer 1. 01001000(Binary) 
= 48(HEX) is the result of converting the twofold consequences back to 
HEX. 

4.2 Layer of the Decryption Process

Table 2 displays the final output of decryption, which is the mapping 
of DRKI through 1 to 3.

Table 2 displays the final output of the HEX conversion and mapping, 
decryption primary, 2nd major, sub-progression of DPS from 1 to 2, DSS 
from 1 to 2, replication keys, and succession inference.

5.   Conclusion

The investigational development defined through three layers is the 
MLEC mitigation salting progression key strategy for safeguarding transit 
data. The first layer integrated the encryption process, processing stage 1 
using ASCII-based ciphering to convert PT to ASCII-HEX code; the second 
layer included the encryption process, processing stage 2 using XOR with 
key to produce encrypted code HEX; and the L-3 linked the salting 
sequences technique with key implications. 
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