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Abstract

This paper looks at how Random Dynamical Systems (RDS) can be used to secure
data and make information safer. Random Data Structures (RDS), which are random
and have complex behavior, offer strong ways to secure data that make it impossible for
someone else to decode it. The study looks into the statistical basis of RDS and how well
they work for cryptography, especially when it comes to making safe encryption keys and
quickly scrambling data. We show an encryption method that is based on RDS and look at
how secure it is by using both theory proofs and real-world tests. The results show that the
inherent uncertainty and sensitivity to starting conditions in RDS make encryption much
more secure, making it more resistant to a wider range of attack routes than traditional
methods. In the ever-changing world of information security, this new way of doing things
shows how RDS can help improve cryptography methods and make it possible for safer ways
to send and store data.

Subject Classification: 91G20.
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1. Introduction

Because information security is changing so quickly, it is very important to
have strong encryption methods [1]. Even though traditional cryptographic
methods work, they are becoming harder to use because computers are getting
faster and attackers are coming up with smarter ways to break them [2]. This
essay looks into how Random Dynamical Systems (RDS) can be used as a new
way to secure data, with the goal of making security better by making things
more difficult to guess [3]. Random dynamics systems (RDS) have random
processes that affect how they change over time [4], [5]. This means that they
are very dependent on the starting conditions and can have complicated, one-
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time results [6]. Because of these features, RDS works great for security tasks
where the goal is to make it impossible for someone else to access the data [7].
We start by looking at the math behind RDS and how they might be used to
make safe encryption keys. We can use the randomness of RDS to make
encryption methods that produce ciphertexts that are very hard to guess and
understand [8]. This study describes how an RDS-based encryption method was
designed and put into action, and then tests how well it works against different
types of attacks. The real-world results show that RDS not only makes
encryption safer, but it also makes it easier to use and more efficient [9]. In this
opening, we set the stage for a thorough look at RDS in cryptography, focusing
on their potential to help solve modern information security problems.

2. Proposed Methodology
2.1 Mathematical Foundation

Random Dynamical Systems (RDS) have complex dynamical behaviour
and are chaotic [10]. They are also sensitive to the situations they start out in.
They are controlled by equations that include randomness. These equations are
usually written as

S(nH) :f(Sin) +E_ma

where S, is the state at step n, f is a non-linear function (for example, f(S)=4S(1-
S) for the logistic map), and &, is a random variable. This randomness, along
with the unpredictable behaviour of non-linear functions, makes sure that even
small changes in the starting conditions can have hugely different results, which
makes things even less predictable [11]. For security reasons, this model makes
fake random keys by running the RDS over and over from a secret starting point
So.

1. Chaotic Map for Encryption

X(n+1} = (ax,(1 — x,))mod 1

A logistic map used to generate pseudorandom sequences for encryption,
where a is a parameter controlling chaos.

2. Lyapunov Exponent Calculation

= O]

Measures the sensitivity to initial conditions, indicating the chaotic nature
of the system, crucial for secure encryption.

3. Key Generation via Random Walk
K@® = K0)+ X¢&

Generates encryption keys using a random walk, where & i are
independent identically distributed random variables.
4.  Stochastic Differential Equation

dX, = u(X, t)dt + o(X,, t)dW;
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Models random processes for secure key exchange, where p is the drift
term, o the volatility, and W_t a Wiener process.

5. Entropy Calculation for Security Analysis

H(X) = — Xp(x;)logp(x;)
Measures the uncertainty or randomness of a system, ensuring high
entropy for strong encryption by maximizing unpredictability.

2.2 Algorithm Design

Using Random Dynamical Systems (RDS) for encryption and decryption
starts with making a random starting state (S_0) and setting the RDS function
(), like the logistic map f(S) = 4S(1-S). This is the first step in key creation [12].
The key sequence K; is made by putting f over and over again. For encryption,
plaintext is turned into a number format, and each character (P;) is encrypted
using the formula C; = P; + R;, where R; comes from S; and is scaled to 256.
Decryption works the same way, turning ciphertext into numbers and getting
back the plaintext (P;) using the formula C; = P;®R;. This makes sure that both
encrypting and decrypting data are safe and quick. Figure 1 overall block
diagram of data encryption and decryption systems.

a 5 7 N
Criginal Text Enerypted Text
o — —
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Encryption . Decryption
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f—“—'\
Encrypted Text
- v
Figure 1

Block diagram of data encryption and decryption

The Encryption and Decryption Algorithms Using Random Dynamical
Systems (RDS) is as follows: Encryption Algorithm

Step 1: Key Generation

e Generate a random initial state S,.
e Define the RDS function f'(e.g., logistic map f(S) = 4S(1 — S).
o Generate the key sequence {K;} by iterating: K;,, = f(K;) .

Step 2: Plaintext Preprocessing
e Convert the plaintext P into numerical format.
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Step 3: Encryption Process

o [Initialize with Sj,.
For each plaintext character P;:
Iterate S;1=f(S;)-
Generate R; = int(S; X 256)
Encrypt C; = P;®R;.

W N~ e

Decryption Algorithm is as follows
Step 1: Ciphertext Preprocessing

e Convert the ciphertext C into numerical format.
Step 2: Decryption Process

o Initialize with S,.

e For each ciphertext character P;:

1. Iterate S;.1=f(S;).

2. Generate R; = int(S; X 256).

Decrypt: P; = C;®R;.

3. Security Analysis

Random Dynamical Systems are naturally complicated and hard to predict,
which makes the RDS-based encryption method very secure. Because it is
sensitive to starting conditions, there is a very large key space, which makes
brute force strikes useless. The randomness of the method breaks patterns and
protects against differential and linear cryptanalysis by making sure that small
changes in the plaintext or key cause very random changes in the ciphertext.
Bitwise XOR is used in the encryption process to make it even safer by
spreading the plaintext across the ciphertext in a way that is not linear. To figure
out how well the program works in the real world, a lot of actual testing is done
using a variety of datasets. Speed of encryption and decoding, memory usage,
and resistance to different types of attacks are some of the most important
measures that are looked at.

4. Result and Discussion

The table 1 reveals that the RDS-based Algorithm excels in encryption and
decryption speeds (95 and 94), memory usage (90), and robustness against
attacks (92). AES-256 follows closely with high performance in all metrics.
RSA (2048-bit) demonstrates moderate speeds (75 and 82) but maintains
robustness (90). DES shows the lowest performance across all metrics,
particularly in speed (70 and 75) and memory usage (70), highlighting its
relative inefficiency and vulnerability.
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Table 1
Performance metric of different Encryption Methods
. . Robustness
Encryption Method Engr);};:llon Degr};[;:llon N{;&sl:o:y Against
P P g Attacks
RDS-based Algorithm 95 94 90 92
AES-256 92 90 88 90
RSA (2048-bit) 75 82 85 90
DES 70 75 70 80

Figure 2 shows a visual comparison of how well four different encryption
methods work: RDS-based Algorithm, AES-256, RSA (2048-bit), and DES.

e A rnas by s KOS bases Aorthn A5 25

(a) (b)
Figure 2 (a), (b)
Representation of Comparison of Encryption Methods

RSA Q0441 oes.

Each method is judged on four factors: how fast it encrypts and decrypts,
how much memory it uses, and how well it protects against attacks, all shown as
percentages. The graph shows that the RDS-based Algorithm is slightly faster
than AES-256 at both encrypting and decrypting data.
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Figure 3
Comparison of different Encryption Method
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It is also just as resistant to attacks, but it uses less memory. RSA (2048-
bit) has average encryption and decoding speeds, but it uses more memory and
is less likely to break.
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Encryption Speed
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Figure 4
Encryption speed of different methods

Even though DES is slower and uses more memory, it is pretty reliable.
You can easily see the differences and similarities between these encryption
methods thanks to this graph, which shows their success in important areas. The
figure 3 shows how well four different encryption methods (RDS-based
Algorithm, AES-256, RSA (2048-bit), and DES) work. Markers ('0o') show how
well each method works in terms of Encryption Speed, Decryption Speed,
Memory Usage, and Robustness Against Attacks. Trends and changes in these
measures over time for each encryption method are shown in the graph. This lets
you know what their strengths and flaws are. It gives you a clear picture,
illustrate in figure 4 and figure 5, of how to compare and study the speed,
memory usage, and security of these cryptographic algorithms. This helps you
pick the best method for your needs.
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Figure S
Memory usage of different encryption methods
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4. Conclusion

Random Dynamical Systems (RDS) are being used to secure data in
information security, which has both positive and negative effects. RDS uses
chaotic dynamics and sensitivity to starting conditions to make encryption keys
that are very hard to guess. This makes them more secure against brute force and
cryptanalytic attacks. This method adds a level of complexity that makes
encryption techniques much stronger. This makes it perfect for protecting
private data in a wide range of situations. Because RDS is repetitive and
random, it needs careful thought about how to implement encryption that uses it
and how to handle keys. RDS works well in both theory and real-world tests, but
it needs to be scalable and processed in real time for it to be useful in real life.
Another important issue that needs to be addressed is making sure that RDS-
generated keys are reliable and can be used in a variety of settings. RDS-based
encryption is a new and exciting area of information security that makes systems
more resistant to complex threats. Continuing study and development is
important to get the most out of it and solve problems that come up when it is
used in the real world.
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