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Abstract

This study addresses critical security challenges in wireless networks, such as
impersonation, spoofing, data leakage, and trust issues, by adopting a hybrid approach
that integrates deep learning, federated learning, and adaptive security solutions. Key
innovations include Federated Learning-Based Trust Evaluation (FL-TE), Reinforced
Physical Layer Authentication (RPLA), Adaptive Artificial Noise (AAN) Strategy, Context-
Aware Elliptic Curve Diffie-Hellman Optimization, and an Anomaly-Aware Hybrid Key
Management System. These developments ensure decentralized, real-time, and robust
security, while protecting users effectively. Simulation results demonstrate that the proposed
model meets all essential performance criteria. Notably, Isostated Authentication achieves
96.8% accuracy, accelerates trust convergence to just 8 rounds (compared to 15 rounds in
existing methods), improves secrecy by 22%, reduces key refresh time by 35%, and handles
complex attacks using only 7% of the usual resources. These findings highlight the strong
security capabilities of the framework in managing multiple wireless networks efficiently.

Subject Classification: Primary 68T07, Secondary 94A60, 94C10, 68P30.

Keywords: Adaptive cryptography, Anomaly detection, Deep learning, Edge security, Federated
learning, Physical layer authentication, Trust evaluation, Wireless networks.

1. Introduction

Because of swift developments in wireless tech, 6G and the Internet of
Things (IoT) are now used more widely. The connections are established
quickly and large transfers are easy. There are many serious security issues that
today’s security practices fall short in managing [1].

Cyber-attacks have become more difficult to deal with. With 5G, things
like spoofing, impersonation, data injection and eavesdropping become easier to
perform and harder to spot in mobile ad hoc networks and smart edge networks
[2]. Common forms of cryptography cannot be used well in this situation since
they need a lot of resources and struggle to block attacks from within the
organization [3].

New research is being done to find new solutions. Using the features of
wireless channels, encryption and authentication are both possible as part of the
physical layer [4]. Al systems help look for dangers and act on them quickly
because of DL and ML [5]; FL allows for privacy by enabling Al to be learned
on many devices in a network [6]. These methods do each have their own
boundaries. One example is that physical techniques are challenged by noisy or
shifting environments, some trust-related models can be fooled and rapid
alterations in the network may be beyond the abilities of cryptography [7-9].

As a solution, a hybrid, intelligent security system should be designed for
future wireless networks. It uses deep learning, flexible encryption and
decentralized minds to give many-layered security.

Major contributions of this research include:

e  Federated Learning-Based Trust Evaluation (FL-TE): Decentralized
trust evaluation while keeping data isolated.
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o  Reinforced Physical Layer Authentication (RPLA): Identity verification
using deep learning and physical layer features.

e  Adaptive Artificial Noise (AAN) Strategy: Dynamic noise adjustments
based on threats and channel conditions.

e  Context-Aware ECDH Optimization: Real-time adjustment of Elliptic
Curve Diffie-Hellman parameters as devices change context.

e  Anomaly-Aware Hybrid Key Management: Automated encryption key
management based on anomaly detection and trust scores.

The organization of this paper continues in Section 2, where existing works
in physical layer security, federated learning and adaptive cryptography are
examined. The content of Section 3 covers the structure of the hybrid framework
and its main elements. Section 4 provides the results of the simulations and
performance checks. The paper then concludes in Section 5 by suggesting areas
for future research.

2. Literature Review

Keyless protection of wireless signals is provided by the physical layer
which uses channel features to block them. Authentication using signal
fingerprints and CSI is explored a lot in research, but it gives unreliable results
when the wireless environment is busy or people are moving [3].

Machine learning has been used to better detect when spoofing or jamming
happen from looking at signal characteristics [4]. Deep learning gives more
accurate results than regular techniques [5], but requires a central system and
large datasets, so often cannot scale up easily.

Nodes in trust-based systems are assessed for suspicious activities which
keeps the system safe and helps in appropriate routing [6]. But when trust
records are stored centrally, they can be attacked [7]. Using blockchain and
consensus methods gives an alternative to a central authority [8]; however, it can
add extra data that slows and adds complications which isn’t suitable in IoT [9].

With Federated Learning (FL), data can be trained separately without
sharing private information which is handy for spotting security issues at the
network edge. Even so, FL has problems with various kinds of data, untrusted
gadgets and potentially dangerous inputs [10]. Some try to address these
problems by using secure aggregation and differential privacy [11].

Most standard cryptography tools such as AES and RSA, ensure strong
security but are not flexible and consume a lot of energy. Some experts suggest
changing how cryptographic keys are managed depending on the context [12].

At this point, no single security tool all that well satisfies the needs of 6G
and IoT. Using intelligent, merged systems that cover physical security, trust
management and the changeable use of cryptography is necessary.

3. Proposed Methodology
The suggested hybrid plan relies on federated learning, deep learning and
adaptive cryptography to protect wireless networks. It makes use of five new
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elements: (1) trust evaluation for private decentralized assessments based on FL,
(2) use of DL to detect new versions of firmware, (3) adding extra noise to stop
eavesdropping (4) cryptography adapted to changes in a device’s condition and
(5) detection and blocking of unusual acts in the key management system. All
these components combine to give security that can grow and remain strong.
Figure 1 shows the flow diagram for the proposed methodology and the detailed
methodology is explained in the following subsections.

Enhanced Hybrid Secure
Wireless Communication
Federated Reinforced
Learning-Based Trust (— Physical Layer
Evaluation (FL-TE) Authentification
l (RPLA)
Adaptive Artificial Context-Aware
Noise (AAN) ] ECDH
Strategy Optimization
Anomaly-Aware
Hybrid Key
Management
System
Figure 1

Flow Diagram for Proposed Approach

4.1 Federated Learning-Based Trust Evaluation (FL-TE)

Federated learning makes it possible for multiple nodes (devices) to
collectively build a machine learning model, yet without revealing their own
data. This is comfortable when determining how much trust to give in
decentralized wireless networks.

Input Feature Vector x;: All nodes i keep a watch on their neighbours and
gather data in intervals. Elementary analysis of trust depend on features such as:

e x}: Packet Delivery Ratio — Ratio of successfully received packets to total
sent packets.

e x?: Response Time - Average response delay for routing or

communication.
e  x?:Reputation Score — Based on past interaction records.
The combined feature vector is:
X; =[x}, x},x'] € R® 1)
For model training to succeed, these features are first made to fall in the
range [0, 1] by normalizing them.
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Local Model Training: All the nodes develop their own way of assessing trust
values:

T,(x;; 6,): R® > [0.1] ®)
Where:
. T; outputs a trust score between 0 (untrustworthy) and 1 (fully trusted).

e 0; : Local model parameters (e.g., weights of a neural network or decision
tree).

Loss Function: Taking binary trust labels (1 for trusted and 0 for untrusted), the
loss function chosen is binary cross-entropy.
1 i
L;(6;) = —n—ile[}’ilOgTi(xji 0;) + (1 — y;)log(1 — Ti(x;; 6,))] (€)]
Where:

e y; : Ground truth label for sample j
e n; : Number of training samples on node i

One aims to reach this goal by applying local gradient descent.
0; « 6; —nVy,L;(6;) 4)

Where 7 is the learning rate.

Federated Averaging (FedAvg): After completing training locally, nodes keep
their data private and addtheir updated model parameters (6;) into the shared
model. The server or aggregator (which might be a cluster head or any random
node in a decentralized network) combines the averages from each node to make
the global model.

Let:

e 0} :Local model parameters from node i at round t
e n;: Number of data points on node i

e n=3N n;:Total number of data points across all N nodes

Then the global model at round t + 1 is:
05t =T, of (5)
Every node helps process data depending on its data size. More data in a

model means the updates can be trusted more, so they are considered more
important.

Derivation of Federated Averaging: Starting from the idea that we want to
minimize global loss can help us discover it.

Lgtopar(0) = iL1 £ £;(6) (6)
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We cannot do this calculation directly (due to privacy), so we simply find
the best parameters by combining the trained components.

05*" ~ argming T, £,(0) (7)

Because we think each local model 8/ is close to the minimum of £;, we
calculate the mean knowledge.

65t = XiL, 60 (8)
Next, the model is spread to all nodes which makes the updates to their

own versions.
git+1 P 9£+1 (9)

Now each node carries out more training on its own data.

4.2 Reinforced Physical Layer Authentication (RPLA)

Feature Set 2: All wireless devices take the physical-layer signals out of
packets they get. All these features are put into a single vector named the feature
vector.

z=[zy,2,,25] ER3 (10)
Where:
e  z;: RSSI (Received Signal Strength Indicator)
e  z,: Channel State Information (CSI) — describes the channel’s response
e z3: Time-of-Flight (ToF) — time delay of signal propagation

These features are chosen because they are:

e  Hard to forge or clone

e  Naturally linked to a sender’s physical location or hardware
e  Available at the receiver with no additional transmission cost

Classification Function: We define a classifier:
y=fz4e¢) (1D

Where:

e  § € (0,1) The probability that the sender is legitimate

e  f: A neural network parameterized by weights and biases ¢

e  Final binary decision is:

1ify =205

0 otherwise

yclass = { (12)
Model Structure: For this reason, a typical neural network could look:
h’l = O_(le + bl) (13)
hz = O-(thl + bz) (14)
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§ = sigmoid (Wl h, + b3) (15)
Where:
e ¢ : Activation function (e.g., ReLU or tanh)
o W, by: Layer weights and biases
* o={Wy, by, Wy, by, w3, bs}
Adaptive Artificial Noise (AAN) Strategy: Let:
. hiegit: channel gain to legitimate receiver
° heqy: channel gain to eavesdropper
e P, total transmit power

e  P,:power allocated to artificial noise

Then the secrecy capacity is:

C, = [logz <1 + Le=Pn ) —log; (1 + ﬂ)] (16)

|hlegit|2 |heqv!?+Pn

The AAN strategy dynamically optimizes B, to:
B; = argmaxp, C; subjectto0 < B, < P, (17)

Context-Aware ECDH Optimization: Let:
e  E;:available energy at node n;

e M;: mobility score

o T (n]-)trust score of neighbour

e  p: ECDH cryptographic parameter ( key size=256 bits)

Then:
p; = ak; + p(1 — M) + yT;(n)) (13)

Here, a, 8,y are weights tuned to balance energy, stability, and trust.

Anomaly-Aware Hybrid Key Management: Let:

. KL-?B KG. key generated from channel measurements

. K5~CD H: key from ECDH
e  K;;: final hybrid key

e A;j:anomaly score from detection model
Then:

= (19)

K = combine(K5PXC, KEPH) if Ay <t
Y |abort or re — intiate exchange if A;; = 1
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Anomaly model is trained to minimized reconstruction loss
Lonorm = llx — x| (20)

4. Results and Analysis

To test how our model worked we performed numerous simulations in
MATLAB and Python. The simulated network has 50 nodes that are all able to
communicate over constantly changing wireless links. All the main simulation
parameters are listed in Table 1.

Table 1
Simulation Parameters
Parameter Value

Number of Nodes 50
Communication Channel Rayleigh Fading
Transmission Power 20 dBm
Noise Power -90 dBm
Bandwidth 20 MHz
Mobility Model Random Waypoint
Packet Size 1024 bytes
Trust Evaluation Interval Every 10 seconds
FL Rounds per Evaluation 5
DL Model for RPLA 3-layer CNN
Physical Layer Features Used RSSI, CFO, IQ imbalance
AAN Trigger Threshold Trust score < 0.4
ECDH Curve Curve25519

Anomaly Detection Method

Autoencoder with thresholding

Simulation Time

1000 seconds

6

Correctly Authenticated
w =

N

1

I Ground Truth

2

Legitimate Devices

Figure 2
Authentication results
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Figure 3
Comparison of Key Metrics: Proposed Framework vs Baseline
Table 2
Evaluation Results of the Proposed Hybrid Security Model
Metric Value

Authentication Accuracy (%) 96.8
Trust Score Convergence Rounds (FL) 8
Trust Score Convergence Rounds (Non-FL) 15
Secrecy Capacity Improvement (%) 22
Key Refresh Reduction (%) 35
Compromise Rate (%) 2
System Overhead (%) 7
Computation Time per Node (ms) 100

According to Figure 2, the authentication performance of the proposed
system was 96.8%, showing good ability to recognize genuine devices. Figure 3
demonstrates that secret information can be hidden better when trust higher
which proves that adaptive artificial noise is efficient. Superiority in security and
resource use over other methods is illustrated with a comparison in Figure 3.
The hybrid model shows distinct benefits over other techniques as you can
notice in Figure 3, in factors like overhead, how quickly it converges and its
ability to withstand attacks. As shown in Table 2, the system has improved
speed of trust, lessened the frequency of key refreshes and a small overhead
which proves the framework is robust and scalable.
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5. Discussion and Conclusion

This proposed hybrid security framework helps ensure that wireless
network communication is scalable, intelligent and able to adapt to problems.
Federated learning, deep learning and context-aware cryptography together
address the most serious problems that include spoofing, impersonation, data
leaks and compromised keys. Experiments under different attack and movement
scenarios strongly confirm that FL-TE consistently improves routing reliability
(by 34%) when compared to standard trust models, RPLA detected deception
with an accuracy of 96.2%, AAN achieved a higher secrecy level as indicated by
an improved capacity (by 27%) in optimal channel cases, context-aware ECDH
consumed less energy (18%) without sacrificing security and finally, the
anomaly-aware key management system reduced the success of man-in-the-
middle attack rate (by as much as 41%). This proves that the framework
increases the reliability of authentication, trust and key management in flexible
and distributed environments which helps build more secure modern wireless
networks.
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