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Abstract
Techniques for encryption at rest are essential for protecting data on these platforms 

against compromise. This research proposing evolutionary rotor machine based multi 
authentication cryptographic key implications for secure access control for secure data 
storage and logs. This research explores the operational and historical aspects of RMs, 
highlighting their use in safe communication during pivotal points in history. This research 
explores the operational and historical aspects of RMs, highlighting their use in safe 
communication during pivotal points in history. To strengthen data security in modern 
environments, a unique multilayer encryption technique is put forth that makes use of rotor 
machine concepts.

Subject Classification:  Primary 68M25, Secondary 68P25, 68P27.

Keywords: Cyber threats (CyTh), Rotor machine (RM), Ciphertext (CT), Cylinder 1/2/3 (C1/C2/
C3), Plaintext (PT).

1.  Introduction

In the connected digital world of today, cryptography has developed 
into a vital defense against cyber attacks and unwanted access [1-3]. Only 
authorized end-user with decryption keys can right to employ sensitive 
data thanks to the skill of converting it into unintelligible ciphertext using 
cryptographic methods [4-6]. This invention greatly improved encryption, 
increasing its resistance to malevolent actors’ interception. Notwithstanding 
these developments, data security [7] is still difficult, particularly in light 
of the widespread use of mobile devices and cloud computing [8-10]. The 
utilization of revolving rotors or cipher disks is the basic idea behind a 
rotor machine. 

There are five sections to this research. Access control mechanism 
fundamentals, multi-authentication cryptography’s important 
ramifications, and the intricacies of data security and privacy were covered 
in Section 1. The linked work, which conveys the study’s context, is 
presented in Section 2. The suggested multi-authentication cryptographic 
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key implications for evolutionary rotor machine-based secure access 
control for secure logs and data storage are presented in Section 3. The 
analysis and results of the experiment are presented in Section 4, and 
recommendations for added research are presented in Section 5.

2. Related Work

The core of this paper is security. Cryptography is a key component 
in protecting private data from online attacks and illegal access in our 
digitally connected society. The core of cryptography is its capacity to 
apply intricate mathematical processes to transform private information 
into unintelligible CT [11], guaranteeing that only authorized users 
possessing decryption keys may access and decode the data [12–15]. In 
order to adequately address current data security concerns, The purpose 
of this review of the literature is to look into the operational difficulties 
and historical significance of rotor machines (RMs) in cryptography [16]
[17]. 

Three encryption steps—fusion, substitution, and permutation—are 
proposed by the author, in which different combinations are considered 
[18]. To strengthen data security and prevent data hacking, the author 
recommended using multilayer linear feedback shift register (LFSR) 
cryptographic technology [19–21]. By combining symmetric and 
asymmetric key cryptography methods, the author proposed a multi-
tiered system that would offer excellent availability, integrity, 
confidentiality, authentication, and scalability [22–26]. The author 
proposed a wrapper feature selection of the K-Nearest Neighbor classifier 
with binary Runge–Kutta optimization for information-guided 
communication to identify system intrusions [27][28]. 

3.  Methodology

Important functionality to guard against purposeful and unintentional 
data compromise and change is provided by cryptographic techniques. 
Certain cryptographic techniques maintain communication secrecy by 
encrypting the message before sending it and decrypting it after it’s 
received. Data content integrity and source authentication are provided 
by additional cryptographic techniques like digital signatures and message 
authentication codes [41]. Using the rotor machine methodology, a 
multilayer encryption method is developed in this study. Two levels of 
encryption, referred to as cylinders 1 and 2, are carried out, as illustrated 
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in Fig. 1. Two levels of encryption have been suggested in the suggested 
method: Key 2 (K2) is the new key created by applying a chosen key to a 
poly alphabetic cipher in the first encryption step. In the second encryption 
step, the new key is an equivalent fixed length of plain text. 

4. Result and Discussion

The experimental scenarios framed with dual encryption based key 
mechanism which helps to security analyzers and systems to analyze 
malwares, cyber attacks and threads based on synchronized vulnerabilities 
using simulated port, protocols, cyber threats (CyTh), RM based cylinder 
1/2/3 (C1/C2/C3). This experimented with the plain text of HELLO by 
including the key of CHAND.

4.1 Encryption Process 1

The first encryption method processed based two base level steps: As 
indicated in Figures 2 and 3, assign numerical values to each of the three 

Figure 1
Multi-authentication cryptographic processed method
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cylinders’ alphabetic letters. Then, use the poly alphabetic cipher to obtain 
the new key [K2]. 

4.1.1 Cylinders-3 (3C) based Numeric Value Allocation 

As illustrated in Figure 3, assign numerical values to each of the three 
cylinders’ alphabetic letters. First cylinders begin and finish with A–Z, 
1–26; second cylinders begin and finish with B–A, 1–26; and third cylinders 
begin and finish with C–B, 1–26.

4.1.2 Allocation of Poly Alphabetic Cipher based Auto Mutated Key

To obtain the new key [K2], using the Poly alphabetic cipher.

Plain Text: H E L L O
Key: C H A N D

Formula: E + H = 5 + 8 = 13 = N; L + A = 12 + 1 = 13 = N; H + C = 8 + 3 = 11 = L  
Key 2 [K2]: LNNAT; L + N = 12 + 14 = 26 = A; O + D = 15 + 4 = 19 = T

4.2 Encryption Process 2

The first encryption method processed based three base level steps: 
Apply the K2 + PT by using the modules function to obtain the cipher text; 
assign the alphabetic letters to the numerical values according to the 

Figure 2
Evolutionary rotor machine based multi-authentication cryptographic key 

implications
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Cylinder 3 construction; and use the One-Time Pad process to obtain the 
cipher text. To obtain the encrypted text, the ONE-TIME PAD synced. 

4.2.1 Integration of Second Secure Key and PT procedure 

The generated CT wills furtherer added with the K2 + PT to obtain 
the ciphertext by using the modules function. K2: Key 2; PT: Plain Text; CT: 
Cipher Text.

Formula: N + E = 13 + 5 = 18 mod 26 = 18; N + L = 13 + 12 = 25 mod 26 = 
25; A + L = 26 + 12 = 38 mod; L + H = 11 + 8 = 19 mod 26 = 19; T + O = 19 
+ 15 = 34 mod 26 = 8; 12 = 12

4.2.2 �Allocation of Cylinder 3 (C3) alphabetic letters to the numeric 
principles 

The alphabetic script is assigned to the numeric principles as per the 
Cylinder 3 formations. Therefore, final cipher text formed as CT: UTANJ

 19  18  25  12  8
 U  T  A  N  J

4.3 Decryption Process  

CT:  U  T  A  N  J
K2:  L  N  N  A  T

Figure 3
Security encryption based key computations and Security encryption based 

key frequency values
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Formula:  J – T = 8 - 19 = -11+26 = 15 mod 26 = 15 = O; U – L = 19 - 11 = 8 
mod 26 = 8 = H; T – N = 18 - 13 = 5 mod 26 = 5 = E; A – N = 25 - 13 = 12 mod 
26 = 12 = L; N – A = 12 - 26 = -14 + 26 = 12 mod 26 = 12 = L

The final output text generated as the plain text: HELLO. This section 
described the experimental test case results and its concern discussions 
with the security strength of CT which used by the decoder mechanism. 
The test cases are analyzed based encryption based key computations and 
its frequency analysis which analyzed based on key frequency values. It 
suggests an alphabetic record of n-grams as statistically as shown in Fig.4. 
The study indicates that safe access control, secure data storage, and 
secure logging are significantly impacted by multi authentication 
cryptography based on evolving RMs.

5.  Conclusion

The study suggests that multi authentication cryptography based on 
evolving RMs has important implications for safe access control, secure 
data storage, and secure logs. This work explores the operational and 
historical aspects of RMs, highlighting their function in protected 
communication throughout pivotal historical moments. In order to 
strengthen data security in modern settings, a unique multilayer 
encryption technique is put forth that makes use of rotor machine 
principles. 
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