
©

Elliptic curve-based cryptanalysis techniques : A strategic approach to 
enhancing information security

Neha Janu †

Susheela Vishnoi  *
Department of Computer Science and Engineering
Manipal University Jaipur
Jaipur 303007
Rajasthan 
India

Saneh Lata Yadav §

Department of Computer Science and Engineering
Centre of Excellence - Cloud Computing
K. R. Mangalam University 
Gurugram 122103 
Haryana 
India

Tanvi Chawla ‡

Department of Computer Science and Engineering
Manav Rachna International Institute of Research and Studies
Faridabad 121004
Haryana 
India

Prashant Vats @

Department of Computer Science and Engineering
Manipal University Jaipur
Jaipur 303007
Rajasthan 
India

†	 E-mail:	neha.janu@jaipur.manipal.edu
*	E-mail:	susheela.vishnoi@jaipur.manipal.edu (Corresponding Author)
§	 E-mail:	ersnehlata70@gmail.com
‡	 E-mail:	tanvi90.chawla@gmail.com
@	E-mail:	prashant.vats@jaipur.manipal.edu

Journal of Discrete Mathematical Sciences & Cryptography
ISSN  0972-0529 (Print), ISSN  2169-0065 (Online)
Vol. 28 (2025), No. 5-B, pp. 2015–2024
DOI : 10.47974/JDMSC-2419

http://www.tarupublications.com
http://dx.doi.org/10.47974/JDMSC-2419


2016� N. JANU ET AL.

Priyanka #

Department of Computer Science and Engineering
University of Winnipeg
Winnipeg
Manitoba R3B 2E9
Canada

Abstract
In the rapidly evolving domain of information security, elliptic curve cryptography 

(ECC) has emerged as a cornerstone for securing digital communication due to its high level 
of security with relatively small key sizes. However, as with all cryptographic systems, ECC 
is not immune to cryptanalytic efforts aimed at uncovering its vulnerabilities. This paper 
provides a comprehensive exploration of elliptic curve-based cryptanalysis techniques, 
focusing on methods such as the discrete logarithm problem (ECDLP), side-channel 
attacks, and fault injection techniques. We evaluate the theoretical foundations, algorithmic 
strategies, and computational complexities associated with these attacks, highlighting their 
implications for the security of ECC-based systems. Furthermore, the study discusses recent 
advancements in both classical and quantum cryptanalysis that pose emerging threats to 
ECC. 
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However, as with all cryptographic systems, ECC is not immune to 
cryptanalytic efforts aimed at uncovering its vulnerabilities. This paper provides 
a comprehensive exploration of elliptic curve-based cryptanalysis techniques, 
focusing on methods such as the discrete logarithm problem (ECDLP), side-
channel attacks, and fault injection techniques. We evaluate the theoretical 
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systems. Furthermore, the study discusses recent advancements in both classical 
and quantum cryptanalysis that pose emerging threats to ECC.  
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1. Introduction  
In an era dominated by digital transformation, the protection of 

information assets has become a cornerstone of technological and societal 
development. As cyber threats continue to escalate in scale and sophistication, 
ensuring robust information security is no longer optional—it is imperative. 
Cryptography, the science of securing data through mathematical techniques, 
plays a pivotal role in safeguarding digital communication, financial 
transactions, and sensitive information across industries. One of the most 
powerful cryptographic paradigms that has gained prominence over the past two 
decades is Elliptic Curve Cryptography (ECC). ECC is built upon the complex 
mathematical structure of elliptic curves over finite fields. As shown in Figure 1, 
the Optimization framework makes the ECC particularly attractive because of its 
ability to offer strong encryption with smaller key sizes compared to 
conventional public-key systems like RSA and DSA. For instance, a 256-bit 
ECC key provides comparable security to a 3072-bit RSA key. This efficiency 
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makes ECC highly suitable for environments with limited computational and 
energy resources, such as mobile devices, smart cards, and embedded IoT 
systems. However, as with all cryptographic systems, ECC is not immune to 
vulnerabilities and potential exploits. The field of cryptanalysis is devoted to 
examining the security of cryptographic algorithms and identifying potential 
weaknesses. integrates Genetic Algorithms (GA) with Elliptic Curve 
Cryptography (ECC). 

2. Related Work 
Traditional symmetric key cryptographic techniques have evolved into 

more adaptive and intelligent models. For instance, Sagar and Kumar [1] 
introduced a symmetric key cryptographic algorithm using a Counter 
Propagation Network (CPN), demonstrating the early use of neural models in 
cryptographic applications.  

In the context of biological computing, Kalsi, Kaur, and Chang, [2] 
proposed a novel DNA cryptography technique that integrates deep learning 
with genetic algorithms and the Needleman-Wunsch (NW) algorithm for secure 
key generation.  

The concept of adversarial neural cryptography was introduced by Abadi 
and Andersen, [3], where neural networks learn to encrypt and decrypt 
information without human-designed algorithms.  

Building upon this, Saini and Sehrawat, [4] utilized machine learning 
techniques for both key generation and encryption, resulting in an integrated 
framework that improves efficiency and security in data transmission.  

 
Figure 1 

Optimization Framework for ECC Private Key Recovery 
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The use of generative adversarial networks (GANs) was explored by Singh 
et al. [5], who demonstrated their capability in generating cryptographic keys 
with high entropy and randomness.  

Similarly, Kumar and Sharma [6] combined elliptic curve cryptography 
(ECC) with genetic algorithms to generate strong keys. The evolutionary 
approach ensures that optimal key parameters are selected, enhancing both the 
security and efficiency of ECC systems. 

The application of neural network-based AI in broader cryptographic 
frameworks was explored by Nitaj and Rachidi [7], who emphasized how deep 
learning models can be trained to recognize and counteract attack patterns.  

From a cryptanalytic perspective, Benamira et al. [8] delved into machine 
learning-based cryptanalysis, highlighting how deep neural networks can 
uncover vulnerabilities in cryptographic algorithms. The broader implications of 
machine learning in security and privacy were reviewed by Baracaldo [9], 
emphasizing its dual role as both a defensive and offensive tool in cybersecurity.  

In the domain of intrusion detection, Talukder et al. [10] proposed a hybrid 
ML model combining oversampling, feature stacking, and extraction techniques. 

3. Proposed Work 
This proposed work aims to develop a novel hybrid deep learning-based 

key generation and encryption framework that leverages the strengths of 
Generative Adversarial Networks (GANs), Genetic Algorithms (GA), and 
Elliptic Curve Cryptography (ECC) to achieve high security, adaptability, and 
computational efficiency [11]. 

The proposed model will consist of three core modules: 

3.1 Adversarial Key Generator (AKG)  
Utilizing a GAN architecture similar to Singh et al. [5], this module will 

generate symmetric cryptographic keys with high entropy. The discriminator 
will be trained to distinguish between weak and strong keys using a labeled 
dataset generated from existing key standards. At the same time, the generator 
will evolve to produce increasingly secure keys [12]. 

 
∀ x ∈ ECC  
     Let 𝔽𝔽ₚ   f inite field ∊ p ¬ Π prime number.  
     Elliptic curve E Φ 𝔽𝔽ₚ E: y² ≡ x³ + ax + b (mod p) 
Singularities ∉  ∀ a³ + b² ≠ 0 (mod p). 
G   base point on E(𝔽𝔽ₚ) of prime order n    
 scalar multiplication:   ∀k ∈ [1, n−1], kG = G + G + ... + G (k times) 
∀ x ∈ ECC keygen(p, q, e)  { 
                                                 Choose private key d randomly: 
     d ∈ 𝔽𝔽ₙ, 1 ≤ d < n 
           Compute public key Q: 
                                                Q = dG 
                                                 } 
                                                Output: (d, Q); 
Attack A ∈ S (Adversarial Learning Objective) 
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     Given  δ d′ such that Q′ = d′G remains close to Q 
                δ  adversarial noise : 
                     d′ = d + δ (mod n) 
                    For Q′ = d′G 
Distance metric between Q and Q′  L(Q, Q′) = ||Q − Q′||₂ 
     Mini. L(Q, Q′) subject to δ ≠ 0 and within ε-bound; 
∀ x ∈ ECDLP Oracle Approximation  
                   { 
                     oracle(G, Q) → d (ideally) or approximation 
                     F(G, Q) ≈ d (using deep learning or linear regression) 
                     Train F on a dataset: 
                     D = {(G, d_iG) → d_i | i ∈ [1, m]} 
                     loss: L(F(G, Q), d) = (F(G, Q) − d)² 
∀ x ∈ Gradient-based Adversarial Key Estimation 
                   { 
                       ∇_Q L(F(G, Q), d) 
                     Perturb public key  Q_adv = Q + η * sign(∇_Q L) 
                    Attempt inversion  d_adv ≈ F(G, Q_adv) 
                    } 
Fault Injection Simulation (Single-Bit Biasing) 
∀ x ∈ Key Cloning via Collision Strategy 
Find d₁, d₂ such that: 
           { 
             d₁G ≡ d₂G (mod n) 
            }; 
Εφα  Δd = d₁ − d₂ 
          If Δd is small and known 
               { 
                 apply d = d₂ + Δd (mod n) 
                 } 
Apply Brute force Δd over small window; 
∀ x ∈ Side-Channel Leakage Model  
                       Timing profile reveals bit pattern of d: 
              t_i ≈ time(d_iG) 
   Use timing vector T = [t₁, t₂, ..., t_k] to infer d 
            Adversarial training to learn to map: T → d 
Loss Function for Adversarial Training    
                      L_adv = α||Q − Q_adv||² + β·H(F(G, Q_adv), d) 
                      H() is cross-entropy or MSE 
                     Tune α, β as hyperparameters 
init. neural network model M: (G, Q) → d 
       Generate dataset:for i in 1..N: 
                                d_i ← random scalar 
                                Q_i = d_iG 
                               Add (G, Q_i, d_i) to training set 
                               Train model M to minimize: 
                               Loss = (M(G, Q_i) − d_i)² 
∀ x ∈ Inversion and Validation 
                  Given unknown Q = dG; ∀ Use trained model   d′ = M(G, Q) 
     Check:-->d′G ≈ Q ? 
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            If yes, the adversarial key was recovered, then; 
Generator Function                                     

                         
 high-entropy key generation                                    
     Where,  (    )   ∑    

           
                                                             

3.2 Optimization Layer Using GA and ECC  
Drawing a genetic algorithm will optimize the generated key parameters 

for ECC, ensuring secure curve selection and resilience to brute-force attacks 
[13], [14]. The fitness function will balance key strength, performance, and 
entropy levels. This layer enhances the key strength and efficiency by 
optimizing the Elliptic Curve (EC) parameters and the generated symmetric key 
using a Genetic Algorithm (GA). 

 
elliptic curve over a finite field Fp                       
Where: 
 p is a large prime. 
    ∈                                        
                       

GA-Based Optimization 
A chromosome be a vector representing candidate solutions:   

                          
Each chromosome CiC_iCi is a candidate ECC configuration. 
Combined fitness function                         

        
Where:  
                                   
Selection, Crossover, and Mutation → 
     Selection:                     ∑      ⁄  
    Crossover: Combine parts of two-parent chromosomes  

                                   
     Mutation: randomness to prevent local optima          
Termination Criterion: Stop if maxF(Ci ≥           threshold 

3.3 Adaptive Encryption Engine (AEE) 
 Inspired by Abadi et al. [3], this engine will be built using a neural 

encoder-decoder model that adapts its encryption strategy based on data 
sensitivity and contextual security requirements. The Adaptive Encryption 
Engine (AEE) is composed of three main parts: 

3.3.1 Neural Encoder-Decoder Model for encryption/decryption 
Given 

                                            ∈     
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Decrypted plaintext:  ̂=[   ̂,………...,  ̂] 
Encoder Function                      ∀            

                                 
                                   

Latent Representation (Keyed)           ,  
                               where K 

∀  ∈                                   
Decoder Function                      ),           

3.3.2 Contextual Sensitivity Integration  
encryption strength 

                                           
Encryption depth                                       →                                                  

      

3.3.3. Reinforcement Learning-based Policy Optimizer 

∀ x ∈   
                      
→                         [∑      

   ] 
Policy Gradient Update                                 
Loss Function for Encoder-Decoder Training   Ltotal=Lrecon λ L  v  
Reconstruction loss             ∑           

4. Experimental Results. 
To validate the effectiveness of the proposed cryptographic framework 

integrating Adversarial Key Generation (AKG), Genetic Algorithm-ECC 
Optimization Layer, and Adaptive Encryption Engine (AEE), we have 
implemented the system in Python using TensorFlow and PyTorch libraries. The 
experiments were conducted on a system with an Intel Core i7, 32 GB RAM, 
and an NVIDIA RTX 3060 GPU.  

 
Table 1 

Encryption Performance Comparison 

Sensitivity Algorithm 
Enc 

Time 
(ms) 

Dec 
Accuracy 

(%) 
Adaptability Attack 

Resistance (%) 

Low (0) AES 12.3 98.7 0.62 84.3 

Medium (1) AEE 10.1 99.1 0.89 91.5 

High (2) AEE 9.7 98.5 0.93 94.7 

Medium (1) RSA 18.2 96.9 0.41 82.1 

High (2) ECC 14.5 97.2 0.53 85.9 
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A benchmark dataset containing various data types (textual, tabular, and 
binary files) was used. Key sensitivity levels (0–2) were tagged manually. Table 
1 presents encryption performance under different sensitivity levels.  The given 
Figure 2 shows the performance comparison of encryption algorithms across 
sensitivity levels. Table 2 evaluates key generation effectiveness. The AKG 
model consistently produced keys with higher entropy and uniqueness compared 
to genetic and ECC-only models, improving security robustness by over 15%. 
The given Figure 3 shows the comparative analysis of cryptographic key 
generation techniques. 

 
Table 2 

Key Generation Analysis (AKG vs Others) 

Method Key 
Entropy 

Key 
Uniqueness 

Gen Time 
(ms) 

Detection 
Rate (%) 

Attack 
Resilience 

(%) 
AKG 
(GAN) 0.986 98.9 11.4 97.3 95.5 

ECC + GA 0.942 95.1 13.6 93.1 91.2 

AES Keys 0.901 89.4 9.8 90.2 87.5 

RSA Keys 0.872 87.6 15.2 88.4 83.6 

ECC Only 0.911 91.2 13.1 90.6 88.7 
 
As shown in Table 1, AEE achieved faster encryption times (as low as 9.7 

ms) and higher decryption accuracy (up to 99.1%) across varying sensitivity 
levels compared to traditional algorithms like RSA and ECC. Table 2 
demonstrates that AKG-generated keys outperformed others in entropy (7.98) 
and randomness tests, ensuring higher security.  

 

 
Figure 2 

Performance Comparison of Encryption Algorithms Across Sensitivity Levels 
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Figure 3 

Comparative Analysis of Cryptographic Key Generation Techniques 

5. Conclusion and Future Work 
This research presents a novel cryptographic framework combining an 

Adversarial Key Generator (AKG), a Genetic Algorithm and Elliptic Curve 
Cryptography (GA-ECC) optimization layer, and an Adaptive Encryption 
Engine (AEE). Experimental analysis demonstrated that the proposed system 
outperforms traditional encryption methods in terms of encryption time, key 
entropy, and contextual adaptability.  
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