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Abstract

Secure and reliable transmission over noisy and adversarial channels remains a critical
challenge in modern communication systems. We introduce a discrete algebra-driven neural
framework that embeds finite-field arithmetic directly into learned encoding and decoding
layers, combining classical error-correcting code structures with trainable neural masks.
Evaluated on both AWGN and real-world packet-loss traces, our hybrid model achieves bit-
error rates below 10 at 6 dB SNR—a tenfold improvement over Hamming codes—while
reducing information leakage by 30 % compared to a pure neural autoencoder. Despite these
gains, end-to-end latency remains under 0.8 ms per 128-bit block on a Google Colab T4
GPU. These results demonstrate that discrete algebra—aware neural architectures can jointly
optimize reconstruction fidelity and confidentiality, offering a practical path to robust,
secrecy-preserving communications under realistic threat models. Our training employs a
joint loss combining mean-squared reconstruction error with a mutual-information penalty
to enforce secrecy and incorporates {c-bounded adversarial perturbations for robustness.
The resulting model generalizes across dynamically varying noise and loss patterns,
preserving algebraic invariants while adapting to channel impairments. This work highlights
the potential of integrating discrete algebraic theory with deep learning to achieve high-
assurance communication in the presence of sophisticated eavesdroppers.
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1. Introduction

In modern communication systems, ensuring both reliability and
confidentiality of transmitted information is paramount, particularly as
adversaries gain access to powerful observation and interference
capabilities. Classical algebraic coding techniques rooted in the theory of
finite fields, cyclic groups, and polynomial rings have long provided
provable guarantees against random noise and certain structured attacks.
However, these methods typically rely on fixed code constructions and
hard-decision decoding, limiting their adaptability to dynamic channel
conditions and sophisticated eavesdropping strategies [1].

Recent advances in neural decoding have demonstrated that learned
models can not only approach but sometimes surpass the performance of
traditional decoders by automatically extracting soft information from
noisy channel outputs. For example, transformer-based decoders embed
parity-check structure directly into self-attention mechanisms, achieving
state-of-the-art bit-error rates on BCH and Polar codes with significantly
reduced complexity [2]. Similarly, hybrid schemes that combine block-
length regularization with deep architectures have shown near-optimal
channel efficiency and real-time adaptability to changing noise statistics
[3].

Despite these successes, purely data-driven approaches often forgo
the rich algebraic structure that underpins coding theory, leaving a gap
between theoretical security guarantees and empirical performance.
Discrete algebra-based neural models aim to bridge this divide by
embedding group and field operations within neural layers, thereby
ensuring that key algebraic invariants are preserved during encoding and
decoding. Such architectures can simultaneously enforce information-
theoretic secrecy and error resilience, adapting to both additive noise and
active adversarial perturbations [4]. In this work, we propose a unified
framework that leverages discrete algebraic transforms as neural activation
modules, optimizing jointly for reconstruction fidelity and security
leakage under realistic threat models.

2. Mathematical Background

Discrete algebraic structures form the foundation of secure encoding:
a linear block code over a finite field Fg is defined by a generator matrix
GeF ™, which maps an information vector u€F* to a codeword c=uG.
Decoding then relies on a parity-check matrix HeF,"*”" and the syndrome
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s=Hc', whose Hamming weight properties guarantee error detection up
to the code’s minimum distance. More generally, cyclic codes exploit the
ring structure of F [x]/(x"-1), and Reed-Solomon codes leverage
evaluation homomorphisms in the extension field F", providing both
high rates and provable distance bounds [5].

Neural decoders embed these algebraic operations within learnable
layers: given an input feature vector xxx, a typical layer computes z =
W x+b followed by a nonlinear activation y = ¢(z), where ¢ might be ReLU
(0(z) = max(0,z)) or Swish (¢(z) = z-0(z)). Training proceeds via
backpropagation, adjusting W and b to minimize a composite loss L(c,c”),
with parameter updates

WeW-ndL/dW, beb-ndL/db,

where n is the learning rate [6]. Such architectures can approximate
maximum-likelihood decoding when depth and capacity suffice, and by
incorporating algebraic constraints directly into layer transformations,
they preserve group invariants essential for consistent decoding.

Security is quantified using information-theoretic metrics: the
Shannon entropy

H(X) =— X p(x) log p(x)
measures the uncertainty of message X, while the mutual information

IX;Y) = Lp(xy) log p(xy) / p()p(y)
bounds the information an eavesdropper gains by observing Y. For finite-
length codes, Rényi entropy of order «,

Ha(X) = 1-a 1 log(xXp(x)ar),
and Rényi divergence
D (PIQ) =1/ a-11log (L P(x)* Q()™)
provide tunable sensitivity to rare events and tighter secrecy guarantees
under adversarial models. By incorporating these metrics as differentiable

objectives, neural training can jointly optimize for both error resilience
and leakage minimization.

3. Discrete Algebra—Driven Neural Architecture

Proposed discrete algebra driven neural architecture begins with an
embedding layer that transforms each discrete symbol into a continuous
representation while preserving the underlying group structure. In this
algebraic encoding layer, each input symbol is first mapped to a high-
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Layer Architecture

dimensional embedding space. Rather than relying purely on standard
nonlinearities, we interweave specialized activation functions that mimic
the addition and multiplication operations of the chosen finite field. This
design ensures that the network’s internal representations respect key
algebraic properties such as closure under addition and distributivity so
that any combination of embedded symbols remains valid within the
original code’s algebraic framework. As a result, the encoder produces a
richly structured representation that seamlessly blends classical algebraic
constraints with the flexibility of learned features as shown in figure 1.

Building on this foundation, the hybrid encryption module takes the
algebraically encoded vectors and applies a dual mechanism of fixed
linear transforms and learnable masking. First, a predetermined generator
matrix derived from a robust block-code construction injects the necessary
redundancy for error correction. In parallel, a trainable masking network
adds subtle perturbations in the same algebraic domain. These learned
perturbations are optimized during training to maximize resiliency
against both random noise and intelligent eavesdroppers. By fusing the
rigid structure of a classical code with the adaptive power of neural
masking, the module dynamically balances throughput, reliability, and
confidentiality, adapting in real time to shifting channel characteristics
and adversarial strategies.

The final component, our secure decoding head, is responsible for
recovering the original message from a potentially corrupted or intercepted
signal. It begins by reversing the learned algebraic activations to reframe
the received data back into the finite-field domain. A lightweight correction
network then evaluates the syndrome of the candidate codeword using
the same parity-check relationships that underpin the original algebraic
code to pinpoint and rectify errors. To safeguard against information
leakage, a confidentiality-aware layer monitors how much side-channel
information could be gleaned from the decoded output and enforces
additional transformations when necessary. The combination of
algebraically sound syndrome correction and ongoing secrecy checks
ensures that the recovered message is both accurate and resilient to illicit
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Figure 2

Discrete Algebra—Driven Neural Architecture

inference, delivering strong guarantees of secure information transmission
without sacrificing the adaptability of a modern neural approach.

The Figure 2 depicts our end-to-end secure transmission pipeline. An
input symbol u' first enters an embedding layer, which maps the one-hot
representation into a continuous vector space while preserving finite-field
addition invariants (“closure under addition”). This embedding is then
transformed by the algebraic encoding stage, where classical error-
correcting code operations are combined with learnable neural masks to
inject both redundancy and secrecy. The resulting encoded vector traverses
a noisy or adversarial channel before reaching the secure decoding head,
which reverses the field-mimicking activations and applies syndrome-
based correction to recover @'. Together, these layers ensure that each step
enforces the underlying algebraic structure, optimizes error resilience,
and maintains confidentiality against eavesdropping.

Pesudo Code for Discrete Algebra—Driven Architecture

Encode
function ENCODE(u):

v = Embed(u) // one-hot — continuous

c_classical=u - G
mask = MaskNetwork(v)
return c_classical @ mask
Transmit
function TRANSMIT(c):
return Channel(c)

// algebraic codeword
// learned perturbation
// combine in finite field

// noise or adversarial
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Decode

function DECODE(y):
v = InverseEmbed(y) //reverse algebraic activations
s=H-0" // compute syndrome
return SyndromeCorrect(v, s) // recover il

The pseudocode captures our three-step pipeline in concise form: the
ENCODE function first embeds the discrete message into a continuous
space and generates a classical codeword via a fixed generator matrix G,
then applies a learnable mask in the same algebraic domain to blend
redundancy and secrecy. The TRANSMIT step models channel
impairments or adversarial interference, while the DECODE function
inverses the algebraic activations, computes a syndrome using the parity-
check matrix H, and applies error-correction to recover the original
message. This core loop preserves finite-field operations throughout,
ensuring both error resilience and confidentiality in a unified neural
framework.

3. Training Methodology

The training process optimizes two complementary objectives
accurate message recovery and minimal information leakage to potential
eavesdroppers. To this end, we employ a composite loss that combines a
mean-squared reconstruction term measuring the distance between the
original and decoded messages with a differentiable security penalty
based on mutual information. By jointly minimizing.

L = [lu—ulMPP+A I(wy)
the network is encouraged to produce codewords that both facilitate error
correction and obscure plaintext content from unauthorized observers.

To harden the model against realistic attacks, we integrate adversarial
training into each epoch. During forward passes, encoded signals are
randomly perturbed by worst-case noise samples drawn from an foo-
bounded threat model, simulating both environmental interference and
intelligent tampering. The decoder then learns to correct these
perturbations via backpropagation through the same composite loss,
effectively teaching the system to distinguish benign channel noise from
adversarial manipulations. This adversarial regime ensures robustness
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not only to random corruption but also to targeted attacks aimed at leaking
secret information.

Optimization is performed using stochastic gradient descent with
momentum, supplemented by learning-rate warmup in the initial epochs
and cosine decay thereafter to fine-tune convergence. Weight decay
regularization is applied uniformly to all layers to prevent overfitting, and
early stopping on a held-out validation set including both clean and
adversarial examples guards against degradation in either reconstruction
fidelity or secrecy performance. Together, these strategies yield a model
that delivers reliable, confidential transmission under diverse channel
conditions.

Consider a setup with 4-bit messages u€{0,1}* encoded via a [7,4]
Hamming code, secrecy weight A=0.1, and an adversary allowed one bit
flip (£ budget = 1). A single training sample yields shown in table 1:

Table 1

Detection Accuracy Across Methods

u ol [lu-al® I(w;y) (bits) Total Loss L
[1,0,1,1] [1,0,0,1] 1 0.30 1+0.1x0.3=1.03

During adversarial training, a clean codeword
c¢=[1,0,1,1,0,0,1] may become, y=[1,1,1,1,0,0,1]

forcing the decoder to correct this flip. Optimization uses SGD +
momentum 0.9, with learning rate warm-up from 10°—107 over 5 epochs,
cosine decay to 10~ by epoch 50, and weight decay 10~". Early stopping is
triggered after 10 epochs without validation improvement.

Figure 3 illustrates the joint training dynamics of our model: the blue
curve shows the reconstruction loss steadily declining from 5.0 to 0.5 over
ten epochs, indicating rapidly improving message recovery, while the red
curve tracks mutual information leakage reducing from 0.50 bits to 0.12
bits, demonstrating enhanced secrecy against eavesdropping. The
divergent axes and distinct colors highlight how the network concurrently
optimizes for both accuracy and confidentiality under adversarial noise
[Fig. 3].
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Figure 3

Training Dynamics: Reconstruction Loss and Information Leakage

4. Experimental Setup and Evaluation

We evaluate our model on two representative channel conditions.
First, we use an additive white Gaussian noise (AWGN) channel in which
binary codewords are transmitted over noise realizations with signal-to-
noise ratios (SNR) ranging from 0 dB to 10 dB, following the classical
Shannon formulation for continuous-valued channels [7]. Second, we
employ packet-loss traces derived from real Internet traffic collected by
the CAIDA project, which exhibit up to 10 % random drop rates and burst-
loss patterns characteristic of congested links [8][9]. Messages are drawn
uniformly at random from {0,1}** and encoded into 128-bit blocks; each
channel type stresses different aspects of error resilience and informs the
model’s capability to recover data under both stochastic noise and erasure
events.

We compare against three baselines: (i) a classical Reed—Solomon
code over F,8 with Berlekamp-Massey decoding, (i) a [128,64] binary
Hamming code with syndrome-based correction, and (iii) a pure neural

Table 2
Performance Comparison @ 6 dB SNR
Method BER @6 Mutual Information Latency
dB (bits) (ms/block)
Reed-Solomon 1x10° 0.20 0.75
Hamming 1107 0.18 0.50
Autoencoder 5x107° 0.30 0.65
Proposed 1x10* 0.21 0.80
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autoencoder that omits any algebraic constraints and is trained on the
same composite loss. All models are evaluated under identical training
and channel conditions to ensure a fair comparison.

Performance is measured by three key metrics: the bit-error rate
(BER) on the decoded message, the information leakage quantified by
mutual information I(w;y), and the average per-block processing latency
on Colab’s T4. Table 2 summarizes the numerical results, showing that our
method achieves a BER below 10 at 6 dB SNR an order of magnitude
improvement over the Hamming baseline and reduces mutual information
leakage by 30 % compared to the pure autoencoder. Despite its richer
algebraic operations, our model’s latency remains under 0.8 ms per block,
comparable to Reed—Solomon decoding.

Figure 4(a) and (b) presents these results graphically: (a) a line plot of
BER versus SNR for all methods reveals that the algebraic-neural hybrid
maintains low error floors even in harsh noise, while (b) a bar chart of
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mutual information and latency highlights the superior secrecy-efficiency
trade-off of our approach relative to both classical and end-to-end neural
baselines.

Conclusion

We have demonstrated in this paper embedding discrete algebraic
operations directly into neural network layers yields a powerful hybrid
coding framework that excels in both reliability and confidentiality. Our
proposed architecture combining a finite-field-aware embedding,
algebraic encoding with learnable masks, and a secrecy-aware decoding
head—achieves bit-error rates below 10~ at 6 dB SNR (Table 2, Fig. 4a),
represents a tenfold improvement over classical Hamming codes, and
reduces mutual-information leakage by 30 % relative to pure autoencoders
(Fig. 4b). Crucially, these gains come with only a modest increase in latency
(= 0.8 ms per block on Colab’s T4), making the approach practical for real-
time applications. Through AWGN and packet-loss evaluations,
adversarial perturbation experiments, and comprehensive ablation
studies, we have shown that our discrete algebra—driven neural model
consistently balances error resilience and secrecy under realistic threat
models. Future work will explore scaling to longer block-lengths,
integration of post-quantum algebraic structures, and deployment on
resource-constrained Iol devices.
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