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Abstract

Noncommutative Cryptography is one of the most interesting application fields for
strengthening security concerns and a robust performance approach. The base of the same
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works on hidden subfield and hidden subgroup problem (HSP). We proposed cryptological
working schemes using dihedral group order 12 approach, in this manuscript. The generation
of cryptographic primitives on key exchange directly its monomials generation are having
the potential advancement in the field of security achievements. The length-based attacks
are advanced compared to its Dihedral Group Order 8, which has worked in part of extra
special group.
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1. Introduction

Cryptology is a fundamental area in the disciple of computer science,
where communication on data and storage data in secure fashion plays a pivotal
role. Traditionally cryptology is a combined form of cryptography and
cryptanalysis. The considered algorithm in the same acts a central role of its
responsiveness.  Security services such as authentication, integrity,
confidentiality, access control & nonrepudiation are the backbone of the security
and in addition to the same these enhance the business processes in respect to
the security. The cryptographic schemes are applicable in most of the
applications where there is security required and in most of the case there are
working in full-fledged appropriateness in the same. But there are still to be
many open areas where more arbitrariness and randomness may be possible too,
in relation to the enhanced security services, by using the mathematical proofs.

2. Background

The noncommutative cryptographic primitives based on the structure of
ring, semi-ring elements and group elements [1]. A quantum algorithm, in
support of noncommutative discrete logarithmic problem (DLP) and integer
factorization problem (IFP) are proposed by Shor’s [2]. An exceptional case of
DLP for hidden subfield or hidden subproblem problem is considered in 1996 by
Kitaev’s depicted in their framework [3]. In 2002, Stinson observed that most of
the public-key cryptography coming in commutative, which may not be good
enough in forthcoming. Then after, Goldreich and Lee advised other than the
commutative generalization need to focus, here onwards a new field of
noncommutative came into existence [4][5]. The DLP over hidden-subfield
problem for ECC is recommended as harder problem [6][7].

3. Preliminaries
A. Noncommutative Z Modular Assumptions

Cao in 2007 worked on polynomials-based consideration over the
noncommutative group, ring and semiring elements, the named structure known
by Z-modular structure Z ®, and further to be applicable on extended version of
Z*[r] or Z~[r] for all integers either for positive or negative value assumptions
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are on ring for additive (R,.,1) and multiplicative (R, +,0) as defined in this
fashion. The co-efficient for positive and negative are defined as follows:
Kr=r+--+rand (K)r= (-r)+ -+ (-r),whereas (K)r=0ifk =0

k times —k times
is assumed. (H

Proposition 1: Scalar multiplication in noncommutative is (a)r * (b)s # (b)s *
(a)r when, s # r, with coefficient of f(x) = ap+ a;x + ---a,x™ € Z*, for all
X, attained as:

f(r) = inzo(ai)ri =ap.1+a;.x+-+a,.x" 2)

B. Cryptographic Assumptions on noncommutative
The difficulty level to defend the noncommutative depends to two assumptions:

(i) Conjugacy Decisional Problem (CDP): It is a decision problem on group
G for two values a and b then determine then find out to exists x for some
value in G to obtain as b = a* or its inverse multiplicative as b = x 'ax to
represent a conjugative for group G

(i) Conjugacy Search Problem (CSP): For two values a and b on G group,
there is availability x in some group G for b =a* or its inverse
multiplication to exists for b = x 'ax.

For the CDP/CSP assumptions do not exist for polynomial based
cryptography, where its probabilistic natured polynomial to solve this problem
having the special consideration, in this regard.

4. Dihedral Group order 12 Cryptographic Approach

A Dihedral Group of order 12, denoted by Dy is regular hexagon for a
group of symmetries elements. It is constructed using 6 rotations and 6
reflections, in a total of 12 elements. Using the same with mathematical
foundation and well formed in algebraic structure are interesting to use in the
cryptographic primitives’ generations. The same is alternatives offering for ECC
and RSA algorithm to use the non-abelian cryptography. For understanding Dg
structure the elements are: a® a',a? a® a* a® a® b,ba,ba? ba®, ba* ba®,
where a is rotation by 60%nd b is reflection. The same is obtained by the cyclic
rotations & its corresponding reflections are the base point to form the
cryptographic primitives’ generations.

For the understanding purpose, a polygon hexagon structure as certain
thickness is considered and placed one of the letter alphabet “F”. To form a
movement of polygon with 6 phases are visible and noted down its assumptions
as in the form of rotations and reflections, Fig. 1 & 2. For illustration revolve it
through 60° clock-wise, let's entitle it to ‘a’. Now take a reflection and say it ‘b’.
In case of initial consideration or no movements represented as e.
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('/-/-7/ ~ \ ™ N et
b ba ba? ba® ba? ba®

Figure 1 Figure 2
Dihedral Order Dg Variations Generation Dihedral Order Dg
mathematical notations

A Cayley table 1 has finite set elements shown with all the applicable
permutations represented in table. It is significance in the creation of
cryptographic primitives that may be most valuable in constructing a secure and
efficient scheme. It supports in algebraic model creation, provides a strong
diffusion and confusion, resistance to known attacks and useful in post-quantum
cryptosystems generation. The dihedral group order Dg has shown in Table 2.

Table 1
Cayley Table
1 2 3 4 5 6 7 8 9 10 11 12
e a a® a® a* a® | b ba | ba? | ba® | ba* | ba®
1 e e a a? a® a* a* | b ba | ba? | ba® | ba* | ba®
2 a a a? a? a* a® | b ba | ba®? | ba® | ba* | ba® | e
3 a? a? a® at a®> | b ba | ba? | ba® | ba® | ba® | e a
4 a® a® a* | a® | b ba | ba? | ba® | ba* | ba® | e a a?
5 a* a* a® | b ba | ba? | ba® | ba® | ba® | e a a? e
6 a® a® | b ba | ba? | ba® | ba* | ba® | e a a? a® a*
7 b | b ba | ba? | ba® | ba* | ba® | e a a? a® a* a®
8 ba | ba | ba? | ba® | ba* | ba® | e a a? a® | a* a® | b
9 ba? | ba? | ba® | ba* | ba® | e a a? a® a* a® | b ba
10 ba® | ba® | ba®* | ba® | e a a? a® a* a® | b ba | ba?
11 ba* | ba* | ba® | e a a? a® a* a> | b ba | ba® | ba®
12 ba® | ba® | e a a2 a3 a* a® | b ba | ba? | ba3 | ba*
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The idea of the same applied to the composition of twelve different but
interrelated operation for Dg.

5. Polynomial Based Non-commutative Cryptographic Approach

Cryptology works in a similar fashion like RSA and ECC, but
noncommutative uses the secret key chosen as a polynomial form base, and uses
the global parameters as group, ring and semiring elements for cryptographic
techniques to apply. This is part of the post-quantum cryptography consideration
that provides services against quantum adversaries. The algorithm is presented
as follows, in fig 3:

Global Public Parameters

m,n : Integers Z*

a,b : Ring Elements
M : Message

H(M) : Hashed Message

User A Key Generation
(i) Select private random polynomial: f(x)
(ii) If f(a) # 0, then f(a) is considered as private key
(iii) Generation of public key X, Xy =f(@™.b.f(a)"

User B Key Generation
(i) Select private random polynomial: h(x)
(ii)) ¥ h(a) # 0, then h(a) is considered as private key
(iii) Generation of public key X, :Xg = h(a)™.b.h(a)"

Encryption (by sender B)
c : Ciphertext
D : Decryption Key
C = h(a)™.b.h(a)" i D =H(h(@)™.Xs.h(a)") D M

Decryption

M=H(f(@™.C.f(@")B D

Figure 3
Encryption-Decryption Algorithm on Non-commutative Group and Ring

The above method described is suited for general noncommutative rings.
The method below is a generalization of non-commutative group’s semi-rings
using the similar ways, here from the cryptographic point of view the group
elements are used in computation but for the verification purpose semi-ring
elements uses [8]. This is known by mono-morphisms problem and/or part of
hidden sub-field and hidden subgroup problems.

The definition for a given non-commutative group (G,., 1) and elements
of rings (R, +,.,1R), its monomorphism is defined in t(G,.,1g) = (R,., 1r).
The mapping on t™1: T(G) — G works well on mono-morphism and for a,b € G,
if T(a) + t(b) € t(G), can assign a new element c € G as ¢ £ T‘l(r(a) + r(b))
and its quasi-sum on variables depicted on ¢ = a [ b [31]. In a similar way, for
k €R and a € G, if k* t(a) € T(G), then further to new assignment as quasi-
multiple a ford € Gas d 2 t™1(k.t(a), denoted by d = k X a.
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The monomorphism Tt holds a linear equality as follows: t(k X] a HHb) =
((k X a) B b)

Theorem 3: A variable a € G and for any f(x)and h(x) € Z[x], then
T(f(a)) = f(r(a)) and f(a) * h(a) = h(a) * f(a), if h(a) and f(a) are well

work on the same.

Lemma 1: The variability generation since {—1, 0, 1} modulo prime on negative
for monomials elements ring.

Proof: [By inspection]
A. Key Exchange on Monomials for Non-commutative Algorithm

The parameters of the algorithm work on monomials for key exchange,
available in Fig 4, where the assumptions given are as follows:

123456)b (123456)
4 1 23 6 5/’ 1 4 35 6 2
and T: (G,.,15) = (R,., 1) in its monomials relative. The assumed group
elements from G; to Gy, and for ring elements, for monomials purpose, from R,
to Ry,. The assignment for group to ring assigned as G; = Ry, G, = R,, G5 =
R3, G4 = Ry, Gs = Rs, Gg = R, G7 = R7,Gg = Rg, Gy = Ro, Gi0 = Ryo,
Gi1 = Ry1, Gy = Ry, for computational purposes. We have group and ring
elements as follows:

(123456) (123456) (123456) (123456)
1= y Uy = ,y Uz = y Uy = )

m=16,n=55,a=(

123456 612345 561234 456123

_(123456) _(123456) _(123456) _(123456)
57 \345612/)" ¢ \234561/)"77 ~ \654321)" % \543216/
G__(123456)G __(123456)G __(123456)

7 \432165/)" 717 \321654/)" 11T 216543/
G _(123456)

27 165432

(10 (0 1 (1 0 (-1 0
Rl_(o 1)’R2_(_1 o)’R3_(0 _1)’R4_(0 1)’

=

=% = ) R=(g Z)r=(y L)

Ro=(o Phro=(Cy Dru=(G P)re=(T o)

The random polynomial is chosen for user A as an example, f(x) = 4x? +
x+ 2, & on f(a) # 0, then the sender user A computes as follows: f(a) =

! (f(r(a)))
= (o5 o) (5 9)+2)
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Global Public Parameters
mn : Integers Z*
a,b : Group Elements from Ring

Suppose (G,.,1;) is a non-commutative group, (R,.,1z) isrmgand T: (G,.,1;) = (R,.,13)isa
mono-morphism.

User A Key Generation

@) f(x) : Random Polynomial Chosen by A
(i) Select f(x) € Z(x) at random so that f(a) is well definedi.e f(7(a)) € 7(G) then user A takes
f(a) as private key X, Xi=f(a)™b:f(a)*

User B Key Generation
i) h(a) : Random Polynomial Chosen by B
(i) Select h(x) € Z(x) at random so that h(a) is well defined i.e h(7(a)) € T(G) then user B takes
h(a) as private key X :Xs = h(a)™.b.h(a)"

Generation of Secret Shared Session key by user A
K. =f@™Xs.f(a)"

Generation of Secret Shared Session key by user B
K = h(a)™.X,.h(a)"

Figure 4
Monomials Key-exchange on Non-commutative Ring

=T_1<(_12 _32)mod (—2)) [* Lemma 1]
= (5 0)756=G 4 56 1 9)

The generation of public key X4, and send them to user B:
Xa = (f@™ b+ f(a)")
(1 2 34 5 6)16*(1 2 34 5 6)*(1 2 34 5 6)55

"3 4 56 1 2 1 4 35 6 2/°\3 4 56 1 2
_<123456>

234561
Moving further, for the end user B, a polynomial chosen as random as
h(x) = 3x* + x3 + 4x? + 3x + 4 and secret ket computation:

h(a) =1* (h(T(A)))
=T_1(3(—01 é) + (—01 é) +4(—01 é) +3(—01 (1J)+4)

=771 <(§ g) mod (—2)) [+ Lemma 1]
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(-1 O0\R~Gr (1 2 34 5 6
-t (0 —1) (6 5 43 2 1
exchange user B send the public key to user A and vice-versa as: Xg = h(a)™ *

b * h(a)™
(1 2 34 5 6)16*(1 2 31 2 3)*(1 2 34 5 6)55
6 5 43 2 1 1 4 35 6 2 6 5 43 2 1
(123456)
456123
To extract the session key for user A works as:
K, = f(@™ Xp. f(@)™
:(1 2 34 5 6)16*(1 2 34 5 64>*(1 2 34 5 6)55
4 1 23 6 5 4 5 62 1 23 4 1 23 6 5
(1 2 34 5 6
4 5 61 2 3
Kg = h(a)™ * X, * h(a)™
_(1 2 34 5 6)16 (123456) (1 2 34 5 6)55
= * *

) and now for the key

) and in a similar way extract for receiver B user as:

4 1 23 6 5 234561 4 1 23 6 5
=(1 2 34 5 6)
4 5 61 2 3

6. Comparative Strength Dihendral Order 8 vs. Dihendral Order 12 on
Basic Length Based Attacks

Security strength on length-based attacks on noncommutative
cryptographic systems is a way to recover the secret conjugators in group length
find [9]. The proposed work is in the relation to earlier Dihedral order 8 group,
part of extra special group having the significant work. Here is comparative
analysis presented between the proposed work of Dihedral order 12 and
Dihedral order 8.

Table 2
Comparative Study Dihedral order 8 and 12, with impact of Length Based Attacks
D, (Dihedral D¢ (Dihedral Impact on LBA
Property order 8) order 12) Resistance
Group Order 8 12 Higher order

makes more key
space

Number of Elements

8 (4 rotations each
by 90° + 4
reflections)

12 (6 rotations each
by 60%+ 6
reflections)

D¢ provides
more diversity

Group Size and Key
Space

8 Elements having
the smaller key
space compared to
12 Elements
having the higher
key space

Larger set of
elements implies
more potential
conjugators and
targets.

More secure
against brute
force




and Predictability

with less variation
in conjugacy
action.

complexity due to
higher order of
rotation
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Word/Element Less non-trivial More non-trivial Harder to
Diversity subgroups and less | subgroups and predict in Dg

complex normal more complex
form expressions. normal form
Less conjugacy expressions.
classes and less More conjugacy
variability in classes and more
length growth variability in length
under conjugation. | growth under
conjugation.
Structural Symmetry | Highly symmetric More structural Higher

complexity and
less predictable

Empirical Results

Larger and more
complex non-
abelian groups

Larger and more
complex non-
abelian groups tend

Shows better
resistance

tend to resist LBAs | to resist LBAs

better. better.

Dg performs D¢ performs

slightly better than | slightly better than

D, under basic D, under basic

LBAs LBAs
Conjugacy Low Higher More classes
complexity reduce LBA

success rate

7. Conclusion

This manuscript is having the idea behind a noncommutative cryptography
primitives’ generation, based on dihedral group order 12. The security strength
and robustness of the proposed work on hidden subgroup or subfield problem
(HSP). The cryptographic primitive’s generation works on key exchange as well
as monomials cryptographic point of view. A comparative study is presented on
dihedral order 8 and 12 with hardness to decipher on the length-based attacks.
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