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FOREWORD
This special issue titled “Advancements in Intelligent Systems for 

Information Optimization in Cyber Security : Challenges and Innovations” 
explores the complex intersection of intelligent systems and their effective 
uses in cybersecurity. This issue addresses a variety of topics, each 
contributing to the fields of data security, privacy, and cyber security.

 The research work discussed here includes the combination of 
artificial intelligence with optimization techniques and cybersecurity 
representing a significant step forward in threat detection and analysis in 
the ever evolving era of artificial intelligence which provides a framework  
for recognizing patterns and irregularities in data flows, which can help in 
developing strong security protocols to combat evolving attack methods. 
On the other hand, optimization offers powerful tools for enhancing 
performance in threat detection, analysis & prevention, such as lowering 
false positives and improving resource allocation.

Some of the other research works cover how machine learning 
models, data-driven analytics, and optimization algorithms can improve 
security systems and protect data transmission. The research work by 
authors  also examines the use of AI-based systems in real-time adaptive 
security systems, like threat intelligence platforms and predictive risk 
assessment. Another important area covered in this issue is network and 
wireless communication security and its applications. 

The research work also addresses the challenges and possible solutions 
for protecting communication infrastructures.  Information system for  
AI-based cryptography and anti-hacking systems provide helpful insight 
into current attack surfaces and counter measures. Some of the papers 
also investigate privacy and security issues on social networks, focusing 
on protecting user data and maintaining privacy in online communities.

This issue also includes papers on important topics like  secure  
end-to-end transmission in IoT healthcare networks, elliptic curve 
cryptography for cloud storage, biometric encryption models, threats 
to federated learning, homomorphic encryption for machine learning, 
privacy-preserving cryptographic protocols, quantum-resistant 
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algorithms, and visual cryptography for secure image sharing. The 
chosen papers also emphasize progress in threat detection using ensemble 
learning, blockchain-based data sharing, lightweight encryption for 
devices with limited resources, and AI-supported phishing detection 
systems.

This special issue is an outcome of the 6th International Conference  
on Information Management & Machine Intelligence held at Poornima 
Institute of Engineering & Technology, Jaipur on 23-24 December 2024, 
wherein we received more than 280 papers from researchers which went 
through a rigorous peer review process after which only 71 papers  were 
selected for this special issue, which is being published in two parts  : 
JDMSC 28#5-A and JDMSC 28#5-B, covering a wide range of innovative 
concepts.

The low rate of acceptance testifies to our dedication to excellence, 
and we assure that only the most significant contributions appear in this 
special issue. We are glad to share these selected contributions, which 
reflect the leading edge of progress in the field.

We express our gratitude to every author for his productive 
contribution in pushing the knowledge frontier on intelligent systems 
and cybersecurity. This special issue confirms the relevance of using 
AI and optimization models to further the security posture of digital 
environments. We are especially thankful to Professor B. K. Dass, Chief 
Editor, for his constant motivation and guidance during the publication 
process of the Journal of Discrete Mathematical Sciences & Cryptography, 
published by Taru Publications, New Delhi.
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