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Abstract

This study explores the efficacy of four Large Language Models (LLMs)—BERT,
DistilBERT, RoBERTa, and DeBERTa—in classifying URLs as either legitimate or phishing.
The research methodology is structured into three phases: dataset processing, model
fine-tuning, and performance evaluation. Each LLM is fine-tuned to distinguish between
phishing and legitimate URLs. The models are evaluated using both a primary dataset with
extensive features and an external dataset with minimal features to rigorously assess their
robustness. The models consistently achieved high performance on the primary dataset,
with AUC scores of 0.99, indicating near-perfect discrimination between phishing and
legitimate URLs. DistilBERT excels in F1-score (99.992%), accuracy (99.991%), and precision
(99.985%), showcasing its efficiency in real-world applications. BERT and DeBERTa also
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demonstrate excellent results, while RoBERTa, though slightly lower in precision, remains
competitive. The model’s performance was also evaluated on an external test dataset
containing 450,176 labeled URLs, the dataset helped access the model’s performance under
extremely constrained conditions. BERT and DeBERTa showed low Fl-scores (1.14% and
2.78%, respectively) despite high precision, indicating poor recall. DistilBERT performs
moderately better with a 42.44% Fl-score, while RoBERTa achieves the highest Fl-score
of 68.03%, suggesting superior balance between precision and recall under severe feature
constraints. Overall, while all models exhibit strong performance with rich features, their
ability to maintain efficacy under limited feature conditions varies. This study underscores
the importance of developing models with robust performance across diverse scenarios,
highlighting RoBERTa’s superior recall in feature-scarce environments and DistilBERT’s
overall efficiency.

Subject Classification: 68T07, 68P25.

Keywords: Phishing detection, URL security, Cybersecurity, Natural language processing, BERT,
DistilBERT, RoBERTa, DeBERTa.

1. Introduction

In Phishing attacks, a prevalent form of cyber threat, exploit deceptive
techniques to deceive users into divulging sensitive information. These attacks
often manifest as fraudulent emails, deceptive websites, or malicious links,
aiming to compromise personal and organizational security. As phishing tactics
become increasingly sophisticated, there is a growing need for advanced
detection methods capable of distinguishing between legitimate and malicious
URLs effectively. Traditional methods relying on heuristic or rule-based
approaches are often inadequate in the face of evolving phishing strategies,
necessitating the adoption of more advanced techniques. In recent years, deep
learning approaches have emerged as a powerful tool for enhancing phishing
detection capabilities. By leveraging vast amounts of data and complex feature
representations, deep learning models can uncover subtle patterns and anomalies
indicative of phishing activities. Among these models, Large Language Models
(LLMs) such as BERT (Bidirectional Encoder Representations from
Transformers), DistiIBERT, RoBERTa (Robustly optimized BERT), and
DeBERTa (Decoding-enhanced BERT with Disentangled Attention) have
demonstrated remarkable performance in various natural language processing
tasks. Their ability to process and interpret contextual information from textual
data makes them promising candidates for URL classification tasks. BERT,
introduced by [9], revolutionized language understanding by pre-training deep
bidirectional representations, enabling the model to capture context from both
directions [9]. DistilBERT, a more compact version of BERT, retains high
performance while reducing computational requirements [10]. RoBERTa, an
optimized variant of BERT, further refines the training process to achieve
superior performance [11]. DeBERTa enhances BERT’s architecture with
disentangled attention mechanisms and an improved mask decoder, yielding
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even greater accuracy and efficiency [9-12]. This paper aims to investigate the
effectiveness of these LLMs in classifying URLs as either legitimate or
phishing. By employing a comprehensive methodology that includes dataset
processing, model fine-tuning, and rigorous performance evaluation, the study
assesses the capabilities of BERT, DistilBERT, RoBERTa, and DeBERTa in
distinguishing between malicious and non-malicious URLs. The evaluation is
conducted using both a primary dataset with extensive features and an external
dataset with minimal features, providing insights into the models’ robustness
under varying conditions. Previous research has demonstrated the potential of
deep learning models in phishing detection. Yang, Zhao, and Zeng [1] employed
multidimensional features and deep learning to enhance detection accuracy. Yi
et al. [2] highlighted the adaptability of deep learning frameworks to phishing
detection. Siddiq, Arifuzzaman, and Islam [3] further supported the efficacy of
deep learning models in detecting phishing websites. However, the performance
of these models under constrained feature scenarios remains underexplored. This
study addresses this gap by evaluating the performance of LLMs in phishing
detection, providing a comparative analysis of their effectiveness in different
feature contexts. The findings contribute to the ongoing discourse on enhancing
phishing detection mechanisms and offer practical insights for deploying
advanced models in real-world applications.

2. Related Study

Recent Phishing detection has increasingly leveraged advanced machine
learning techniques, with deep learning approaches gaining significant attention
due to their effectiveness in identifying fraudulent activities. This literature
review contextualizes recent advancements in phishing detection, particularly
through deep learning models and Large Language Models (LLMs), in relation
to the current study's analysis of URL classification using BERT, DistilBERT,
RoBERTa, and DeBERTa. [1] explored phishing website detection by utilizing
multidimensional features and deep learning models. Their approach highlights
the efficacy of integrating various features to enhance detection accuracy. The
study demonstrates that deep learning models, when combined with diverse
features, can achieve robust phishing detection. This aligns with our findings
that LLMs, with their ability to process extensive features, excel in
distinguishing between phishing and legitimate URLs. [2] further investigated
web phishing detection using a deep learning framework, emphasizing the
adaptability of deep learning techniques to the evolving tactics of phishing
attacks. Their work supports the notion that deep learning models can adapt to
new phishing strategies, a feature corroborated by our results where models like
BERT and its variants effectively classify URLs with high precision. [3] also
contributed to the domain by applying deep learning techniques to phishing
website detection. Their research reinforces the utility of deep learning models
in improving detection capabilities, consistent with the high-performance
metrics observed in our study's primary dataset. Recent advancements in the
field have also explored the boundaries of model performance under constrained
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conditions. [4] investigate machine learning's ability to detect LLM-generated
text, including phishing emails. This study underscores the challenge of
distinguishing between human and machine-generated content, relevant to our
findings where LLMs, though highly effective with rich features, exhibit
variable performance when faced with limited data. [5] provide a comparative
study on prompt engineering versus fine-tuning for phishing detection with
LLMs. Their work is pertinent to our analysis, as it highlights the effectiveness
of fine-tuning models like BERT and its variants for specific tasks such as
phishing detection. Our study's emphasis on fine-tuning aligns with their
conclusions, demonstrating that tailored fine-tuning enhances model
performance in classifying URLs. [6] present a comparative study on LLMs in
large-scale organizational settings, focusing on spear phishing. Their research
complements our findings by illustrating the practical application of LLMs in
real-world scenarios, reinforcing the strength of models like DistilBERT and
RoBERTa in handling sophisticated phishing attacks. In addition, the PhiUSIIL
dataset introduced by [7] provides a benchmark for phishing URL detection,
offering a valuable resource for evaluating model performance. Our study's use
of this dataset for comparative analysis emphasizes the importance of diverse
datasets in assessing model robustness. [8] conducted a comparative analysis of
machine learning-based phishing detection using URL information, providing
insights into the limitations and strengths of various models. This analysis is
aligned with our findings, where the models' performance varied significantly
between rich and minimal feature datasets. Lastly, the foundational works on
BERT, DistilBERT, RoBERTa, and DeBERTa offer critical insights into the
development and optimization of these models [9-14]. Our study builds on these
advancements by applying these models to phishing detection, demonstrating
their efficacy and the impact of model architecture on performance [15-18]. In
conclusion, the literature highlights the significant advancements in phishing
detection through deep learning and LLMs. Our study's findings contribute to
this body of work by providing a detailed comparison of model performance
across different datasets and feature sets, emphasizing the importance of model
adaptability and robustness in real-world applications.

3. Methods and Material

The research aims to investigate and leverage Large Language Models
(LLMs) such as BERT, DistilBERT, RoBERTa, and DeBERTa for classifying
URLs or Uniform Resource Locator as either legitimate or phishing. The
methodology is divided into three main phases. The initial phase involves
processing the dataset to extract and combine the most significant features into a
single text input for the LLMs. The second phase focuses on fine-tuning the
models for the classification task. The final phase evaluates the model's
performance using an external dataset with a minimal set of features. The
overview of the methodology is shown in Figure 1. To elucidate the procedural
intricacies, Algorithm 1 encapsulates the algorithmic representation employed in
the methodology.
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Figure 1
Overview of the methodology

Algorithm 1. Methodology of the study
Input:
Dataset D
Output:
Classification Results C; (Phishing or Legitimate URL)
Steps:
Step 1. Data Acquisition:
Dinput < Collect dataset for analysis
Dinput = {(xlﬂ yl)' (xz' }/z), [EERTETRE (xn: yn)}

where x; is the feature vector and y; € {phishing, legitimate}

Step 2. Feature Selection (Preprocessing):
Fselected = {flﬂ f2' fm} where fl € Dinput
Fselectea < Select critical features based on real
— time availability and significance
Step 3. Feature Aggregation (Preprocessing):
Taggregated = concat {flﬂ fZ' fm} where fL € Fselected
Taggregatea < Merge Fegecreq In to a single text format

Step 4. Data Splitting (Preprocessing):

{Dtrain: Dvalﬂ Dtest}

« Split Taggregatea in to training, validation and testing stes

Dirain = {(x1,¥1), (2, ¥2)s oo oo (i Y}
Dyar = {Ctierss Yiews)s (ieaz Yicwa)s o e e (% )}
Dtrain = {(xp+1' Yp+1)' (xp+2' yp+2)' e e (xq' yq)}

Step 5. Model Training and Evaluation:
e BERT (Bidirectional Encoder Representations from Transformers):
H = BERT (x) = Transformer (E(x))
y = Softmax (WHi¢.s) + b
Lggrr = CrossEntropyLoss (¥,y)
e DistilBERT (Distilled BERT):
Hpistigerr = DistilBERT (x) = DistilledTransformer (E(x))
Ipistiuserr = Softmax (WDistilBERTHDistilBERT[CLS] + bpistipert
Lpiscuperr = CrossEntropyLoss (Jpiscuperr) Y)
¢ RoBERTa (Robustly Optimized BERT Pretraining Approach):
Hgpoperra = ROBERTa(x) = Transformer (Egopprra (X))
VroBERTa = SOftmax (WROBERTaHRoBERTa[CLS] + bropERTa

Lroprrra = CrossEntropyLoss (YroperrarY)
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e DeBERTa (Decoding-enhanced BERT with disentangled attention):
Hpeperta = DeBERTa(x) = DisentangledTransformer (EpeggrTa(X))
YpeBERTa = SOftmax (WDeBERTaHDeBERTa[CLS] + bpeBERTa
Lpeperta = CrossEntropyLoss (Jpeserta )
e General Model Training and Evaluation:
for each model M € {BERT, DistilBERT, RoBERTa, DeBERTa}:
Mtrained < Train M on Dtrain
Veset = Mirainea (Drest)

Prost = Evalaute (5’\tset' ytest)
Metrics used: AUC,F1 — score, Accuarcy, Precision, Sensitivity

Step 6. External Dataset Testing:

YVexternal = Mt‘rained (Dexternal)

Pexternal = Evalaute (j}external! Yexternal)
where P,iornar re the true lables for the external dataset

Step 7. Result Analysis:
Analyze Pipsr and Poyiorna TeSUlts from dif ferent models
Step 8: Final Output:
C, = Final classification result from the analysis

3.1 Dataset Characteristics

In this study, the primary dataset utilized is a publicly available resource
known as the 'PhiUSIIL Phishing URL' dataset [7], which is referred to as
primary or PhiUSIIL throughout the research. The dataset includes 54 features,
excluding the URLs and their respective labels. These features offer distinct
insights into the characteristics of the URLs and are listed in Table 1. The
dataset consists of 134,850 legitimate URLs and 100,945 phishing URLs,
totaling 235,795 URLs. Although the dataset is imbalanced, the substantial
number of URLs helps mitigate the impact of this imbalance. The study also
utilizes an additional external dataset for testing purposes. This dataset, referred
to as the 'Phishing URL dataset' from Mendeley [19], is simply called the
external dataset in this research. It is relatively straightforward, containing only
the URLs and their classifications into phishing and legitimate categories. In
total, the dataset comprises 345,738 legitimate URLs and 104,438 phishing
URLSs, making it a comprehensive dataset with a total of 450,176 URLs. This
external dataset is employed to assess the models' performance on a large scale,
with a limited set of features, thereby presenting a challenging evaluation
scenario but providing the most rugged evaluation of models. The distribution of
both datasets is illustrated in Figure 2. These features of the URLs provide a
foundational framework for further analysis, facilitating a structured approach
for identification task [8].
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Table 1

Features in PhiUSIIL dataset

1627

URL URL Length Domain Domain Length | Is Domain IP
TLD URL Similarity |Character TLD Legitimate |URL Character
Index Continuation Rate |Probability Probability
No. Of .
TLD Length No. Of . Has Obfuscation |Obfuscated Obfuscatlon
Subdomain Ratio
Character
No. Of Letters |Letter Ratio In |No. Of Digits In  |Digit Ratio In  |No. Of Equals
In URL URL URL URL In URL
No. Of No. Of Other Special
EOU%QMark Ampersand In | Special Characters |Characters Ratio |Is HTTPS
URL In URL In URL
. Largest Line . . Domain Title
Line Of Code Length Has Title Title Match Score
URL Title . .
Match Score Has Favicon Robots No. Of Popups |No. Of iFrame
Has External Has Social Net Has Submit Has Hidden Has Password
Form Submit Button Fields Field
Bank Pay Crypto E;(S) Copyright No. Of Image
No. OFfCSS | No. OFJS No. Of Self No. Of Empty | No. Of External
References References References
. |No. Of URL No. Of Self L
Is Responsive Redirect Redirect Has Description

Primary dataset

Legitimate URLs

Phishing URLs

Figure 2

External testing dataset

Phishing URLs

Legitimate URLs

Distribution of URLSs in the datasets

3.2 Preprocessing

Preprocessing is a vital component of Machine Learning, encompassing
many processes such as cleaning, enhancement, and preparation of the dataset
for model training. This multifaceted process involves several steps that address
various issues within the dataset. Effective preprocessing enhances the dataset's
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quality, contributing significantly to the models' reliability, robustness, and
overall performance.

3.2.1 Feature Selection

The primary dataset, referred to as PhiUSIIL, comprises 54 features.
However, in real-world scenarios, it may not always be possible to access all
these features available in the dataset. Therefore, the most critical features were
selected based on their real-time availability and significance in decision-
making. A total of 12 features, excluding the URL and classification label, were
identified as essential. These features are detailed in Table 2. The correlation
matrix was employed to analyze the dependencies and complex relationships
among the selected features. Figure 3 illustrates the correlation matrix, which
excludes text-based features such as URL, TLD, Title, and Label. The matrix
reveals strong correlations, particularly between 'Number of External
References' and Number of Self References,’ 'Has Copyright Info' and 'URL
Similarity Index,' as well as 'Has Description' and 'URL Similarity Index.' This
analysis provides valuable insights into the interdependencies among the
selected features, offering a deeper understanding of their contributions to the
model's performance.

Table 2
Features selected
URL URL Length TLD Title Is HTTPS
. . URL Similarity |Has No. Of URL
Is Responsive Domain Length Index Description |Redirect
No. Of Self No. Of External ~ |Has Copyright Label
References References Info abe

BHTTPS | 0I0MS

DomainLength

URLSimilasityindex

NoOTURLRedirect
NoOtSeiRal 0024

-2

NoOfExtemalRel 0.0062

HasCopyrightinto 0.0045

]
[
¢
3

NoOfExternalRet
HasCopyrightinfo

URLSImitartyincex
HasDescript
ER
NoOfURLRedirect

Figure 3
Correlation matrix of numerical features selected
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3.2.2 Feature Aggregation

The Large Language Models (LLMs) employed in this study require a
single text input, making it impractical to provide individual features separately.
As a result, all the features were merged into a single text format. A sample of
the resulting dataset is presented in Table 3. For the external test dataset,
features that could be derived from the URL, such as the URL length and
whether the URL is HTTPS protected, were similarly concatenated.
Additionally, if the URL length exceeded a specified threshold, it was truncated
to meet the length requirements of the LLMs. This approach ensured that the
models could effectively process the input data while adhering to the necessary
input constraints.

Table 3

Sample preview of the dataset after feature aggregation

Text Label
URL is 'https.//www.sfumjournal.com’, the length of URL is 26,
the TLD is 'com’, the title is 'home page: seminars in fetal and | Legitimate
neonatal medicine', the URL .....
URL is 'http://www.teramill.com’, the length of URL is 22, the
TLD is 'com’, the title is '0', the URL is not HTTPS protected, | Phishing
the length of domain is 16, the URL .....
URL is 'https://www.bulgariaski.com’, the length of URL is 26,
the TLD is 'com’, the title is 'bulgaria ski - bulgarian ski resorts | Legitimate
and holiday b', the URL .....
URL is 'https://service-mitld.firebaseapp.com/', the length of
URL is 37, the TLD is 'com’, the title is '0', the URL is HTTPS | Phishing
protected, the length of domain is 29, the URL ......

3.2.3 Dataset Splitting

The primary dataset was divided into three subsets: a training set
comprising 70%, a validation set consisting of 15%, and a testing set also
accounting for 15%. The training set was used to train the models, while the
validation set was employed to validate the models during the training process.
The testing set played a crucial role in evaluating the model's effectiveness on
unseen data, providing a measure of its performance in real time scenarios.

3.3 Large Language Models (LLM)

Large Language Models (LLMs) such as BERT and its derivatives—
DistilBERT, RoBERTa, and DeBERTa—have revolutionized the field of natural
language processing by demonstrating unparalleled capabilities in understanding
and generating human-like text. These models excel in capturing complex
linguistic structures, intricate patterns, and subtle relationships within data. This
makes them exceptionally well-suited for a wide range of applications, including
the classification of URLs into phishing or legitimate. One of the key
advantages of LLMs over traditional machine learning algorithms is their ability
to generalize from large amounts of data and learn contextual cues. Traditional
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algorithms often rely heavily on handcrafted features, and their performance can
degrade significantly if the feature set is reduced. In contrast, LLMs, with their
vast pretrained knowledge, can effectively interpret and analyze even limited
inputs, such as raw URLs, without the need for extensive feature engineering.
This is particularly beneficial in scenarios where feature extraction is
challenging, data is unavailable or where data is unstructured [20].

In our study, the models were trained on URLs and their features, but we
also harnessed the power of LLMs by testing them on a comprehensive external
dataset, providing only the raw URLs without any additional features. The
results underscored the models' superior ability to discern phishing attempts
from legitimate URLSs, even in the absence of explicit feature sets. This success
can be attributed to the models' deep understanding of language semantics and
syntax, allowing them to identify subtle indicators of malicious intent that might
be overlooked by traditional methods [21].

Overall, LLMs represent a significant advancement in the field of machine
learning, offering robust solutions for complex classification tasks. Their
capacity to handle minimal and unstructured data, combined with their deep
learning capabilities, makes them an invaluable tool in cybersecurity and
beyond.

3.3.1 Models

The study utilizes four distinct Large Language Models (LLMs),
specifically BERT and its variants DistilBERT, RoBERTa, and DeBERTa.
BERT, or Bidirectional Encoder Representations from Transformers, is notable
for its method of pre-training deep bidirectional representations on unlabeled
text, enabling it to grasp context from both directions at each layer. This
thorough approach results in a model that can be fine-tuned, with the addition of
a single output layer, to achieve state-of-the-art performance across a wide range
of tasks, including question answering and language inference. BERT's
architecture is designed to be flexible, obviating the need for extensive task-
specific architectural modifications, thus making it a highly versatile tool in the
field of Natural Language Processing (NLP) [9]. DistilBERT, a more compact
and efficient version of BERT, utilizes knowledge distillation during the pre-
training phase, unlike previous approaches that focused on distilling task-
specific models. This process reduces the size of the BERT model by 40%,
while retaining 97% of its language understanding capabilities and increasing its
speed by 60%. DistilBERT employs a triple loss function, integrating language
modeling, distillation, and cosine-distance losses to effectively capture the
inductive biases of larger models. Its reduced size and enhanced efficiency make
DistilBERT particularly cost-effective for pre-training and suitable for on-device
computations [10].

RoBERTa, an optimized variant of BERT, enhances the original model's
training methodology, achieving and surpassing the performance of subsequent
models. RoBERTa sets new benchmarks on datasets like GLUE, RACE, and
SQuAD, underscoring the significance of often overlooked design choices in
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model development [11]. DeBERTa (Decoding-enhanced BERT with
Disentangled Attention) introduces two key innovations that build upon the
foundations of BERT and RoBERTa. The first is the disentangled attention
mechanism, where each word is represented by two separate vectors: one for
content and another for position. The attention weights are calculated using
disentangled matrices that consider both these vectors. The second innovation is
an improved mask decoder, which replaces the conventional softmax output
layer for predicting masked tokens during pre-training. These advancements
significantly enhance the model's efficiency during pre-training and its
performance on downstream tasks. Remarkably, DeBERTa, trained on only half
the data used for RoBERTa-Large, consistently outperforms RoBERTa-Large
across various benchmarks, demonstrating its superior effectiveness [12].

3.3.2 Model Optimization

For the model configurations, the official tokenizers corresponding to each
respective model were employed, with the maximum sequence length set to 256
tokens. Padding and truncation were enabled to ensure consistent tokenized
inputs throughout the training process. The models were initialized using their
official pre-trained weights from the Hugging Face library [13]. A batch size of
32 was used for all models except for DeBERTa, for which the batch size was
set to 16. The training process spanned 2 epochs, utilizing the AdamW
optimizer, also known as ADAM weight decay, a variant of the ADAM
optimizer frequently used in training transformers [14]. ADAM is an algorithm
designed for first-order gradient-based optimization of stochastic objective
functions, with adaptive estimates of lower-order moments. It combines the
benefits of AdaGrad and RMSProp, making it effective in both online and non-
stationary settings. One of ADAM's key features is that its parameter updates are
invariant to gradient rescaling, with step sizes bounded by a stepsize
hyperparameter. Moreover, ADAM does not require a stationary objective and
handles sparse gradients proficiently [15]. The AdamW optimizer enhances this
approach by decoupling weight decay from gradient updates, improving
regularization and training dynamics. This separation helps in better regularizing
the models and fine-tuning training dynamics [14]. The learning rate and weight
decay are critical hyperparameters that control the step size during training and
play a significant role in optimizing the models. For optimal training
performance, these hyperparameters were carefully selected according to the
official recommendations. This meticulous tuning ensures that the models are
trained efficiently and effectively, leveraging the full potential of the
optimization algorithm.

3.3.3 Fine Tuning

To enable the models to accurately distinguish between phishing and
legitimate URLs, they must be trained on a relevant dataset. This process of
adapting a pre-trained model to a specific task is known as fine-tuning. The
primary goal is to equip the Large Language Models (LLMs) with the ability to
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recognize and understand the intricate details and patterns of URLs, which the
original pre-trained model might not be capable of discerning. The fine-tuning
process begins by feeding the dataset into a tokenizer, which generates input
IDs, token type IDs, attention masks, and associated labels. These tokenized
inputs are then passed to the models, allowing them to make predictions. After
making predictions, the loss is computed by comparing the actual labels with the
predicted ones. During the backward pass, gradients of the loss are calculated
for the model's parameters (weights and biases). These gradients are then used to
update the model parameters in an effort to minimize the loss, thereby
enhancing the model's performance. This iterative process is repeated over
multiple epochs, gradually refining the model's accuracy and robustness.
Through this continuous adjustment, the model learns to identify patterns and
nuances in the data, enabling it to generalize well to unseen data. As a result, the
fine-tuned model becomes proficient at applying its acquired knowledge to new,
previously unencountered URLs, improving its effectiveness in real-world
scenarios.

3.3.4 Model Evaluation

To thoroughly evaluate the performance of the LLMs on both the test
dataset and the external test dataset, a range of metrics were calculated based on
the models' outputs. The models underwent extensive and detailed testing using
a comprehensive set of evaluation metrics to ensure a robust assessment. The
key metrics computed include AUC (Area Under the ROC Curve), Accuracy,
Sensitivity, Specificity, Precision, and Fl-score. These metrics provide a
multifaceted view of the models' effectiveness, capturing various aspects of their
predictive capabilities. The formulas for these metrics are as follows:

count of accurate predictions

A = #(1
ceuracy overall count of samples @
Sensitivity = ——— #(2
ensitivity TP+ FN 2
P 4
Specificity TN+ FP (3)
Precision = ————— #(4
recision TN T FP 4
2 X Precision X Sensitivity
F1 — score = #(5)

Precision + Sensitivity

The terms TP, TN, FP, and FN represent true positives, true negatives,
false positives, and false negatives, respectively.

4. Results and Discussion

The PhiUSIIL or the primary dataset consists of 235,795 URLs, distributed
into 134,850 legitimate URLs and 100,945 phishing URLs. The dataset was
strategically partitioned into three subsets: a 70% training set comprising
165,056 URLs and a 15% for both validation and testing set containing 35,369
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URLs and 35,370 URLs respectively. The parameters employed are showcased
in Table 4.

Table 4
Parameters settings for the LLMs

Sr. Parameter Value Sr. Parameter Value
No. No.
1 Optimizer AdamW 4 Learning rate 2e-5

Training Batch 32,16 .
2 size (DeBERTA) 5 Weight decay Se-4

. . 32,16 Number of

3 Testing Batch size (DeBERTA) 6 epochs 2

On the showcased parameters settings, all the models were fine-tuned on
the primary dataset, the comprehensive results of the models on the primary
dataset’s testing subset are given in Table 5.

Table 5
LLMs results on the primary dataset’s testing subset
Model Name AUC f“)}o-)score ?)/coc)uracy Fo;)e)cision (Soe/:l)sitivity
BERT 0.99 99.990 99.988 99.980 100
DistilBERT 0.99 99.992 99.991 99.985 100
RoBERTa 0.99 99.987 99.985 99.975 100
DeBERTa 0.99 99.990 99.988 99.980 100

On analyzing the performance of four prominent language models—
BERT, DistilBERT, RoBERTa, and DeBERTa—in the classification of
phishing versus legitimate URLs. The AUC scores for all models are
consistently high, at 0.99, indicating that each model possesses an almost perfect
ability to discriminate between phishing and legitimate URLs. This high AUC
value underscores the effectiveness of these models in ranking URLs by their
likelihood of being phishing, demonstrating robust overall performance. The F1-
scores of the models are exceptionally high, with DistilBERT achieving the
highest Fl-score of 99.992%, closely followed by BERT and DeBERTa at
99.990%, and RoBERTa at 99.987%. In terms of accuracy, all models perform
exceedingly well, with DistilBERT recording the highest accuracy of 99.991%,
while BERT and DeBERTa both achieve 99.988%, and RoBERTa slightly
lower at 99.985%. Precision metrics are very similar across the models, with
DistilBERT again leading with a precision of 99.985%, followed by BERT and
DeBERTa at 99.980%, and RoBERTa at 99.975%. Sensitivity, or recall, is
perfect across all models, each achieving a score of 100%. This indicates that
the models are adept at identifying all phishing URLs, leaving no phishing
instances undetected, which is crucial for effective phishing detection. Overall,
while all models demonstrate exceptional performance, DistiIBERT stands out
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due to its highest Fl-score, accuracy, and precision, suggesting it may be the
most effective choice in practical applications. DistilBERT’s efficiency in terms
of size and computational resources, combined with its high performance, makes
it particularly suitable for deployment in real-world scenarios. However, BERT
and DeBERTa, with their similar high-performance metrics, remain strong
contenders, especially in contexts where computational resources are less
constrained. RoBERTa, despite slightly lower precision, still offers high
performance and could be considered depending on specific application needs.
The external dataset serves as a rigorous benchmark for evaluating the
robustness and generalization capabilities of the models, with over 450,176
URLs. Unlike the primary dataset, which includes a larger set of features, the
external dataset contains only URLs and their respective labels, along with two
additional features extracted directly from the URLSs: the length of the URL and
HTTPS protection status. This minimal feature set poses a significant challenge,
requiring the models to rely heavily on these limited attributes, but helping in
rigorously testing the models over such less information on a large URL dataset,
providing more nuanced insights. As shown in Table 6, the performance metrics
across various models reflect their ability to navigate these constraints.

Table 6
LLMs results on the external test dataset

Model Name AUC F1-score (%) Precision (%) | Sensitivity (%)
BERT 0.66 1.14 91.68 0.57
DistilBERT 0.65 42.44 99.51 26.97
RoBERTa 0.60 68.03 92.81 53.70
DeBERTa 0.66 2.78 84.75 1.41

BERT and DeBERTa both achieve an AUC of 0.66 but show poor recall,
with BERT having a very low Fl-score of 1.14% and DeBERTa at 2.78%.
Despite high precision (91.68% for BERT and 84.75% for DeBERTa), both
models miss most true positives. DistilBERT performs slightly better with an
Fl-score of 42.44%, combining high precision (99.51%) with a modest
sensitivity (26.97%). RoBERTa, with an AUC of 0.60, stands out for its higher
Fl-score of 68.03%, demonstrating a more balanced performance between
precision (92.81%) and sensitivity (53.70%). RoBERTa is notably better at
identifying positive instances compared to the others, albeit with a slight trade-
off in precision. Despite a lower AUC, RoBERTa's relatively higher recall
suggests a less conservative approach, making it the most robust model in this
limited feature scenario. Figure 4 presents a bar plot comparing the Fl-score
metrics across the models over the external test dataset. Overall, the models
demonstrate a significant trade-off between precision and recall, with each
model's performance shaped by the stringent conditions of the external dataset.
The external dataset's role as a critical stress test is evident in the stark
differences in performance metrics compared to results over the primary dataset,
though the major reason for the contrast in metrics is due to external dataset
having very less features. Overall, LLMs demonstrated strong performance on a
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dataset containing only URLSs, despite being initially trained on a feature-rich
primary dataset. This performance was notably better compared to traditional
machine learning algorithms under similar conditions [22]. The findings
highlight the importance of developing models that can maintain robust
performance even when operating under severe feature constraints.

Fl-score of the LLMs on the external test dataset

Fl-score
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Figure 4

F1-score metrics across the models over the external test dataset

Conclusion

This research demonstrates that Large Language Models (LLMs)—BERT,
DistilBERT, RoBERTa, and DeBERTa—are highly effective for classifying
URLs as either legitimate or phishing, particularly when provided with a
feature-rich dataset. The consistent high performance across all models on the
primary dataset, with AUC scores of 0.99 and exceptional F1-scores, precision,
and accuracy metrics, underscores the models' capability to accurately discern
between phishing and legitimate URLs. DistilBERT, in particular, stands out for
its remarkable efficiency and effectiveness, achieving the highest F1-score,
accuracy, and precision, making it an ideal choice for real-world applications
where both performance and computational efficiency are critical. BERT and
DeBERTa also show strong performance, though with slightly less efficiency
compared to DistiiBERT. RoBERTa, while slightly lower in precision,
demonstrates competitive performance and could be a viable option depending
on specific application requirements. However, the performance metrics shift
notably when evaluated using the external dataset, which is constrained by a
minimal set of features. The stark decline in performance, especially in recall
and F1-scores for BERT and DeBERTa, highlights the challenge of maintaining
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classification efficacy under severe feature limitations. DistilBERT's moderate
performance and RoBERTa's superior recall under these conditions point to the
importance of balancing precision and recall in feature-scarce environments.
The findings emphasize the need for continued development of models that not
only excel with rich datasets but also exhibit robustness and adaptability when
faced with limited features. This research contributes valuable insights into the
trade-offs between precision and recall and highlights the necessity of
optimizing models to perform reliably across a spectrum of real-world scenarios.
Future work should focus on enhancing model resilience to feature constraints
and exploring methods to further improve performance under such conditions.
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