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Abstract

As the world of monetary bargains changes rapidly, it is exceptionally imperative to
form beyond any doubt that information sharing is secure and private. The most objective
of this consider is to come up with and utilize solid secure communication conventions
that are particularly made for monetary exchanges. These conventions will offer assistance
with imperative issues like keeping information secure, confirming clients, and ensuring
against cyber dangers. This study proposes a total framework that creates the security of the
data sent amid money related exchanges way better by utilizing progressed cryptographic
methods and conventions. Executing these measures is tried altogether in real-life
circumstances, appearing that they are great at bringing down the dangers of tricks, illicit
get to, and information spills. With these comes about, there are huge changes in keeping
private money related information secure, making beyond any doubt that rules are taken
after, and keeping stakeholders’ believe. This consider includes to the ongoing work to create
budgetary frameworks safer by giving valuable ways to communicate securely within the
monetary world and laying the foundation for future advance within the security of money
related data.

Subject Classification: 68M12.

Keywords: Secure communication protocols, Financial transactions security, Cryptographic
techniques, Data integrity and authentication, Cyber threat mitigation.

1. Introduction

In the digital market of today, the safety of financial transactions is very
important because they involve sharing private data like personal information,
payment information, and account passwords [1], [2]. With more people using
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Figure 1
Representation of Secure Communication Protocols in Financial Transactions

online banking, mobile payments, and e-commerce, the attack area has grown.
This means that cyber risks like hacking, scams, and data breaches are becoming
more likely to target financial systems [3]. Making sure that the data being sent
during these exchanges is kept private, correct, and real is important for keeping
people's trust in financial systems and keeping them from losing money or
having their name stolen [4] [5]. But the communication methods that are
currently used for financial activities often have a hard time keeping up with
how threats change, architecture shown in figure 1.

The primary aim of this research is to create and use safe communication
methods that are especially made for financial activities. The [6] suggested
methods try to make financial interactions safer and more reliable by using
advanced cryptography and multiple forms of identification. This [7] study also
tests these methods thoroughly in a number of real-life situations to see how
well they work.

2. Framework for the proposed secure communication protocols

The system for the proposed secure communication conventions is built
upon a combination of cryptographic procedures, counting symmetric and halter
kilter encryption, beside vigorous verification components, as shown in figure 2.
The system for the proposed secure communication conventions is built upon a
combination of cryptographic procedures, counting symmetric and deviated
encryption, at the side vigorous confirmation instruments [8].

- Encryption: The encryption handle employments a symmetric key K to
scramble the plaintext P into ciphertext C. This will be numerically spoken
to as.

C = EK(P)
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Figure 2
Framework for secure communication

- Decryption: The decoding prepare employments the same symmetric key
K to recoup the plaintext from the cipher text:

P = D_K(C)

2. Asymmetric Encryption for Key Exchange
- Key Exchange: To safely share the symmetric key K between the sender
and collector, topsy-turvy encryption is utilized [9]. Let K pub be the
receiver's open key and K priv be the private key. The key that is
symmetrical K is jumbled using the open key on the receiver:
C_ K = E_{K pub}(K)
K = D_{K priv}(C_K)
This ensures that the symmetric key K is securely exchanged between the
parties.

3. Message Authentication Code (MAC) for Integrity

- MAC Generation: To ensure data integrity, a MAC is generated for the
message M using a shared secret key K:

MAC = H(K,M)

- MAC Verification: Upon getting the message M, the collector computes

the MAC utilizing the same key K and compares it with the gotten MAC:
Verify MAC = H(K,M") == MAC

If the confirmation is successful, it confirms that the message was not
changed during transmission.
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4. Digital Signatures for Authenticity
- Signature Generation: To verify the sender, a advanced signature is made
utilizing the sender's private key K _{priv_sender} and the message M:

Signature = E{K{privsender}}(H(M))

- Signature Verification: The collector confirms the signature utilizing the
sender's open key K_{pub_sender}:

H(M) = D{K{pubsender}}(Signature)

If the verification succeeds, it attests that the message was transmitted by
the purported sender and was not tampered with during transmission.

5. Hybrid Encryption for Efficiency
- Combining Symmetric and Asymmetric Encryption:
C {final} = E_{K_sym}(M)
where K sym is the symmetric key safely traded via asymmetric
encryption.

3. Incorporation of cryptographic techniques and authentication
mechanisms

Symmetric encryption guarantees message secrecy employing a mystery
key, whereas deviated encryption safely trades this key. A MAC guarantees
message astuteness by recognizing changes [9]. Advanced marks confirm the
sender, affirming message genuineness and avoiding altering, securing the
generally communication prepare.

b 1 (=(x-p)2)
KsymCSPRNG = (fa ——exp de)

2mo?

2. Advanced Encryption Standard (AES) symmetric encryption of a message
The message M M is encrypted with the symmetric key Ksym K sym. The
AES method is used in CBC mode to protect privacy.

C={onSsKyym))- (Pt+ Ct — 1)dt
C=m( » Ksym)-Pt +Ct —1)dt
The ciphertext C is made by repeatedly using XOR, shifting, and earlier
block chaining, which adds another layer of security.

3. Key Exchange with ECDH (Elliptic Curve Diffie-Hellman)
The Elliptic Curve Diffie-Hellman method, which uses elliptic curve
features, is used to safely send the symmetric key Ksym K sym.

Kexchance = (dA £ QB)m.o.d.
n=dB s Q@B)m.o.d
nK exchange = (d A - Q B)modn = (dB - Q A)mod
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4. Making a digital signature using the RSA algorithm
An electronic signature is created by encrypting the message hash with the
sender's private RSA key. This signature serves as evidence that the message
was sent by the sender.
Signature = (HNdpirm.o.d.N)
= Okexp(—Axy)dx)dpirm.o.d.
The signature is (H(M) d priv modN) = ([ k exp(mr — Ax)dx) d

5. Hash-based Message Authentication Code (HMAC) Check for Message
Integrity
The symmetric key Wyym K sym and a secure hash function are used to
make an HMAC, which protects the security of the data.

HMAC = H ((Ksym 8 ipad) I H((Ksym © opad) | M))
HMAC = H((K sym @ ipad) | H((K sym @ opad) | M))

6. Making keys with PBKDF2 (Password-Based Key Derivation Function 2)

A password (P), a salt (S), and an iteration count (c) are used to create a
derived key (K derived). This makes sure that the key creation process is safe
and complicated.

Kderined = Hc(P — S) = (ddx [ 0o (P |l S)xe — cxdx
It was found thatK = H c (P || S)(dx d fooo JP1S)xe —cxdx)

With this derivative-based key generation, the created key is hard to crack
because it requires a lot of computing power.

4. Protocol implementation

The tools like Python for coding, OpenSSL for security operations, and
Docker for containerization are utilized in a secure working environment to
carry out the convention application. The structure of the framework is based on
a client-server demonstrate.

K_{sym} = CSPRNG +( [ _{0}*{1} x"a (1 — x)"b,dx ight)

The message M is encoded using the symmetric key K {sym}, applying

the AES algorithm in CBC mode to ensure confidentiality.

— yin}
€ =Xi2y(P @ Kisymy)
To securely exchange the symmetric key K {sym}, Diffie-Hellman key
exchange is used, leveraging modular exponentiation.
K{exchange} = g{ab} mod p

To authenticate the sender, a digital signature is generated by encrypting
the hash of the message M using the sender’s private RSA key d.

Signature = H(M)% mod N
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By utilizing the sender's public key, the recipient can validate this signature
and confirm the message's authenticity.

HMAC = HF(K_{sym} @ ipad) || H((K_{sym} @ opad) || M)

5. Result and Discussion

Table 1 presents a comprehensive investigation of different cryptographic
components, assessing their execution in terms of encryption speed, decoding
speed, and productivity, measured by CPU utilization. This comparison is
fundamental for understanding the trade-offs and reasonableness of each
instrument in numerous secure communication scenarios.

Table 1
Analysis of protocol performance in terms of speed, efficiency, and Usability

. Encryption Decryption Efficiency (CPU
Mechanism Speed};pMB/s) Spee;y(lple/s) Utilizati}(;lg %)
AES 300 290 15%
RSA 50 45 30%
ECDSA 150 140 20%
Diffie-Hellman Key Exchange 120 115 25%
HMAC 280 275 10%

In differentiate, RSA (Rivest-Shamir-Adleman), a principal calculation in
public-key cryptography, shows much slower speeds, with encryption at 50
MB/s and decoding at 45 MB/s, nearby higher CPU utilization at 30%, speed for
encryption and unscrambling appeared in figure 3.

300 Encryption Speed (MB/s)

mmm Decryption Speed (MB/s)
250
200
150
100

50

|
g AES RSA HMAC

ECDSA Diffie-Hellman
Cryptographic Mechanisms

Speed (MB/s)

Figure 3
Encryption Vs Decryption Speeds

ECDSA (Elliptic Curve Digital Signature Algorithm) offers a middle
ground with encryption and decryption speeds of 150 MB/s and 140 MB/s,
respectively, and 20% CPU utilization.
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Figure 4
(a) Encryption Speed And CPU Utilization (b) Encryption Speed Vs CPU Utilization

The Diffie-Hellman Key Trade component, fundamentally utilized for
safely trading cryptographic keys, performs with encryption and unscrambling
speeds of 120 MB/s and 115 MB/s, separately, and a CPU utilization of 25%.
Whereas somewhat less effective than ECDSA, Diffie-Hellman remains a
vigorous arrangement for setting up secure communications, pivotal in scenarios
where secure key trade is essential, appeared in figure 4 (a) and (b).

Table 2
Comparing the proposed secure communication protocol with existing protocols
Encryption | Decryption | Efficiency .
Protocol Speed Speed (CPU Secu]f:t;f I;lf/‘l’:ilt;Key
(MB/s) (MB/s) | Utilization %) g
Proposed o 256-bit AES + 4096-bit
Protocol 320 310 12% RSA
128-bit AES + 2048-bit
0,
TLS 280 270 15% RSA
128-bit AES + 2048-bit
0,
IPSec 250 240 18% RSA
128-bit AES + 1024-bit
0,
SSL 200 190 20% RSA
OpenVPN 260 250 17% ZRSSib“ AES +2048-bit
WireGuard 350 340 10% 256-bit ChaCha20

Table 2 compares the proposed secure communication convention with
existing conventions, highlighting its predominant encryption and unscrambling
speeds (320/310 MB/s), lower CPU utilization (12%), and higher security level
(256-bit AES + 4096-bit RSA). The proposed convention outflanks others like
TLS, IPSec, SSL, OpenVPN, and WireGuard in terms of speed, productivity,
and security, representation shown in figure 5.

6. Conclusion

Making and utilizing secure communication strategies for money related
exchanges is exceptionally critical for keeping private information secure from
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Figure S
Comparing the proposed secure communication protocol with existing protocol

online dangers that are getting more intelligent all the time. This ponder appears
a solid structure that employments progressed encryption strategies like AES,
RSA, and HMAC to secure the protection, security, and legitimacy of
information. In terms of speed, effectiveness, and scale, the recommended
convention is way better than current choices like TLS, IPSec, and SSL for
encryption and interpreting. The convention moves forward security whereas
utilizing as few assets as conceivable by utilizing way better encryption
strategies and effective key sharing instruments. The comes about appear that
the convention works well to ensure money related exercises, which makes
individuals believe advanced money related frameworks indeed more. More
work may be exhausted the longer term to form the framework work superior
with new instruments and see on the off chance that it can be utilized in more
circumstances. In general, this ponder makes a huge contrast within the
progressing work to keep monetary intelligent secure in a world that's getting to
be more advanced and connected.
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