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Abstract
Traditional cryptographic methods are in big danger from quantum computing, 

which could make blockchain networks less safe. This essay looks at how to make and use 
quantum-resistant encryption methods that work in blockchain settings. First, we look at 
how vulnerable current cryptographic methods are to quantum attacks. This appears how 
vital it is to discover alternatives that are not influenced by quantum assaults as before long as 
conceivable. At that point, we see at distinctive post-quantum cryptographic strategies, such 
as hash-based, code-based, and lattice-based cryptography, and judge how well they can be 
utilized in blockchain frameworks. The most center is on the issues that come up in genuine 
life and the trade-offs in execution that come with these quantum-resistant calculations. 
These incorporate key estimate, handling speed, and the capacity of the organize to develop. 
The strategies we’ve come up with are implied to create blockchain more secure whereas still 
working well. We put a few strategies to use in a test blockchain and test them within the 
genuine world to see how they influence exchange speed and delay. Agreeing to the comes 
about, quantum-resistant calculations can be utilized in blockchain systems, indeed in spite 
of the fact that they include a few additional work.

Subject Classification:  68M25.

Keywords: Quantum-resistant cryptography, Blockchain security, Post-quantum algorithms, 
Lattice-based cryptography, Hash-based cryptography, Quantum computing threats

1.  Introduction

Cutting edge encryption frameworks, which are basic for securing 
advanced messages and information security, are confronting issues that 
have never been seen some time recently since quantum computing is 
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progressing so rapidly [1]. Blockchain systems are secure since they utilize 
conventional secure strategies like RSA and elliptic-curve cryptography 
(ECC) to form beyond any doubt that exchanges are private and genuine 
[2], [3]. But the rise of quantum computing might debilitate these security 
measures since quantum algorithms like Shor’s calculation may well be 
able to break the encryption frameworks that are as of now in utilize [4]. 
Since of this shortcoming, quantum-resistant encryption strategies must 
be made to ensure blockchain systems from these sorts of dangers in a 
world after quantum computing [5]. This paper talks approximately how 
to construct and utilize quantum-resistant security arrangements in 
blockchain frameworks to meet the squeezing require for such 
arrangements. We see into distinctive post-quantum cryptographic 
strategies, such as hash-based, code-based, and lattice-based cryptography, 
to see in the event that they seem supplant or include to current 
cryptographic guidelines in blockchain systems [6]. Utilizing these 
quantum-resistant strategies together comes with its claim issues, such as 
the require for more computing control and conceivable impacts on 
exchange speed and delay [7]. We need to deliver you valuable data 
approximately how conceivable it is to utilize quantum-resistant 
calculations in real-life blockchain frameworks by looking closely at these 
variables [8]. Additionally, it lays the groundwork for the development of 
blockchain systems that are safe, robust, and future-proof, and that are 
capable of defending against attacks from both classical and quantum 
computers. 

2.  Threat Assessment and Analysis

This test and ponder are implied to completely get it the blockchain 
network’s security needs and the conceivable perils that quantum 
computing might cause. This requires a careful consider of the current 
cryptographic strategies, like RSA and ECC, which depend on dubious 
math issues such as numbers factorization and elliptic bend discrete 
logarithms. Existing security strategies are frail since quantum calculations, 
like Shor’s calculation, can illuminate these issues much quicker than 
standard calculations [9]. We think that a cryptographic algorithm’s 
security level (S) is related to its key length (k) and how well it can guard 
itself against quantum dangers, which are given by

0( ) ( ) (1)kS k f t dt= ∫
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Where, f(t) is the work that appears how security is diminishing. We 
discover out how frail show calculations are and how imperative it is to 
have quantum-resistant alternatives by looking at these models [9]. Based 
on this numerical premise and the system architecture depicted in figure 
1, the appropriate cryptographic techniques will be selected in the ensuing 
steps. 

3. Selection of Quantum-Resistant Algorithms

The main goal is to find and evaluate encryption methods that can 
protect against quantum threats. We will examine various post-quantum 
cryptography techniques in this step, including hash-, code-, and lattice-
based algorithms [10]. Equation (1) illustrates the Shortest Vector issue 
(SVP), a lattice-based cryptography issue. Its goal is to find the smallest 
non-zero vector in a lattice. The following expression shows how hard 
SVP is:

  {0}( )   | | (2)v LSVP L min v∈=

where L is the lattice and | |v  denotes the Euclidean norm of vector v. 
Because this problem is so hard to solve, quantum attacks are not thought 
to be able to hurt it. In hash-based cryptography, the security is often 
judged by how unlikely it is that two hash functions will match. The 
chance of finding two different inputs x and x’ such that ( )  ( ) H x H x′=  for 
a hash function H is shown by

Figure 1
System Architecture of Quantum-resistant Cryptographic Proposed Model
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ncollisionP ≈

where n is the output length of the hash function. 

Algorithm:

Step 1: Key Generation

  Choose  , and random vectors  ,  n m m nq q q
A s e×∈ ∈ ∈  

Generate a random matrix A and vectors s and e, where n and m are 
dimensions, and q is a large prime modulus. These are used to create 
the public key.
Step 2: Public Key Computation

   ·    b A s e mod q= +

Compute the public key b by performing matrix-vector multiplication 
and adding the error vector e, all modulo q.
Step 3: Encryption

( )1 2 1 2 2
( , )   ·   ,  ·     ·  qc c A r e b r e modqm  

  
= + + +

For encryption, choose a random vector r and error vectors e_1, 
e_2. Encrypt the message μ (where μ ∈  {0, 1}) using matrix-vector 
multiplication and error addition, ensuring all computations are modulo 
q.
Step 4: Decryption

2 1

2

  · 
 2q

c s c
modm  

  

 −
 
  

′ =

Decrypt the ciphertext by subtracting the product of s and c_1 from c_2, 

and then dividing by ./2q    Round the result to the nearest integer to 
recover μ.
Step 5: Error Correction

       

  { 
  0, if| _ 2   · _1|   / 4
  1, otherwise 
?

c s c q
m′′=

− <   
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Apply error correction to ensure accurate decryption by checking if 
the absolute difference is less than a threshold. If true, the message bit is 0; 
otherwise, it’s 1.

4. Quantum-Resistant Model:

The goal of Step is to create and study mathematical models for the 
chosen quantum-resistant security algorithms. For lattice-based 
cryptography, we use the following equation to describe the error 
distribution and the safety of methods like Learning with Errors (LWE):

( )    (3)Error x A s e= ⋅ +

where A is a matrix, s is the secret vector, and e is the error term that 
follows a Gaussian distribution. A common part of security analysis is 
handling the lattice reduction problem. This can be described using 
differential equations to show how to make the lattice base as good as it 
can be:

2 2  ( )   ( (4))i i
d
dt b t b tl=−   

where ( )ib t  is the basis vector at time t and l  represents the reduction 
rate.

In hash-based encryption, we check how resistant the hash function 
is to collisions by integrating over the hash space. If (H(x) is the hash 
function and Collision(H) is the chance of a collision, then the expected 
number of hash evaluations before a collision is:

22
0[ ]  (5)

n

collisionE Collisions P dx= ∫

The length of the result from the hash function is given by n. The 
security gaps and computing needs of quantum-resistant algorithms can 
be measured with these models. This helps with their real application in 
the blockchain network.

5. Result and Discussion

In the performance table, the original blockchain system is shown 
next to a system that uses quantum-resistant methods. This is because the 
safer cryptographic methods take more time, which causes the average 
delay per transaction to rise by 52%. There is a higher demand for 
processing power, as network resource usage, especially CPU usage, rises 
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by 33%. Also, the average block size goes up by 25% as shown in Table 1. 
This is probably because the key sizes get bigger and quantum-resistant 
methods add more data. Also, both encryption and decryption times get 
much longer. Encryption time goes up by 150% and decryption time goes 
up by 80%, showing that more complex calculations need to be done. 

​Table 1
Comparison of Performance metric of Blockchain Methodologies

Performance Metric Original 
Blockchain

Blockchain with 
Quantum-Resistant 

Algorithms

% 
Change

Average Latency 2.5 3.8 +52%
Network Resource 
Utilization 

60% 80% +33%

Average Block Size (MB) 1.2 1.5 +25%
Encryption Time 10 25 +150%
Decryption Time 15 30 +100%

 

                                   (a) 	                                                                 (b)
Figure 2

Representation of (a) Comparison of Performance Metric (b) Compares metrics 
between the Original Blockchain and the Blockchain with Quantum-Resistant 

Algorithms

The efficiency measurements of the original blockchain are shown in 
Figure 2 (a), along with those of the blockchain that uses quantum-resistant 
algorithms. The line shows the numbers for each measure along with the 
percentage change that goes with them. This shows how adding quantum-
resistant methods affects the performance of the system, comparison of 
model illustrate in figure 2 (b).



1688� S. DESHMUKH ET AL.

Table 2
Comparing the security and performance of quantum-resistant algorithms

Metric
Traditional 

Cryptographic 
Methods

Quantum-
Resistant 

Algorithms

% 
Change

Security Level Low High +100%
Encryption Time 10 25 +150%
Decryption Time 15 30 +100%
Transaction Throughput 100 75 -25%
CPU Utilization (%) 60% 80% +33%
Memory Usage 500 650 +30%
Block Size (MB) 1.2 1.5 +25%

The table 2 shows how standard security methods and quantum-
resistant algorithms stack up in a number of different ways. According to 
quantum resistance, the level of security gets a lot better with quantum-
resistant algorithms, going up by 100%. But this higher level of protection 
comes with some costs. 

Figure 3
Representation Comparison of Performance Metric

The times for encryption and decryption go up by 150% and 100%, 
respectively, which means that the computations are more complicated. 
The amount of memory and CPU used goes up by 33% and 30%, 
respectively, showing that more resources are needed. The block size goes 
up by 25%, mostly because the cryptographic data is bigger. Notably, the 
key size for quantum-resistant methods is much bigger than usual. 	
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The figure 3 shows how standard security methods and quantum-
resistant algorithms compare in terms of performance across a number of 
different measurces. Notably, quantum-resistant algorithms improve 
security significantly, but they also need more computing labor, as shown 
by the fact that encryption and decryption take longer, transaction speed 
goes down, and the CPU is used more. 

Quantum-resistant methods also use more memory and have bigger 
blocks, which shows that they need more resources, comparison of 
cryptographic model shown in figure 4. This picture shows the trade-offs 
between more security and a system that works well.

6.  Conclusion

Adding cryptographic methods that can’t be broken by quantum 
computers to blockchain networks makes them very immune to new 
threats that come from quantum computers. Using these methods makes 
security better and protects the long-term safety and privacy of data. But 
this higher level of security comes with some big costs, like slower 
transaction speeds, longer wait times, and more resource use. Even with 
these problems, deliberate use of quantum-resistant ways is necessary to 
make blockchain systems ready for the future. The results show that more 
study and development is needed to find the best mix between security 
and speed. This will allow for safe and effective blockchain networks in 
the years after quantum computing. This work lays the groundwork for 
safe blockchain systems to keep getting better.

Figure 4
Comparison of Cryptographic Methods
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