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Abstract

Power systems have become more efficient, reliable, and sustainable as smart grids are
increasingly integrated into them. Developing innovative security solutions is often required
to counter evolving cyber threats because traditional security mechanisms lack real-time
protection. The purpose of this paper is to propose a blockchain-based hybrid optimization
approach for enhancing smart grid security and resilience. To improve decision-making,
resource allocation, and attack mitigation, the framework incorporates artificial intelligence
(AI) to detect anomalies in real-time, blockchain technology to store unrestricted data,
and a hybrid optimization algorithm to make decisions in real-time. Adaptive Vulture
Optimization Algorithm (AVOA) and Convolutional Neural Networks (CNN) combine to
reduce computational overhead and maintain detection accuracy effectively. According to
the proposed approach, which is compared to existing models, including ML-ID, HHT,
and THD, it achieves superior performance, with a detection rate of 99.17%, a reduction in
computation time, and enhanced scalability. These results demonstrate that Al-Blockchain
hybrid frameworks are effective in protecting smart grids against emerging cyber threats,
making them a reliable and scalable security solution.

Subject Classification: 93E10, 94A13.

Keywords: Smart grid security, Al-driven cybersecurity, Blockchain-based security, Hybrid
optimization algorithm, Anomaly detection in IoT.

1. Introduction

Through smart grid adoption, modern power systems have become more
efficient, reliable, and sustainable. It should be noted, however, that IoT devices,
automation, and advanced communication networks have also presented
significant cybersecurity challenges for smart grids. Power grids are at risk of
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being compromised by cyber threats like data breaches, malware attacks, and
unauthorised access [1]. Cybersecurity mechanisms are often unable to provide
real-time protection due to cyber threats that are constantly evolving. A
blockchain-based hybrid optimisation approach based on Al for smart grids is
proposed to address these challenges. An integrated framework that integrates
artificial intelligence (AI), blockchain technology, and hybrid optimisation
algorithms enhances data integrity, security, and system resilience[2]. Al-based
threat detection makes it possible to monitor and detect anomalies in real time,
while blockchain ensures tamper-proof data storage and decentralised data
security. As a result of the hybrid optimisation approach, smart grid
environments are able to make better decisions, allocate resources, and mitigate
attack strategies significantly more effectively.

There has been a significant transformation in the energy market due to a
sharp increase in electricity demand and the need to reduce greenhouse gas
emissions. In the future, fossil fuel-dependent power systems will increasingly
integrate renewable energy sources (RES) into their power generation systems,
which will pose a challenge to grid stability. Achieving these goals requires the
integration of technologies, such as smart grids, distributed generation, storage,
and electric vehicles (EVs). Produced and consumed energy usage can be
monitored, automated, and communicated in real-time with the help of SGs,
improving energy management and reliability. The decentralisation of power
and reduction of transmission losses are two advantages of distributed
generation [3]. Achieving system flexibility by advancing EV infrastructure and
energy storage technologies is essential to managing renewable energy sources'
intermittent nature [4], [5]. However, the transition would not be complete
without cybersecurity. A growing number of cyberattacks threaten energy
systems as a result of digitisation and interconnection, posing a threat to
disruptions and damage to the infrastructure [6].

2. Related Work

Due to the rapid expansion of smart grid technologies, energy efficiency,
reliability, and renewable energy integration have improved dramatically. Smart
grids, however, have also become vulnerable to new vulnerabilities as a result of
digital transformation, especially in the realm of cybersecurity. Machine
learning has become increasingly important in safeguarding against
sophisticated cyber threats as smart grid infrastructure becomes more complex.
Recent studies have shown that machine learning algorithms can detect, prevent,
and mitigate cyber-attacks in smart grids by using data analytics and real-time
monitoring. As part of this section, existing literature on the role machine
learning plays in securing smart grids is systematically reviewed, identifying
current research trends, challenges, and future directions. A comprehensive
understanding of machine learning's potential impact on cybersecurity in smart
grid systems is gained through the integration of insights from prior studies. Al
in the SG system can be used to address the above cybersecurity issues [7].
Artificial intelligence is based on a variety of mechanisms, including machine
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learning (ML) and reinforcement learning (RL) [8]. With Al and ML, SG
improves security processes and assists security analysts in identifying,
prioritising, responding, and remediating new threats faster. An intrusion
detection system has been proposed by Oliveira et al. in this regard. To detect
intrusions, the author evaluated different machine learning models, including
random forests (RF), multilayer perceptrons (MLP), and long-short-term
memories (LSTM) [9]. Kalman filters are used to detect false data injection
attacks [10]. XGBoost (extreme gradient boosting) is then used to develop an
advanced approach for attack classification. The next step is to apply a
reinforcement learning approach to detect online cyberattacks [11].

3. Proposed Methodology

This paper uses two types of datasets.

Network Traffic Data: Simulations of normal and anomalous network
traffic within cognitive cities are carried out using datasets like [12]. Cyber
threat detection models rely on these data to train and test.

Blockchain Transaction Data: A cognitive city uses blockchain
transactions from the [13] as its basis for simulating blockchain transactions.
The data helps test the ability of the blockchain to maintain data integrity and
transparency and support secure communications and transactions.

3.1. Feature extraction and feature selection

This technique is described in detail in Extraction of URL features using
the Ngram method [14-19]. Extractions of URL information are combined with
data set features like UCI. After selecting the basic features, the next step is
feature selection. Every feature vector in the proposed approach has either one
or zero elements. When a feature number equals zero, it is not selected;
otherwise, if it equals one, it is selected. A matrix of equations is proposed to
represent each feature vector (8). Vultures or feature vectors are represented by
n in this matrix. Because the UCI data set contains 30 features, Equation (1)
describes the matrix. Feature vectors or vultures are the initial populations in
these equations.

[ Py e Pij Pia1 Pig
Ppy o Pz,j Pya-1 Py,d
b W
Pn—1,1 Pn—l,d—l Pn—l,d
Pn,l Pn,j Pn,d—l Pn,d
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In the proposed method, feature vectors are evaluated using an objective
function, which can be done using Equation (3):
|1P;]
llall

Cost(P;) = a.%. (Y =Y)2+ . 3)

It is determined that nil M. (¥, —Y))? is an index of phishing attack
detection errors and % is a measure of how much the dimensions of the
collection have been reduced.

The coefficients of alpha and beta are usually combined into one, with
alpha being assigned randomly and beta being determined by alpha. Equation
(4) led to the formulation of an objective function:

Cost(P) = a. 2. ST, (T, — ¥)? + (1 - a).|||PTi|||| “)

As in the Equation and objective function, ¥; and Y; represents the value of

the class and the value predicted for the page type. There is a code 1 for
phishing and a code 0 for legal pages. A data set has a number of columns, or

primary features that make up the feature vector | |P;| |

A proposed method for evaluating phishing attacks requires m samples. In
general, feature vectors that minimise this objective function are considered
optimal. Below are some defaults of the AVOA algorithm:

e  Each stage of a vulture's life is devoted to finding the best prey or solution.

e  One time the algorithm is run, two groups of vultures are selected. As far
as vultures are concerned, there are two kinds: the most worthy and the
second most worthy, and the weakest vultures are in the other category.

e  Each group finds food differently, and they are also capable of finding food
in different ways.

e  According to the AVOA algorithm, vultures' search and flight energy are
reduced by hunger. A local search for food involves them moving toward
the prey in order to compete with two vultures near the food.

e In the absence of food, vultures behave aggressively and stay away from
prey. Almost the entire problem space is covered and explored here, and an
exploratory global search is conducted.

For simplicity, we assume a 50% chance that a vulture-like X; would move
toward one of the two optimal vultures [15]:

— _Fi

I% i Zznzl F; (5 )

A vulture's fitness F; is calculated by comparing it with a vulture-like p;,

and a vulture's probability of choosing an optimal vulture for the population is
calculated by P;. Vultures are optimised as they are less hungry, less aggressive,
and fly more because they have more access to food, according to the vulture
algorithm. Hunger makes vultures more aggressive and willing to fight for food
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and makes them more determined to succeed. A vulture moves according to one
of two suitable solutions at random. As vultures increase their hunger and
decrease their satiety, equations (6) and (7) are applied to model their behaviour
[15]:

. T iter T iter
t=hx (Slnw (E x Maxlter) + cos (; x Maxlter) - 1) (6)
F=(2xrand+1)xz(1—%)+t 7)

The vulture algorithm aims to have solutions searched locally over time
rather than globally. In the Vulture algorithm, this issue requires vultures to fly
toward two optimal vultures in order to fight. A measure of vulture satiety is
based on the F function. According to the algorithm's repetitions, the population
will attempt to find an optimal local search solution, which will result in a
decreasing routine during the last iteration. These equations have two variables:
iter and Maxlter. Iter represents the number of iterations in the AVOA
algorithm. The value of t in these equations varies from 0.5 to 1, depending on
the situation, according to a random step generation function for flight. With
increasing t, F deteriorates, and iterations decrease. As a result of two iterations
of the AVOA algorithm, BestVulturel and BestVulture2, two optimal solutions
are produced each time. With the global search mode, a vulture roams anywhere
in the problem space, since it has expressions |F| > 1. For vultures that have
random numbers smaller than p; Equation (8) will be used for vultures whose
random numbers are greater than p;Equation (16) will be used [15]:

P(i+1)=R{E)—-D@{) xF 8)
D@ =X xR — PO ©
A vulture's current location is P(i), a vulture's new location is P(i + 1),

and RI represents a random location, including BestVulturel and BestVulture2,
and i is the algorithm's repetition counter [15]:
P(i+1) =R(i) — F + rand(ub — lb).rand + lb) (10)

In terms of feature space or optimisation problems, upper and lower
bounds are referred to as "ub" and "Ib", respectively. It is possible that a hungry
vulture will |F| < 1, which leads to two possible scenarios. |F| = 0.5 has
shown some local search results in this instance.

When |F| = 0.5, there are two states: if p2 is less than p2, Equation (11) is
applied, and if it is greater than Equation (12), Equation (12) must be applied
[15]:

P(i+1)=D(@) X (F +rand) — d(t) (11)
d(t) =R({) —P() (12)

A wvulture's Distance from Best Vulturel or BestVulture2 has been
calculated according to Equation (9). A hungry vulture attempts to fly towards
the second worthy vulture's side.

When Equations (13), (14), and (15) show that |F| = 0.5 and the casual
figure have increased significance over p2, the solutions are updated. [15]:
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Sy = R(0) x (M=) x cos(P()) (13)
S, = R(i) x (%;P(”) x Sin(P(i)) (13)
P(i+1) = R() — 222 (14)

The solutions are updated when |F| < 0.5 and a casual figure are less than
p3.[15]:

_ .\ _ [ BestVulture; XP (i)
Al - BestVulturel (L) (BestVulturele(i)Z) (15)
_ N BestVultureq xP (i)
A, = BestVulture, (l) (BestVulture2 xP(i)Z) F (16)
P(i + 1) = i) (17)

2
The solutions are updated when |F| < 0.5 and a casual figure are less than

p3 [15]:
P(i+1)=R@() —|d®)| X F X Levy(d) (18)

Levy(d) Vultures' distances from each other are represented by Levy(d)
and DT, respectively.
Vultures attack prey aggressively or the optimal search radius F.

Framework implementation

Using blockchain and artificial intelligence technologies in the simulated
cognitive city environment is a multi-step process for implementing the security
framework. As part of the blockchain layer, data exchanges and transactions are
recorded on a decentralised ledger. Designed to prevent unauthorised changes to
the data, this ledger is tamper-proof. With blockchain's cryptographic
techniques, data is secure and untampered with. Data is transformed into a fixed-
length string of characters using SHA-256 hashing, which makes it virtually
impossible to retrieve or alter the original data.

H(x) = SHA — 256(x) (22)

Modifying the data will generate a completely new hash, allowing
tampering attempts to be identified quickly. After that, machine learning models
are trained with synthetic data generated from the simulation environment,
which is then integrated with the Al layer. Using these models, network traffic is
monitored, anomalies are detected, and potential security threats are pinpointed.
A sophisticated machine learning algorithm is employed in the framework to
detect anomalies in traffic by comparing observed data points to their mean
value. An anomalous data point is immediately flagged as anomalous if it
exceeds a predefined threshold based on the standard deviation, prompting
further investigation and ensuring proactive security measures.

A(x) = Xilx —pul >0 (23)

Anywhere:
e A(x)isascore used to detect anomalies,
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e  There is a data point called x;
° In this case, m is the mean,
e  Specifies how much the standard deviation differs from the mean.

A layer of integration between the CNN and blockchain ensures the secure
transmission of data between the two components and the generation of alerts
when threats are detected. A smart contract is used to implement the integration
layer, which automates security processes. Based on the Hyperledger platform,
these smart contracts are written in Solidity. Data transmitted across the city's
networks will be encrypted and protected against interception and tampering by
the integration layer based on the blockchain's consensus mechanisms.

4. Results and Discussion

A performance comparison was conducted between the proposed approach
and state-of-the-art methods such as ML-ID, HHT, and THD [16], [17], [18]. It
outperforms existing approaches with a 99.17% detection rate. With CNNs and
AVOA, AVOA's scalability problem is effectively addressed. Figure 1
illustrates how this framework improves accuracy and efficiency.

Precision

Detection Rate:
100 - F1-Score

Accuracy

80

60

40

Comparative Study (%)

20

ML-ID HHT THD Proposed Model

Figure 1
Comparative study of the proposed approach with existing work.

Furthermore, a comparison was conducted between the proposed algorithm
and existing techniques to demonstrate how effective it is at reducing
computation time. As a result, ML-ID takes 8.55 seconds, HHT takes 6.44
seconds, and THD takes 4.63 seconds, respectively. This technique, however,
achieves significantly lower processing times of 2.32 s, proving its superiority
over conventional methods as shown in Figure 2.
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Flgure 2
Comparative analysis with computational time (sec) versus existing work
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A comparison of the proposed method's training time with existing
approaches is presented in Figure 3. Training time is significantly reduced with
the proposed approach, according to the results. Training times for ML-ID,
HHT, and THD are respectively 115, 160, and 125 seconds, while the proposed
method requires just 25 seconds, demonstrating its effectiveness.
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Comparative analysis in terms of training time.

The proposed model outperforms existing approaches in terms of
performance. AVO was combined with well-established optimisation
algorithms, such as the Squirrel Optimization Algorithm (SOA), Spider Monkey
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Optimization Algorithm (SMOA), African Buffalo Optimization Algorithm
(ABO), and Ant Lion Optimization Algorithm (ALO), to evaluate the
effectiveness of integration. In Figure 4, the proposed model is shown to be
more efficient when compared with the other.

I Precision|
|

Comparision of Different optimization (%)

SOA SMOA ABO ALO Proposed Model

Figure 4
Comparison of the difference optimization versus the proposed model.

In comparison to the proposed work, other approaches require a much
longer training period. ABO, ALO, SOA, and SMOA take 6.83, 5.85, 6.4, and
7.1 seconds, respectively. It is estimated that the proposed model will be trained
in 2.32 seconds, which is less than any of the other options, as shown in Figure
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Figure S
Computational time (sec) versus proposed approach.
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5. Conclusion

As part of this study, we introduce a hybrid optimisation framework
combining Al with blockchain in order to address cybersecurity challenges
associated with smart grids. In this model, artificial intelligence is used to detect
anomalies, blockchain is used for data integrity, and AVOA is used for
optimising decision-making. Based on performance evaluations, it is confirmed
that the proposed method is more accurate at detecting patterns (99.17%), takes
significantly less time to compute (2.32s), and has a better training efficiency
than conventional techniques. Furthermore, a comparison with existing
optimisation algorithms (SOA, SMOA, ABO, and ALO) indicates that the
proposed approach is more scalable and computationally efficient. Smart grids
can be secured more robustly, scalable, and proactive with this model, which
integrates artificial intelligence, blockchain technology, and advanced
optimisation techniques. In the future, quantum-resistant cryptography and
federated learning models may be investigated to improve the adaptability and
resilience of cyber systems.
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