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Abstract  
An encryption system needs unpredictability and randomness property to 

maintain information security during transmission and storage. Although chaotic 
maps have this property, they have limitations such as low Lyapunov exponents, 
low sensitivity and limited chaotic regions. The paper presents a new improved 
skewed tent map to address these problems. The improved skew tent map 
(ISTM) increases the sensitivity to initial conditions and control parameters. It 
has uniform distribution of output sequences. The programs for ISTM chaotic 
behavior were implemented in MATLAB R2023b. The novel ISTM produces a 
binary sequence, with high degree of complexity and good randomness 
properties. The performance of the ISTM generator shows effective statistical 
tests and correlation values near to zero, meaning no repeatability, and more 
random-like behavior. A comparison of ISTM and other chaotic maps was 
presented which shows the proposed map has greater Shannon entropy, wider 
chaotic area, higher Lyapunov exponents and it is appropriate for encryption 
algorithms and hash functions based on chaos. 
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1. Introduction  
Many recent studies have focused on creating hash functions and 

cryptographic algorithms based on digital chaos as a result of their close 
relationship with these techniques [1] and [2]. In security applications, chaotic 

http://www.tarupublications.com
http://dx.doi.org/10.47974/JDMSC-2267


1292� R. K. SALIH AND A. A. AUBAD

trajectories are frequently used by algorithms as pseudo random number 
generators (PRNGs) [3] and [4]. However, due to their finite precision 
calculation, the chaotic one-dimensional maps do not exhibit ideal chaotic 
behavior, so they exhibit degraded chaotic properties, including reduced 
complexity, greater correlation, short chaotic range, poor path distribution, and 
reduced computational randomness [5]. The skew tent map (STM) is regarded as 
one of the 1- dimensional piecewise chaotic map that demonstrate limited and 
weakness chaotic behavior [6].  

In this paper, we introduce a new Improved Skew Tent Map (ISTM) that 
overcomes the limitations and weakness of the classical STM by enhancing 
sensitivity to initial conditions and parameters, expanding the chaotic range, 
achieving higher Lyapunov exponents, stronger bifurcation properties, and near-
maximum Shannon entropy (≈8). The pseudorandom numbers generated by 
ISTM were evaluated using linear complexity, NIST randomness tests, and 
correlation analysis. Comparative studies show that ISTM exhibits superior 
randomness and robustness against brute-force attacks, making it highly suitable 
for cryptographic applications and hash functions-based chaos. 

This work is ordered as: Section 2 offers on some previous works. 
Section3 describes the STM while the novel proposed ISTM is presented in 
section 4. Section 5 covers the chaotic behavior of ISTM. Section 6 discusses 
ISTM design as PRNG and presented the security analysis of the suggested map. 
Finally, Section 7 provides the concluding remarks of the paper. 

2. Related Work 
Hua et al. [7] presented a simple structure to generate many novel 1D 

chaotic maps which construct of two maps: the first is utilized as a primary map, 
while the second works as control functions map. It has more intricate 
structures. Alawida, Samsudin, and Teh [8] created a hybrid chaotic system 
(HCS) by utilizing combination and cascade methods as a nonlinear chaotic 
function. Aouissaoui et al. [9] introduced two new 1-dimensional chaotic 
systems: cubic-tent map (CT) and altered sine logistic tent map (ASLT) by 
combining simple classical chaotic maps to achieve a wider range of chaotic 
behaviour. Lawnik and Berezowski [10] presented the dynamical map M-map 
with a chaotic area ranging from [0.25,0.5]. Umar, Nadeem, and Anwer [6] 
presented a novel chaotic system depending on the STM utilizing the sine 
function, with chaotic area [-1, +1)- {0}. In our work, ISTM achieves a balance 
of complexity and efficiency, as shown in Sections (5) and (6), where it exhibits 
a significantly wider chaotic range and outperforms existing chaotic maps. 

3.  Skew Tent Map 
The skew tent map (STM) described by equation (1) is a piecewise one-

dimensional linear function which generates real numbers within [0,1]. The 
main problem with STM is that the chaotic region (0,1) is small in size, if the 
parameters or initial values are not chosen carefully, this causes chaos 
cancellation [6].  



A NOVEL IMPROVEMENT OF SKEW TENT MAP� 1293

       {
  
           

    
                   where     (   )                      (1) 

4. The Novel Improved Skew Tent Map (ISTM)  
This section offers a novel 1D piecewise complicated map based on STM 

to overcome the clutter limitation of STM. The mathematical representation of 
improved skew tent map (ISTM) is illustrated in equation (2). 
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where x0 is the initial value. In ISTM the control parameter r is expanded from 
(0,1) to   (    )  (   )  (   ) .The suggested function   [   ]  [   ] 
maintains chaotic behavior, avoiding convergence to periodic or non-chaotic 
states. Figure 1 depicts the ISTM dynamics with 105 iterations. 
 

 
Figure 1 

Phase plot of ISTM with x0 = 0.1 when (a) r = 999 and (b) r = -10000 

5. Analysis of Chaotic Behaviour 
To evaluate the chaotic features of the ISTM, its performance and behavior 

were analyzed and compared with the classical STM as shown in Figure 2, and 
with other currently 1D chaotic maps as shown in Table 1, highlighting its 
effectiveness. 

5.1 Bifurcation Diagram 
The control parameters in chaotic systems define the chaotic behaviour. 

The STM has a small range of control parameters [6] as illustrated in Figure 
2(a). The bifurcation figure of the newly suggested ISTM, offered in Figure 
2(b), reveals that the ISTM exhibits chaotic behaviour over a much wider range 
of control parameters, specifically   (    )  (   )  (   ). Additionally, 
the ISTM uniformly covers the full phase space of its state variables, meaning it 
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has a consistent data distribution along (0, 1). In PRNGs, a wide area of chaotic 
parameters supplies strong protection and resistance against brute-force attacks. 

5.2 Lyapunov Exponent (LE)  
The classical STM shows a narrow range of positive Lyapunov Exponent 

(LE) values (Figure 2(c)). In the proposed system, the LE was computed using 
equation (3) [7] with the results presented in Figure 2(d). The LE remains 
consistently positive and high across the entire parameter range   (    )  
(   )  (   ). In contrast, the classical STM and other chaotic maps exhibit a 
narrow range of positive LE values and chaotic region than ISTM as seen in 
Table1, where the LE of ISTM increases as the control parameter   increases. 

          
 
 ∑   ( | ́(  )|)   

        (3) 

where λ is the LE, n is the total number of iterations and  ́(  ) is the derivative 
of the map function f(x) in equation (2).  

 

 
Figure 2 (a-f) 

Chaotic Behavior Comparison of STM and Improved STM 
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5.3 Sensitivity of ISTM to Initial Values and Parameters  
An ideal chaotic map ensures that even small changes in initial values 

cause a significant variance in the outcome sequence [6]. To scale the sensitivity 
of the new ISTM, small change was applied to the initial value, resulting in two 
distinct trajectories for each them. Figure 2(e) shows the trajectories created by 
both initial values                         with a fixed control 
parameter r =9798 for ISTM. The ISTM trajectories in Figure 2(f) start to 
diverge from the beginning while the trajectories of the STM in Figure 2(e) do 
not start to diverge until iterations 50. In ISTM even teeny changes in the initial 
values cause noticeable differences in the generated sequences, underscoring the 
chaotic nature of this map.  

5.4 Cobweb Diagram 
A cobweb diagram is a graphical tool utilized to analyze the qualitative 

behavior of one-dimensional iterated functions [6]. Figure 3(a) presents cobweb 
plots of ISTM for  0 = 0.1and   = 999 which indicates that the trajectories do not 
coincide, reflecting the high performance of it. 

5.5 Sequence Distribution Analysis 
A histogram represents how often each element occurs within a sequence 

of numbers. To assess our PRNG, we generated a sequence of 106 numbers 
using ISTM in equation (2) and evaluated its uniformity through the histogram 
shown in figure 3(b). By dividing the interval [0,1] into 256 bins, the ideal 
probability per bin was approximately 3906.25. The histogram's average 
expected count of 3096.2 is close to the ideal, indicating the ISTM generates a 
uniform distribution, providing strong resistance to statistical attacks. 

 

 
Figure 3 

(a) Cobweb diagram of ISTM and (b) The ISTM histogram for r = 999 and x0=0.1 

6. ISTM Design for Pseudo Random Number Generation 
 Chaotic maps show strong potential for PRNG design as many chaos-

based cryptosystems and hash functions use chaotic systems for key generation 
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and boosting randomness. Although directly using chaotic maps as a PRNG may 
not be the optimal design approach, this work aims to demonstrate the ability of 
the ISTM when used directly to generate pseudorandom numbers. For this 
purpose, the threshold function  (  ) shown in Equation (4) was used to 
generate binary sequences from ISTM and the security analysis was performed 
to ensure its robust effectiveness in generating pseudo-random sequences as 
illustrated below.   

     (  )  {          
                (4) 

6.1 Shannon Entropy 
Shannon Entropy (SE) is a metric utilized to evaluate the randomness of a 

sequence. A good PRNG should generate sequences that are highly 
unpredictable, but still deterministic. We calculated the SE by using equation 
(5), for different control parameters   (    )  (   )  (   ) and 104 time 
series. Figure 4(a) illustrates the SE values for ISTM, showing that the proposed 
map exhibit significantly higher entropy values compared to other maps. The 
comparison of the ISTM with other existing chaotic maps is presented in Table 
1 highlighting the proposed map's effectiveness in terms of LE, chaotic regions, 
and the mean SE values. Notably, the SE values for the ISTM are approximately 
equal to ideal value 8. 
      ∑         (  ) 

    ,  (5) 
where pi is the probability with which the trajectory visits the ith subinterval and 
n is the total number of subintervals.  
 

Table 1 
The comparison of ISTM and other chaotic maps with respect to their maximal LE 

and chaotic regions. 

Reference Chaotic 
Map Chaotic Region Max. LE Mean SE 

[9] Logistic [3.57, 4] 0.6930 0.9222 
[7] Tent map (1,2] 0.6931 2.8827 
[7] Sine map [0.867,1] 0.6850 5.0725 
[7] TCT [0,2] 0.6504 7.8044 
[9] ASLT map [0,4] 0.6995 7.9158 
[9] Cubic-Tent [0,4] 1.0373 7.7239 

[10] M-map [0.25,0.5] ln (2) - 
[6] M-STM [-1, +1)- {0} 15.98 - 
[6] STM (0, 1) 0.6951 7.8162 

Our work ISTM (    )  (   ) 
 (   ) 

    
        7.9769 
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6.2 Linear Complexity (LC) 
A sequence of length (n) should have a linear complexity that is nearly 

equal to half its length (n/2) in order to be as random as possible. We measured 
the LC of many PRNGs with varying sequence lengths using the Berlekamp–
Massey method [11]. Figure 4(b) offers the LC of binary sequences generated 
by the proposed ISTM using equation (4) for different lengths. Hence, the 
results indicate that the LC is too close to n/2 and it increases steadily. 

 

 
Figure 4 

(a) Entropy analysis of ISTM and (b) Linear complexity of ISTM 

6.3 NIST Statistical Suite Tests 
The NIST suite includes 15 tests designed for assessing the randomness for 

binary sequences [12]. For the NIST tests, the input sequences were derived 
from 100 different ISTM binary sequences, each with a length of 106 bits. All 
tests produced P-values greater than 0.01, indicating that all 15 NIST 
randomness tests were successfully passed. 

6.4 Correlation Test 
To quantify the relationship between two chaotic paths, the correlation 

value is calculated as described in equation (6). In our tests, the correlation 
values were generated by introducing tiny changes in initial values x0 and 
parameters r with 1000 iterations and 500 number sequences is shown in Figures 
5 (a) and (b), respectively. It is clear from both figures and Table 2 that the 
correlation values of the ISTM are very nearly to zero which means there is no 
relationship between two trajectories. Table 2 compares the average correlation 
values with those from other chaotic maps.  

                     ∑    ∑   
    ∑   

   
 
   

√( ∑    (∑   
   )  

   ) ( ∑    (∑   
   )  

   )
     (6) 

where N is the length of each sequence, x and y are the elements of the two 
sequences. 
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Figure 5 

Correlation values of ISTM (a) For teeny changes in parameters r where x0=0.1 and 
(b) From small changes of initial conditions x0 where r = 999. 

 
Table 2 

Correlation values comparisons for different chaotic maps 

Reference Chaotic Map 
Mean correlation for 
small change in x0. 

Ideal value (0) 

Mean correlation for 
small change in r. 

Ideal value (0) 
[7] Logistic map 0.07735 0.04012 
[7] Sine map 0.1192 0.01236 
[7] Tent map 0.04755 0.11597 
[8] Logistic-G 0.000429 - 
[7] TCT map -0.015292 -0.008228 
[8] Sine-G 0.000510 - 

 STM 0.000975 0.015677 
Our work ISTM 0.000286 0.000327 

7. Conclusions 
This work presented a new improved of the skew tent map (STM), called 

(ISTM). The proposed map overcomes the limitations of the classical STM, as 
demonstrated in Section 5. The STM exhibits better randomness and higher 
sensitivity to initial conditions. Furthermore, it has wider chaotic range, higher 
Lyapunov exponent and greater Shannon entropy compared to STM and other 
chaotic maps, as seen in Table 1. Statistical tests confirm strong randomness 
when using the ISTM as a PRNG where bits are directly extracted from its 
chaotic path to generate sequences. Experimental results from Table 1, Table 2, 
Figure 3, Figure 5 and correlation analysis show that the ISTM-based PRNG has 
superior statistical properties and produces independent sequences.  
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