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Abstract

Data transmission security has become a critical challenge in the age of the Internet
of Things (IoT) because of the increasing threats. To enhance data security in IoI-based
environments, this study introduces a hybrid cryptographic and steganographic approach.
Unlike cryptography, where data is encrypted to prevent unauthorized access, steganography
hides data inside innocuous media. In addition to encrypting sensitive information, the
proposed method hides it from potential attackers by combining these technologies. In
order to achieve superior security and scalability, a Variable Least Significant Bit (VLSB)
Substitution scheme is employed along with advanced cryptographic techniques. Comparing
hybrid methods to traditional methods, experimental results demonstrate that the hybrid
approach significantly reduces the number of altered pixels during data embedding. Smart
IoT' environments benefit from this dual-layer strategy by preserving data integrity and
confidentiality, making them more resilient and secure.
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1. Introduction

IoT has increased the need for data transmission security. As IoT devices
proliferate, so do cyber threats, making it imperative to develop robust methods
of protecting data integrity and confidentiality. An innovative solution involves
combining cryptographic techniques with steganography- a hybrid approach that
combines the strengths of both to create a stronger defence mechanism. With
cryptography, data remains unintelligible to anyone without the decryption key,
ensuring information remains safe from unauthorized access. The art of
steganography, on the other hand, conceals the existence of the data itself by
hiding it within seemingly innocuous carriers. As a result, attackers are unable to
detect or decipher sensitive information when these two technologies are
combined. It is a general term that refers to situations in which people, devices
with wireless recognition, sensors, embedded sensor-based small devices, and
everyday objects are connected to a network and can be computed. A two-level
data privacy enhancement is achieved by using the methodology above,
preventing data privacy loss during IoT data transmission. To ensure data
transmission in smart environments is secure, we recommend adopting an
integrated strategy combining cryptography and steganography [1].
Cryptography cannot, therefore, conceal encrypted data from prying eyes or
attackers. The use of cryptography in conjunction with steganography in IoT can
enhance the safety and security of data transmission since the data is completely
concealed within a host image. In the proposed security approach,
steganography would conceal transmitted information from attackers in the IoT
environment, thus improving security [2].

Security of confidential data has become increasingly important in today's
era, and steganography has proven to be an effective method for obtaining
secure data. [3]. A steganographic technique involves embedding processes to
hide secret data in messages, audio, images, and videos [4]. In order to prevent
malicious attacks on secret data, it is used [5]. The internet is becoming more
and more popular for exchanging data. Data security, therefore, plays a crucial
role in Internet data communication. By combining steganography and
cryptography, secure information can be provided [6]. Cryptography is used in
combination with steganography to enhance data security [7]. In terms of
information security, both methods are important [8].

A steganography method usually conceals a secret bit for every pixel in the
cover image. The steganography process has introduced different adaptive
embedding processes to deal with these issues. Steganography has been
modified to address these issues by introducing different adaptive embedding
processes. Cover images with adaptive embedding contain a variable number of
bits per pixel. Steganography security was therefore improved through these
adaptive techniques. Also, the edge pixels are not greatly affected by changes
during embedding. Encrypting and hiding information is possible by using
cryptography and steganography.
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2. Related Work

Scientists must conduct numerous investigations to guarantee the required
level of security as a result of this problem. It is possible to solve this problem
by combining encryption with hidden techniques. In many studies, it has been
recommended that encryption and hidden techniques be combined in one
system. These approaches have been defended in previous surveys on the
subject. Author [9] provides a comprehensive overview of approaches to
integrating cryptography and steganography systems. A combined
steganography and cryptographic technique was demonstrated and compared
[10].

Additionally, it illustrates how to obscure highly confidential messages to
avoid being intercepted. In a colour image, the author [11] proposes encoding
critical data at all levels of the RGB colour space using a new method based on
how humans perceive colours. For image steganography, [12] proposes a new
LSB technique. Two layers of security were applied by the author [13] in order
to hide critical data from personal computers.

There is a proposed LSB-based algorithm for image steganography [14].
For data concealment, a common bit pattern is used. The LSBs of pixels are
adjusted according to the pattern and message bits. The potential of this method
is limited. The vector quantization tables embed hidden secret messages,
increasing hidden capacity and stego size as a result [15]. It is possible to
encrypt and decrypt a private file using the random LSB implantation technique
by distributing secret message bits randomly among image bits [16]. During
transmission, secret messages could be protected by combining encrypting and
steganography techniques [17]. An additional paper describes a method for
embedding secret data at multiple levels using visual cryptography and
steganography [18]. Image pixels were minimized by half-toning during the
processing step. Through the use of visual cryptography, shares are hidden
within various cover images using LSB-based steganography. With the
combination of image steganography and cryptography, data can be secured in a
variety of ways. Our approach is discussed in this section by carefully
examining several methods.

A cryptographic, compression, and steganography method was proposed
by the author [19] to protect sensitive text data. Researchers found that
combining the methods outperformed using only LSB steganography. It is
recommended to combine RSA-Huffman, Run-length encoding, and DWT for
high-quality stego-images [20]. According to the experiments, the proposed
module was more reliable and storage-capable than other options. As a network
of interconnected devices, the Internet of Things (IoT) facilitates seamless data
transfer[21]. As a result of IoT devices' limited processing and storage
resources, ensuring data security remains a significant challenge. IoT data
protection has been improved through hybrid approaches that combine
cryptography and steganography techniques[22].
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3. Proposed Methodology
3.1. Image Encryption

By decomposing a hidden image into eight binary bit planes using the
VLSB method, the hidden image can be encrypted [23]. Based on this VLSB
method, non-negative decimal numbers D can be represented as
(by_1,.-- b1, by).

D =3Y7 b;. 27 = by.2° 4 by. 2" + -+ by 2™ (1)

In grayscale images, pixels are numbered from O to 255. The diffusion
stage is followed by confusion, while the confusion stage is followed by
diffusion. In this stage, we generate two binary key streams using. K; (Y, 61)
and then enter the diffusion and confusion stages.

Piecewise linear chaotic maps (PWLCM) are used to generate the key
streams. Here are the definitions of the PWLCM [24]:

yi/6 y; €10,6)

Vie1 = F(y]-,c?) ={(;—6)/(0.5-45) y; €[6,0.5) )

A PWLCM's initial condition is represented by y; € (0, 1) and the control

parameter is represented by § € (0,0.5). It is recommended that y, and &; be

set to their default values when encrypting a Hidden Image with a size of

M x N. Using the PWLCM map, the chaotic sequence or keystream Y =

{y1,¥2,...Yun}- is obtained by iteration M X N times. In order to convert y(j)
into y; (j), the following expressions are used:

Y; = mod(floor(Y x 10'*),256) 3)

Y is then decomposed into 8-bit planes using VLSB. Following this, it is

necessary to group these bit planes into two groups to get binary sequences. k;

and k,. As the bits are arranged from left to right in higher bit planes, they form
these groups.

3.2. Diffusion Stage
The diffusion stage involves the following steps:
1. The elements of P, should be added as follows:
S1=XE P () “
2. Obtain P;; by performing cyclic shift operations on P;. A right shift of S;
bits is applied to the elements in P; of the matrix.

3. Py the first element is encrypted with P;,previous element, and P, the first
element is encrypted with k, the first element, as shown below.

Q:() = PLi(N®P1 (G — DOP, (DK, () ()
4.  The elements Q; are listed below. Add them all:

S, = Z?:M{V Q; (]) (6)
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5. Calculate P, by performing a cyclic shift operation on P,. A right shift of
S, bits is applied to the elements in the matrix P,.

6.  P,, the first element is encrypted with P,,previous element, and P; the first
element is encrypted with k, the first element, as shown below:

Qz(]) = Pzz(f)@Pzz(f - 1)@Q1U)®k2(f) ™

3.3. Confusion Stage
When we are in the stage of confusion, we perform the following steps:
1. Asshown below, add all the elements in Q; and Q,

S3 =20 () + Q:() (3)

2. Use K,(zy, 6,). to generate keystreams Z; and Z,. As a first step, the value
a, is generated with the following expression

s
a, = mod(z, + 4M;'1) )

The generates a random sequence A ={ay,ay,..a,yy} using
PWLCM 2 x 4MN.

This results in a two-part sequence:
A; ={ay,ay, ... agun} (10)
Ay = {aun+1, Aun ) -+ Qamn 11)

This expression is then used to convert these sequences A; and A, into
integer sequences Z; and Z;.

Z, = mod(floor(4; x 10%),4MN) + 1 (12)

Z, = mod(floor(A, x 10'*),4MN) + 1 (13)

3. As shown below, swap the elements of Q; and @, to obtain the encrypted
row vector R4

temp = Q;(J) (14)

Q:() = Q(Z:() (15)

Q2(Z:())) = temp (16)

4. Using Q1 and Q2, swap the elements in Q2 to obtain the encrypted row
vector R2:

temp = Q2(j) 7

Q2() = Q:1(Z:(j) (18)

Q1(Zz(j)) = temp (19)

5. A cypher image is obtained by transforming the row vectors R, and R, into
M X N the image.

3.4. Salp Swarm Optimization Algorithm (SSOA) Based Adaptive Embedding
Image cover pixels range from 0 to 255. A steganography embedding

function establishes different parameter values for smooth and edge regions to

embed the secret image data. An objective function derived from SSOA [25] is
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used to obtain smooth and edge pixels for the embedding process (11—norm)
[26]. Objective functions represent edges as maximum values. The secret bit
values are encoded in the cover image via steganography embedding. It will be
different in this process if you have edges or smooth areas. After obtaining the
stego-image, we can proceed to the next step.

3.4.1. Edge/Smooth Block Localization

In this paper, an SSOA algorithm is proposed for localizing edges and
smooth pixels in the cover image by optimizing the objective function
(Manhattan Distance operator (12—norm)). SSOA mimics the natural swarming
behaviour of salps by using population-based optimization. Individuals begin the
SSOA by being randomly initialized. Leaders and followers make up the swarm
of Salps.

The edge/smooth block is localized by distributing m Salps randomly on
an image of size M X N. A 2-D representation of the swarm of m salps can be
seen in (20). This swarm is looking for the optimal threshold (i.e., food source)
in the search space named T. For edge detection to be optimal, we must
determine each agent's fitness following population initialization, as in (20). In
this case, the 11—norm is calculated by each salp in the SSOA. Manhattan
Distances are calculated from the centre pixel r to all 8 neighbours in the pixel at
(i,)) of cover image C to detect salps.

[511 sk sk

2 2 2

= %% 0)
lsp sy o sl

Edge pixels are determined by calculating the discrete derivatives of
adjacent pixels. When the objective function reaches its maximum value, there
is a greater chance that edges will occur.

f = Co-v.g-0 = | +|Ca-rp = 7| + |Cicrjur = 7] + |Citjory — 7]
+|Cigjeny = 7| + [Cijan = 7] + |[Csrjen — 7]
+ | Cirrj) — T| + | Clirrjr) — 7"| (21)

With the operator| - |, absolute values are obtained, while r represents the
position (i, j) within the cover image C where the latest salp appears.

In the best search agent competition, salps are ranked based on their
fitness. According to SSOA, the leader particle's location is computed as
follows:

Ty+e ((B)—B)es +B]) &5205

sl —

j (22)

Ty— e ((B)— B)es +B]) &5<05
Position V«ectorsSj1 and T; represent the leader and food source,

respectively. Bé and BLj represent upper- and lower-bounds.
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Random values between 0 and 1 are &, and €5. The important parameter €1

can be calculated using the expression below

4n )Z

& = 2e‘(Nmax (23)
An iteration value of n indicates the current number, while an iteration
value of n and N4, indicates the maximum.

A follower's position is then updated by SSOA based on
St=05x(Sf+57) (24)
i" follower's position in i*" dimension is represented by Sjl. SSOA
initiates all salps at random. All salps are evaluated in order to select the salp
with the best objective function. Equations (22) and (24) are used to update
leader and follower position vectors. Meanwhile, we update the parameter &;
using (23). It is necessary to repeat these processes until a threshold is reached
for edge detection.
Using g = (g1, 92, --- gx) as the grey value, the edges/smooth pixels in the
cover image are divided into nonoverlapping k-pixel blocks.
In addition to determining whether a block is smooth or edge, edge pixels
can be used to determine whether it is edge or smooth.
edgeblock  if N, > Ng
smoothblock if N, < N;

A number of edge pixels are represented by N,, while several smooth
pixels are represented by Nj.

class = { (25)

3.4.2. Embedding Process

Steganography embedding functions are implemented in two different
ways in the proposed method. A smooth block uses parameters pl and by = 1 +

?:1 <k> (‘0 .l> x 27 with low values. Edge blocks can also use high values of ph
J/\]
and be = 1+ X5, (f) (F;h) x 2. Following is a detailed description of how

each k-pixel block is embedded:

1. Create a steganography embedding function by multiplying F(g) = ag”
mod b; by smooth block b; = b, and p1= P edge bloc, respectively.
Too, A = (ay,a3,....a; ), a; = (Zpl + 1)1_1.

2. Using the secret image, compute = mod(s, b;) and d = u — F(g)mod b4,
where s represents the encrypted bit values. A block of k pixels is
unchanged when d=0. Once (s — u)/b; is substituted for secret value s,
the pixel values of the next k pixels are modified. The next step will be
taken if d > 0.

3. F (v) = dand||v|| £ p determines the vector v.
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4.  Calculate g’ = (97,93 --9gx) by means of g'=g+v then g' =
(91,93 -9x) is attuned to g" = (97,97, ... g;)Overflow/underflow
problems for stego-pixel values:

g —b g' > 255
g" =39 +b; g <o (26)
g’ 0=g <255
5. Assess whether block g"" = (g1, 9%, .- g)) belongs to a smooth block or

an edge block using the optimal threshold value developed by the proposed
edge localization algorithm.

4. Result and Discussion

A comparison of variables LSB substitution and simple LSB substitution is
shown in Figure 1. There are generally fewer pixel changes when using Variable
LSB Substitution than Simple LSB Substitution, both on average and in the case
of a best-case scenario.

700
= No of Pixels Altered (Simple LSB Algorithm) No of Pixels Altered (Simple LSB Algorithm)
No of Pixels Altered (Variable LSB Algorithm)(Average Case) No of Pixsis Altered (vm:‘xue Ls8 :gamnm)(am Case)

600 - 600

500 o 500 -
2
2" 1*1
a a
B 3
S 300 $ 30+

200 + 200

100 100

0 T T T T T T T T T T 0 T T T T T T T T T T
o 10 20 30 40 50 60 70 80 90 100 0 10 20 30 40 50 60 70 80 920 100
No. of Characters No. of Characters
.
Figure 1

No. of Pixels versus no of characters in terms of (a) Avg. Case and (b) Best Case.

An example of pixel mapping for either Simple LSB substitution or
Variable LSB substitution is shown in Figure 2. In .bmp images, the first 50
pixels contain all the necessary image metadata, so the Simple LSB Substitution
scheme embeds data sequentially from pixel 50 onwards. It is relatively easy to
attack this scheme due to its sequential approach. For enhanced security,
Variable LSB Substitution targets cover image pixels randomly. In this method,
random selection is performed based on hash-mapped pixel values, providing a
much higher level of security than previous methods.

5. Conclusion

IoT-based smart city networks can benefit from hybrid cryptography and
steganography for secure data transmission. Through both encryption and
invisibility, the method enhances data security by combining cryptography and
steganography. Experiments confirm that the Variable LSB Substitution scheme
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outperforms traditional Simple LSB methods, showing fewer pixel alterations.
Despite intercepting encrypted data, the concealed nature within the carrier
media provides an additional barrier against unauthorized access, even when
encrypted data is intercepted. Performance and image quality are further
optimized by integrating advanced SSOA optimization. This study advances
secure communication protocols for smart city infrastructures by addressing
critical challenges related to data privacy, security, and scalability.
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Figure 2
Pixels targeted in variable LSB versus simple LSB algorithm.
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