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Abstract

This study aims to present a new cryptographic system based on the principles of

the Discrete Logarithm Problem (DLP) applied to automorphisms and the non-commutative

nature of rectangular matrices. The suggested system undergoes significant adjustments

in encryption, decryption, and key generation algorithms to ensure its strength and

effectiveness. Empirical results indicate the system’s ability to function within a non-abelian

group, thus strengthening it to resist various attacks. Additionally, the integration of a

private matrix key adds an extra layer of complexity. Overall, the proposed cryptosystem

demonstrates commendable functionality and provides reasonable security.
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1. Introduction

In the modern world, data security is absolutely essential. Every syllable
spoken is being monitored by someone. Therefore, covert contact is very
challenging. This is where encryption plays a key role. There are many
cryptosystems currently accessible. One of the better modes of communication
that provides more protection for data is the “public key cryptosystem” (PKC).
PKC primarily relies on the challenging mathematical problems like the DLP,
Integer Factorization Problem (IFP), Knapsack problem and Elliptic Curve
Discrete Logarithm Problem (ECDLP). The first public key systems were RSA
[1] and ElGamal [2]. RSA is based on the IFP, while ElGamal and its under
lying key agreement protocol by Diffie Hellman [3] are based on the DLP.
Many updated versions of RSA and ElGamal are accessible [4-7].

There is a great deal of variants in the ElGamal system. The ElGamal
system works on abelian groups of integers as an asymmetric cryptosystem. Saju
et al. [8] used the DLP's difficulty on a finite extension field to create a PKC that
is more secure than ElGamal. Mahalobious [9] looked into the effects of DLP on
automorphism on the security of ElGamal.

On the ElGmal key agreement procedure, Irawadi et al. [10] used the
square matrix for better resistance. Assault using over defined systems of
multivariate polynomial equations, the benefits of using a rectangular matrix for
the Hill cipher was examined by Maxrizal [11]. The non-commutativity of the
rectangular matrix gives the Hill cipher an asymmetric visage. Also the
traditional Hill cipher is expanded by Sundarayya et al.[12] using rectangular
matrices, its pseudo inverse and modular operations over prime fields, which
guarantees the security. This encourages authors to develop systems featuring
non-commutative structures.

Smaller key sizes, faster operations, and stronger security per bit make
ECDLP stand out. It's also tiny enough for IoT devices. In ECDLP, there are
numerous works. Tahat et al.[13] created a self-certified multi-proxy signature
system that guarantees efficiency, security, data integrity, and authentication. It
is based on the ECDLP.

The current study aims to develop new public key cryptography based on
both DLP on automorphism and non-commutativity of the rectangular matrix.
To ensure proper operation of the suggested system, modifications are made to
the encryption, description, and key pair generation algorithm. Moreover, the
attempt to brute force attack will be difficult since the usage of private matrix
key.

2. Perliminaries
2.1 Frobenius Automorphism [14]

Let p the prime number and n is a positive integer then [F, will be a finite
field with ¢ = p™ elements. The Frobenius automorphism, represented by o , is
characterized as the function fromlF, to itself, where each element of F, is
raised to the power of p. Mathematically, for any a in [, the Frobenius o can
be expressed as: g(a) = a?.
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2.2 Cyclic Group Generated by Frobenius Automorphism

Cyclic group for a frobenius automorphism over the finite field F, , is
<o>={c":0'(a) = a?,Ged(i,n) = 1} . In which all elements are again
automorphisms. So there exist ¢ (n) such automorphisms.

2.3 Matrix multiplication [15]
For two matrices Apxn = [x*] , Bpxk = [xbﬂ] be in F,", the product of

matrices defined as A * B = Cpyp = [ [1F2,(x%t)Pe ], Satisfies all matrix
multiplication axioms.

3. Creation of public and private keys

It is expected of Legastin, the user, to produce a public and private key by
carrying out the below actions:

e Choose a prime p

e To create the extension field F,, where q =p™, choose a primitive
polynomial f (x) with a sufficiently high degree n over [F,,.

e Choose Ky, with values that come from FF,” .

e  Pickanelementa € F,*

e Choose an automorphism ¢, € < ¢ > randomly and compute ¢, (a).

With T being the right inverse of K overF,", Legastin's secret key
is(T, ¢, ), and his public key is (p, f (x), K, a, ¢, (a)). The alternatives for T are
(" -D™

4. Encryption

Let's say Merin, a different person, wishes to contact Legastin using Legastin's
public key. Merin must then take the following actions:

e Represent the message as elements of FF,*, then make each m block
message to matrix M, 1.

. Choose a random automorphism ¢, € <o > and compute ¢; =
Pu(pL(a)).

e  Represent C; = binary (c¢;)

e Compute ¢j;(a).

e  Compute ¢, = ¢yt (a)MK.

e  Represent C, = binary (c,)

Merin then sends a secret note C = (C;, C,) to Legastin.

5. Decryption

The procedures below should be taken by Legastin in order to decode the
message C = (Cy,Cy) :
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1. Find ¢y, c, , then compute ¢y, (a) = pri(cy).
2. Compute MK = (¢pp(a)) Lcy.
3. Find M = MKT.

6. Proof of validity

From the relation ¢; = ¢y (Pp.(a)) it is clear that ¢;i(c;) =
¢ (Pu(@L(@)) = ¢py(@) . In the relation C, =y'(@)MK  apply
(Pt (@)™ on left side, leads to (¢t (a)) ¢, = MK. Apply T on right side
reveals MKT = M.

7. Illustration
Legastin publish public key as
2, x8+x+x>+x+1, [T4+x*+x° x+x*+x%+x7
1+x3+x"1+x+x2+x3+x°,1 + x%2+ x7,x%2 +x* + x> + x9)
Kept
(Ix+x2+x3% x+x2+x7; x2 + x3 + x5;
1+x+x2+x3+x*+x°+x7],03) as secret.
Let “HOPE” is the message Merin wants to send. Since Legastin’s public
key K has order 1 X 4 and message has length 4, so here we have only one
block exist.
Merin convert the message into
M=[1+x+x>+x%; x> +x°+x7; 14+x+x*+x°>+x°+x7; x5]
and selects ¢, = 02, then calculate C; = binary( 1+ x? + x* + x5 + x%) =
(01110101).
And
G=l+x+x2+x3+x7 1+x+xt+x° 1+x3+x°+x° x+
24+x3+x%; THx+x?2+x3 4+ x4 +x° 143 +x+ x5 +x%+
X7 x+x3+xt; 1+ + 3+ xt+x® 2P+ xt+x7 1+Hx+x3+xt+
4+x0+x7 x34x%x°; 14+x+x34+x4+x7 14+x4+x2+x3+x*+
x® x+x2+x3+x7 x+xt+x°]
¢, =100011110011001101101001001011100011111111
11100100011010010111011001010011111011001010
0011001011001111111000111000110010
Then send C = (C;, C,) to Legastin.
To decode the message C = (Cy, C,) Legastin compute ¢ (a) = x2 + x7
Then (¢t (@)™t = x +x° + x® + x7
M= (pt@)eF=[1+x+x>+x°%; x> +x°+x7;
1+x+x*+x5+x°+x7; x°]
And read it as “HOPE”

8. Security

The security of the proposed system relies on the Discrete Logarithm
Problem (DLP) and the computational complexity involved in determining the
correct inverse of a row matrix.
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When employing an integer-based cryptosystem (such Elgamal, RSA, or
ECC), the algorithm's resilience against 2357 brute force assaults is maximized.
Additionally, for a 4x4 matrix, the system described in paper [10] strength is
found in [[3_,(2357* — 2357%). Nevertheless, the brute force attack in this
approach can reach as high as (p™ — 1)™(p" — p™ 1) = (23578 — 1)#(23578
—23577) when using a 1 X 4 matrix and primitive polynomial of degree 8.
This suggests that systems get more robust as the prime and degree of primitive
polynomial increase, and that it will take a long time for hackers to figure out
the right inverse of K.

Even if one or more simple texts are found or inferred, the private key
matrix T remains elusive. Consequently, employing the proposed method will
make it harder to overcome the chosen plain text attack.

Moreover, a single letter alteration results in a 32-bit variation in the cipher
text, demonstrates strong diffusion property of system. And also the system's
security against side channel assaults is strengthened by these ¢; and ¢, since
decisions are made arbitrarily.

9. Conclusion

In summary, this study introduces an innovative approach to public key
cryptography, utilizing DLP in conjunction with automorphisms and the unique
characteristics of rectangular matrices. The proposed system has undergone
extensive refinement across its encryption, decryption, and key generation
mechanisms to ensure its resilience and effectiveness. Empirical data affirm its
capacity to operate efficiently within a non-abelian group, thereby strengthening
its defense against attacking algorithms. Again the incorporation of a private
matrix key adds an additional layer of complexity, enhancing the system's ability
to withstand brute force attacks. Overall, this cryptographic system demonstrates
impressive functionality and offers reasonable security. These advancements
mark significant progress in cryptographic methodologies
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