Journal of Discrete Mathematical Sciences & Cryptography
ISSN 0972-0529 (Print), ISSN 2169-0065 (Online)

Vol. 28 (2025), No. 3, pp. 809-825

DOI : 10.47974/JDMSC-2045

An approach of encryption that combines ECC and the adjacency
matrices of graphs using extended generalized Lucas matrix as key
matrix

Vaishali Billore *

Institute of Engineering and Technology
Indore 452001

Madhya Pradesh

India

Naresh Patel '

Government Holkar (Model, Autonomous) Science College
Indore 452001
Madhya Pradesh
India

Hemant Makwana ®

Department of Information and Technology
Institute of Engineering and Technology
Indore 452001

Madhya Pradesh

India

Abstract

These days, the best way to secure our data and conversations is to use message
encryption techniques. Thanks to the proliferation of network and internet communications,
advancements in message encryption technologies have picked up speed. When personal,
sensitive information is transmitted via unsecured networks, it opens the door to possible
hacking attempts, theft, and eavesdropping on conversations. In order to shorten this term,
cryptographic methods are essential. Along with the conventional matrix algebra, we created
a higher-order recursive matrix called an Extended generalised Lucas matrix and linked it
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to Extended generalised Fibonacci sequences in this paper. Elliptic curve cryptography and
graph theory are the foundations of our proposed public key cryptography, which employs
these matrices as keys for an affine cypher and key agreement for encryption-decryption
using a mix of terms from Extended generalised Lucas sequences and residue operations. By
reducing key transmission to the exchange of a small set of numbers (parameters) rather than
the full key matrix, this method offers a large key space while simultaneously reducing the
space and time complexity of key transmission. On top of that, it’s secure and dependable
since it’s built on the challenging Elliptic Curve-Discrete Logarithm algorithm.

Subject Classification (2010): 11B37,11T71, 11B39, 14H52, 94A60.

Keywords: Extended generalized lucas sequence & matrices, Affine hill cipher, Elliptic curve
cryptography, Adjacency matrix.

1. Introduction

Confidentiality in communication has been a top priority for humans ever
since the invention of writing, and they have sought out various means to
conceal their messages. Due to technical improvements, encryption systems
have undergone substantial evolution. Today, the security of encrypted text and
information protection in an electronic environment are determined by the
cryptography or coding-decoding process and the secrecy of the key. Many of
matrix theory’s peculiarities depend on the matrix’s construction, the
interactions of its eigenvalues, and the design of its invertibility structure,
among other things. Multiple branches of science make use of engineering and
technology based on matrix principles. It is fascinating to see Fibonacci and
Lucas sequences applied. Mathematical concepts like the Fibonacci and Lucas
series are often used. Some examples of these areas of study are calculus, group
theory, linear algebra, and applied mathematics [10]. Furthermore, these figures
have several important applications in many fields, such as statistics, biology,
computer science, and physics. By employing matrices and generalizing the
idea, Ozkan E. and Altun I. [13] could derive the terms of n-step Lucas
polynomials. They subsequently established the connection between Lucas
polynomials and Fibonacci polynomials. With the help of two digital signatures,
Viswanath and Kumar [23], created a public key cryptosystem that uses Hill’s
cipher and is secure. Public key cryptography utilizing generalized Fibonacci
matrices have been introduced by Prasad K. and Mahato H. [15], in which
submit numbers rather than matrices. As a result, it improves cryptography
technique and minimize complexity. In [16], Prasad K. et al. have introduced
novel public key cryptography based on generalized lucas matrices. See [3, 19,
20, 22] for some recent research on studying cryptography using number
sequences, related matrices, and traditional cryptography. Graph theory ideas are
an important resource for cryptography and have numerous uses in mathematics.
Cryptography uses graph theory in many different ways [5]. In [25], the lower
triangular matrix utilized as the key matrix in an encryption scheme that used a
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full graph and its Hamiltonian Walk. In [1] they described a unique approach to
message encoding and decoding using graph labelling. In both cases, an upper
triangular matrix was employed as a key matrix. [24, 25] explained the
symmetric encryption technique utilizing a cycle graph, complete graph, and
minimal spanning tree. In [12], Mohan P. et al. described a self-invertible key
matrix encryption method based on the adjacency matrices of specific graphs.
Singh et.al. [18] reviewed ECC over RSA, see also [9, 14, 21]. A unique
technique to the ECC that uses matrices with ElGamal algorithm was presented
by Balamurugan et al. [2]. Singh and Debbarma [17] have proposed a solution to
the problem of large key size that requires high computational power devices.
Based on the matrix approach, Geetha and Jain [8] offered a fast-mapping
method for ECC that delivers excellent security for an encrypted message. In
[4], V. Billore, N. Patel and H. Makwana introduced Extended Generalized
Fibonacci Matrix as key matrix for modified ECC.

By using the trace of the associated Extended Generalised Fibonacci
matrices, we can derive the terms of an Extended Generalised Lucas sequence,
which in turn extends the generalised Lucas sequence to higher orders while
preserving its Fibonacci trace properties, which is the main focus of this
research. In order to establish a relationship between them, recursive matrices
have been generated using extended generalised Fibonacci matrices (EGFM)
[3]. Additionally, we apply these matrices to the Affine-Hill method with
adjacency matrix using Elliptic curve cryptography and assess its performance.

2. Preliminaries
2.1 Graph
A graph is an ordered pair consisting of a set of vertices and edges.

2.2 Adjacency Matrix

An adjacency matrix is a square matrix that represents a finite graph. The
elements of matrix denote whether two vertices in a graph are adjacent or not.

2.3 Elliptic curve Definition [6, 11]
An elliptic curve E is constructed over [F,, by the set of points (y,z) with
¥,z € [, that satisfy the equation
zZ=y3+my +n (2.1)
with m,n € [F,, such that 4m® + 27n # 0 (mod p) and by a single element
denoted by O, known as the point at infinity. The elliptic curve over [, is
expressed by Ep, (m,n). The points on Ep, (m,n) form an additive abelian
group, with O as its identity element.

2.4 Public Key Setup and Key exchanging

For public key setup & key exchanging, we use the Elgamal technique [7].
For that first choice, a prime number p and primitive root of p say y. Also, select
a private key z ie. 1 < z < @(p). Then construct p; = y and p, =
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y? (mod p). As a result, (p, |1, 1) will be created as the public key and z will
be retained as the private key. Assume for a moment that the Sender and
Receiver wish to interact with one another. Next, Sender first chooses a random
integer € i.e. 1 < € < @(p). Further, using a public key (p, uy, ;) construct
signature key (say i) such that i = pf (modp) and secret key h =
us (mod p) for encryption. Now, Sender can encrypt the plaintext using the
above signature key & secret key and send (i,c) to Receiver. Where c is the
corresponding ciphertext.

2.5 Key recovery by Receiver
After getting (i, c) from Sender, Receiver recover h using their secret key
Z as:

h = i* (modp) = (uf)* (mod p) = (uf )¢ (mod p) = u§ 2 (mod p).
Using this secret key h, Receiver will recovers the plaintext Successfully.

2.6 Extended Generalized Fibonacci Sequences and Matrix Construction

For @ € Z, the {*" order Extended generalized Fibonacci sequence is
defined with the following recurrence relation:

Gapiie = A Gaprro-1 + @2 BGaprio—2F -+ B Gupora
+B  gape, {((= 2),a,p € N (2.2)
with initial values go 50 = gap1 =--= Gapi-2 = 0, Gape-1 = L.
The corresponding Extended generalized Fibonacci matrix M 3} ¢ of order
¢ is defined [3,4] as
0
Mepz
/ga,ﬁ,§+e—1 a2 BGaprro-a+ A B Guprro-s + o+ B ape
I 9ap+6-2 a(_zﬁga,ﬂ,{+6—3 + a€_3ﬁzga,ﬁ,{+9—4 + et .Bg_lga,ﬁ,e—l
\ Ja,p.6+1 a2 BGape + A 2B Gape-1+ -+ B Gap 642
9a,p6 a(_zﬁga,ﬁ,e—l + “Gzﬁzga,ﬁ,e—z + et B(_lgaﬁ —C+6+1

3B gaprro-2 + B3 Gaprro-z + -+ B Gaporr v B Gapiro- 2\
aS3B%guprra-z + @ B3Guprro-at o+ B Gape o BT 9aﬁ{+e 3 |
AS3B2Gape + a5 B3gape-1+ -+ B gap-cro+z 0 BT 19aﬁ 0 /

aS3B%gupo-1+ A B3Gape-2+ -+ B ap-crarz v B Gape-1

(2.3)

where the starting matrices are provided by
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/ag'l a’=2p .. afs? pS1t

1 0 0 0
M;,ﬁ,g = 0 1 0 0 and
0 0 1 0 /¢xe
0 1 0 0
/ 0 0 1 0
-1 _ : : : U
Maps=| ¢ 0 0 .. 1
1 —af1 b2 -a
ps-1 gt Bé2 B Ix¢

Theorem 2.1: If ({ = 2),a,f € N,06 € Z, Mgﬁ_( be Extended generalized
Fibonacci matrices (EGFM) and Iy is a Unit matrix of order { then for all { and
0 following conditions hold

() Myp;)0 =My, and (M7}, )0 = M35,
(i) Mg e Mape = Mage = Ig.
(i) det (M2, ) = [(=B)11° = (=pPED .

3. Extended Generalized Lucas Matrices (EGLM)
Now, we are creating a new sequence called N; g that is equivalent to an
Extended generalized Fibonacci sequence as seen below.

Definition 1: For & > 0 and {(= 2),a,f € N, Consider a recurrence relation
of order ({) defined as
Nepiro = @' Nypero—1 + @S *BNypgrio-a + ...+ aBS 2Ny poiq
+ ﬂf—l Na,ﬁ,e
with Ny g, = trace(Mg p; ),0 < 1 < (.

We look at the trace of the first { order extended generalized Fibonacci
matrices to obtain the starting values for the aforementioned proposed
sequences. Since an Extended Generalized Fibonacci Sequence is two ended
sequence, Consequently, it is possible to extend the preceding sequence in the
reverse direction. We refer to the new sequence mentioned above as the
Extended Generalized Lucas Sequence. Here, the recursive matrix of order {
and for 6 € Z related to the aforementioned proposed sequence can be
expressed as
/Na,ﬁ,§+9—1 aS 2 BNapcrg-2 + A 3B Nggrro-z + -+ B N g g

Negiro-2 @ *BNapiro-s+a > B*Noprg-a+ + B Nepo s

a,

- |
BS — :
\ Nggo+1 a8 2BNgpo + aS3B2Ngpo-1 + -+ B Nyp _cro42
Nggo a8 2BNypo-1+a 2B Nypgo-2 + -+ BS Nyp —cro+1
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a7 3B Ny prro-2 + B3Ny prig-3 + -+ B WNagpor1 = B Nyporo-2
aS3B%Nypro-3 + A B3Ny prig-a+ -+ B WNgpe - B Nypore-3
aS3B%Nypo+ a*B3Nypgo-1+ -+ B Nop_cress = BS T Nape
aS3B%Nypo-1+a*B3Nypgo-2+ -+ B Nop -cro42 = B Nygo-1
3.1)

and the Extended Generalized Lucas matrix of order { is represented by the
matrix N(i g,¢> Which we indicated by EGLM({, 8). Additionally, the initially

created N 0(60; ¢ Extended Generalized Lucas matrix is

/Na,[?,(—l a(_zﬁNa,ﬁ,C—z + ag_s.gzNa,B,(—S +-+ ,Bg_lNa,ﬁ‘,O
Nopi—z @S ?BNggez+al3B?Nype_g+ -4 B Nyp_1

o _|
N = : :
@p -2 {-3p2 -1
Na,/?,l a .BNa,B,O +a ﬂ Na,ﬁ,—l + -+ ﬂ Na,ﬁ,—{+2
Ngpo aE_ZﬂNa,ﬁ,—l + a{_sﬂzNa,B,—z + ﬁ{_lNa.ﬁ.—{H
3B Nyp s + @S B3Nypes+ -+ B Nops - B Naproa
az_gﬁzNa,ﬁ,(—S + a(_4ﬁ3Na,B,(—4 +t .Bg_lNa,B,O ,Bq_lNa,ﬁ‘,{—3
3B Nypo+ a3 Ngp g+ B NNy g iz 0 B Napo
az_SﬁzNa,B,—l + a(_4.83Na,,8,—2 + et ﬁz_lNa,B,—{+2 .Bg_lNa,B,—l

(3.2)

Example 1: Of order two and three, Initial Extended Generalized Lucas
matrices are respectively

a* + 2af 3B + 3p% a?p?
(O; B ), o? 2af 3p2
¢ 3 —2a? —ap

Theorem 3.1: If 0 € Z, Mg,ﬁ,( represents an Extended Generalized Fibonacci
matrix and leﬁ’{ be EGLM({, 0). Assuming No(lf)lg.i is initial matrix as specified
by equation (3.2), then we obtain

0 _ b (0) _ (0 0
Nepe = MapcNope = NopeMagpg
Proof: For 8 = 1, we use mathematical induction to demonstrate it. Clearly the
result is true for 8 = 0. We have when 8 = 1
Na,ﬁ,(—l a(_z[’)Na,ﬁ,(—Z + a5_3ﬁ2Na,ﬁ,(—3 +t ﬁ(_lNa,ﬁ,O
© Na,ﬁ,(—z a(_zﬁNa,B,{—3 + a5_3ﬁ2N¢x,ﬁ,(—4 +et ﬁ(_lNa,ﬁ,—l
1 _ . .

Na’ﬁ’qMa‘B‘( Bl ' -2 {-37p2 : -1
Na,B,l a [’)Na,[?,o ta ﬁ Na,B,—l +t ﬁ Na,ﬁ,—(+2
Na,B,O a(_z[’)Na,B,—l + a(_3ﬁ2Na,B,—2 +-t ﬂz_lNa,ﬁ,—(+1
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a{_S.BZNa,B,(—Z + a(_4ﬁ3Na,B,(—3 +-t B(_lNa,B,l ﬁz_lNa ,B.{—2
a{_S.BZNa,B,(—3 + a(_4ﬁ3Na,B,(—4 + ot B(_lNa,B,O ﬁf aﬁ{ 3
a{_sﬁzNa,B,O + a(_‘l.BSNa,B,—l +-t ﬁz_lNa,B,—Z+3 :8( a,B,O /
a{_S.BZNa,B,—l + a€_4.83Na,/3,—2 +-t B(_lNa,B,—Z+2 B(_lNa,B,—l
as™t af72p .. api? B
1 0 0 0
X 0 1 0 0

.
Using the recurrence relation N; g and equation (3.1), we get

wpi A2BNgpea +aS 3B Nype g+ + B NG gy
aﬁ( 1 @S2 BNgpep +al” .BNa[)’( 3+ + B Ngpo

wpz  @2BNgpq+ a<_3ﬁ2Na,B,0 + o4+ B NG g gas
Nepr @ 2BNgpgo+ as3B*Nyp 1+ -+ B Nyp_ciz

[
¥

aS3B%Nypo—q + a5 B3Ny poz + -+ SN g, - ﬁz lNaﬁ( 1\
@l 3B Ny g+ @ B Napea+ -+ B Nepgy - aﬁ( 2 |

: | = Nape
@l 3B Ngpr + @S B3 Ngpo+ -+ B Nopgra =+ BT 1Naﬁ 1
aS3B%Nypo+ al B Ngp 1 4+ B WNgp iz < B INgppo /

Now, assuming that the result is true for 8 = ki.e. NOE(Z{M"

N,f_ﬁ_( . Further, we show that the statement is also true for 8 = k + 1. we
have,

(0) k+1 (0 k k 1
Nepe Maps = NoggMapz Maps = Napz Maps

Nepoik-1 a5 2BNgprik—2 + @3B Nygoik—sz + -+ B Nypy
Naﬁz+k 2 @S 2BNgprip—3+al” 352Na5§+k st B Ny pa

Na,ﬁ',k+1 aé” ZﬁNaBk +af~ 3132Na3k 1+t pit Nyp —¢ik+2
Nap 1 at” ﬁN"‘Jﬁjk—l +at g Nopi—2++ B Nop-g+i+1

aS3BNyprik—2 + a5 B3Ny prik—z + -+ B Nygpsr - BE1 aﬁ(+k—2\
3B Ny pork-3 + A B3N prak—a + -+ B N - B Ngprak-3 I
: : |
3PNy i+ @S B3Ny g1 + o+ B WNap —cekes 0 B Napk /
aS3B Ny g1 + A B3N gz + -+ B NN p—ghkrz 0 B WNgpr-1
XMy pe

Using the recurrence relation N ¢ and equation (3.1), we get
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wpik OS2 BNgprik—1 +a 2B Ny g rik—z + -+ B WNg pjera
aﬁq+k 1 @S2BNgpoik—z + @3B Noprikoz + -+ B Napgr

@ k+2 a8 2BNggres1 + 3B Ny g + -+ B Ny g cikes
Nggje+1 a2 BNy pi + a3 B Ny g -1 + -+ B Nap —crk+2

[
e

83BNy grik—1+ A B3N prik—z + -+ B Nypraz ,3( 1Naﬁ(+k 1\
83BNy pork—z + @SB3 No poik—z + -+ B Nogrer a5(+k 2|
@3B Ny prsr + B3 Ng g+ + B WNo g —cokez 0 BST lNaﬁ k1 /
@3B Ny i+ @S B3Ny g1 + o+ B WNap ceker 0 B Napk
— Nk+1
apg:
Consider the negative direction as 8§ = —k, where k = 0. Then, using a

similar reasoning, it may be demonstrated for negative direction by
mathematical induction on k. When combining both situations, the conclusion is
true for every 8 € Z. Similar to the first equality, the second equality can be
proven.

Theorem 3.2: An Extended generalised Lucas matrices determinant is provided
by

BE9det(Ny g, ) ifg
(—1)PBE 1O det(NS g ) if ¢

odd

even

det(N95) —{

Proof:
det(NSpo) = det(MEp . N2p. ) = det(MS ;. )det(N2g,)

= (=B det(N25,)

_ {B@‘l)edet(Ng,B,z ) ifg

(—1)°BE 1 det(Ny 4, ) if

odd

even

Theorem 3.3: If MJ ;. is the EGFM({,0) and N,fﬁg is the (™" order
Extended generalised Lucas matrix, then Ng,ﬁ( N_BZ = RVO € Z, where

R=(Nog) .
Proof: VvV 0 € Z, we have

] -0 _ ] 0 -6 0 _ 0 -6 0 0 — _
Naps Naps = Mape Naps Maps Nape = MapiMaps Nape Nape = iR = R.

Theorem 3.4: [fR = ( @B, 5) is invertible and Neﬁ ¢ isa EGLM(C, 0), then
the inverse is provided by Inv(Na'B'( ) = Naﬁ'( R7L.

Proof: Since we have N, B ¢ Iy B¢ = Rand N2 ¢ 1s an invertible matrix, R
follows. Now, after post-multiplying with R™, we obtain Na 8¢ (Nag, (R 1y =
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Iz , where [ is the identity matrix. As a result, for each EGLM Ng 53 there is
a special matrix (N, 215R‘1) whose product with N(f_ﬁ_z is an identity matrix.
Hence

Inv(N,f‘ﬁ‘z ) = N(;Z‘z R7L.

Theorem 3.5: Let for any matrix M = (my; ), we obtain
M (mod p) = [m;; (mod p)].

4. Scheme and Algorithm for Encryption

This section provided a detailed description of the proposed approach,
involving the extended generalized Lucas matrix as the key matrix in along with
elliptic curve cryptography, the Elgamal technique, and the graph adjacency
matrices. Assume we have a public key pk(p, py, 1,), where p; and p, are parts
of the public key that Receiver (the recipient) generated by private key z. Now,
the secret key can be determined by using this public key (See in section 2). Key
matrix U will be provided after secret key has been generated.

Algorithm for encryption (sender having knowledge of pk(p, |14, I12)):

1. First, note that the message unit’s initial letter is the distinctive character A.
The necessary graph is created by joining the consecutive letters in the
provided plain text message units.

2. Using Ey, (m,n), the message components have been transformed into
corresponding

numerical values.

3.  The computation of edge weights in the graph involves determining the
numerical difference among two adjacent vertices.

4.  addition modulo p was taken to create the adjacency matrix P of plain text
for the graph.

Sender chooses secret number €, suchas 1 < € < ¢(p).
The Signature is v « u§ (mod p).
The Secretkey is Y « p§ (mod p).

® N> w

Initiate Extended generalized Lucas sequence N, g, of order i, with
considering value of @, 5.

9. Key matrix: U « N,S’l;’w , where {N, g} is Extended generalized Lucas
matrix by choosing the value of «, 8 of order Y X .

10. Encryption: p = Enc(ep): p < (PyxypUypxy + PXLyxy) (Mmod p)
where
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11 1
e
11 o gy

11. transmit (p, v, a, B)

Decryption Algorithm: After receiving (p, v, a, )

1. The Secretkeyis p < vZ (mod p), with z as Receiver Secret key.

2. Initiate Extended generalized Lucas sequence {Nyp .y, } using values of
ap

3. Key Matrix: U « No([_ﬁvl)p R™!, where both NDE_BVI)/} &R = (Ng_ﬁ_w)z
may be obtained from step 2 using (3.1), (3.2).

4. Decryption: P = Dec(p) « (waw —1/)XL)U{;,X¢ (mod p) where

11 .1
A P
11 . 1y

5. Lastly, for final matrix Py, of previous step using addition modulo p , the
receiver will get the adjacency matrix for plain text of the needed graph.

6. The receiver will generate the required graph using nodes and a few
specified weights after reconstructing the graph.

7. To compute the message, the weights are added to their related vertices.
We know that vertex v; is denoted by letter A with corresponding value,
that v, is equal to v; plus the weight e;, and so on.

8. Plaintext (P) recovered.

Example 2: Using the suggested scheme mentioned above, Encrypt the
plaintext SUN. Solution. Consider the elliptic curve z? = y* + 33y +
43 (mod p) and denoted by Ef, (33, 43). Also, we have |Ef,,(33,43)| = 47.

The points of Ef, (33, 43) are:
G.13) 334 [(42) [@45 [G.2) [(5.45 6.9 [(638) [(7.10) [(7.37)
(13,15) [(13,32) [(14,10) |(14,37) [(15,23) |(15,24) [(16,22) [(16,25) [(17.21) [(17,26)
(19.3) [(19,44) [(20,14) [(20,33) [(24,18) [(24.,29) [(26,10) [(26,37) [(29.3) [(29,44)
(30,16) |(30.31) [31,5) [(31,42) |(32,11) [(32,36) |(34,7) |(34,40) [(35.9) |(35.38)
(38.2) |(38.45) |(45.4) |(4543) |(46,3) |(46,44)| 0O

Assume that the generator point of Ep,,(33,43) is X = (4,2). Now the
letters, symbols, numbers and special characters are mapped as following:

A B C D E F G H I J
(4.2) [(29.44)|(46,44)| (45,4) | (19,3) | (38,2) | (5,45) (7,100 (17,26)[(13.32)
K L M | N 0 P Q R S T

(15.24)((32,36)| (6,9) [(14,10)/(24,29)[(20,14)| 3.34) |  (3031)  |(31,42)[(16,22)
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U \' A\ X Y Z 0 1 2 3
(35.9) |(26,37)|(34,40)| (34,7) |(26,10)[(35,38)[(16,25)]  (31,5)  [(30,16)| (3,13)
4 5 6 7 8 9 ~ |Blank/space(m)| @ %
(20,33)((24,18)((14,37)| (6,38) [(32,11)](15,23)|(13,15) (17,21) (7,37) | (5,2)

& $ - / . # *
(38,45)((19,44)|(45,43)| (46,3) | (29,3) | (4,45) 0

(Construction of Public Key:) Assume that p = 47, primitive root says
y = 43 and private key z = 24 selected by Receiver. Then, p; = y and
u, = (43)%* (mod 47) = 4. Thus, Receiver public key is (47, 43,4).

Key Generation and Encryption

The supplied plaintext message units should first have the special character
A added as the first letter. Next, the message A SUN, should be converted to the
graph’s vertices. Connecting the vertices from vertex 1 to 4 are the defined

message units sequential letters.

We obtain via an encoded table,A - (4,2),S - (31,42),U -

(35,9) and N - (14,10).

Finding the numerical separation between the following two connected
vertices and taking the addition modulo 47 yields the weights of the graph’s
edges.
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The adjacency matrix that corresponds to the above graph has been
calculated and assigned the letter P.
0 (30,31) 0 0
(30,31) 0 (29,44) 0
0 (29,44) 0 (5,2)
0 0 (5,2) 0
Using above public key Sender can create an encryption key and encrypt
message as follow: First choose 1 < € < ¢@(p), lete = 24.
Calculating signature v = p§ = (43)2* (mod q) = 4and secret key
Y = p5 = (4% (mod q) = 4 and the key matrix U = Na(_};)_w (mod q) for
encryption is given by

pP=

Ny37 12Np36+ 18Ny35 +27Ny34 18Np36 + 27Ny35 27N, 56
Nz 3,6 12N2'3'5 + 18N2'3'4 + 27N2:3:3 18N2[315 + 27N2:3:4 27N2‘3‘5

T Npas 12Npaq + 18Nsgs +27Nsas 18Noaq +27Nsgs 27Nss, | 0447
N2’3’4 12N2'3'3 + 18N2'3'2 + 27N2‘311 18N2:3:3 + 27N2[312 27N2‘3‘3
31 28 30 6
. _ |42 24 41 26
ie. U= 41 43 2 8 (mod 47).
9 16 29 28
Encryption: p < (PyyxyUyxy + WXLyyy) (Mmod 47).
p = (PU + yxL)
0 (30,31) 0 0 31 28 30 6
_ (30,31) 0 (29,44) 0 42 24 41 26
= 0 (29,44) 0 (2 |\ 41 43 2 8
0 0 (5,2) 0 9 16 29 28
1 1 1 1
1 1 1 1
+ (45,4) 111 1 (mod 47)
1 1 1 1
(14,37)  (3,13) (20,33) (638)|_|6 3 4 7
(26,10) (6,38) (34,7) &2 [T|lvr 7 Xx A
(4,45) (24,18) (13,15) (19,44) # 5 ~ $

Thus, sender encrypted the plaintext A SUN to HM~B6347#5~$. and send
it to receiver along with his signature ie. {v = 3,a = 2,8 = 3,p =
HM~B6347#5~$}.

Decryption: After receiving (v, a, 8, p) from sender. To construct decryption
key U™ first recover 1 using their secret key z as follows:
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Y = vZ(mod 47) = 4?* (mod 47) = 4.

— 2
Thus, U* = N7 R~ (mod 47) where R = (N3,,)

ie. U = NG R (mod 47) where R = (N2, )’
14 32 21 15
11 20 41 11
30 6 36 18
32 9 45 24
Clearly UU* = I (mod 47).

Thus, plaintext obtained by P « (Pszu; - IPXszxw)U:pxlp (mod 47)

P =(p — yYxL).U"

Uur = (mod 47)

(7,10)  (6,9) (13,15) (29,44)

(14,37) (3,13) (20,33) (6,38)

(26,10) (6,38) (34,7) (4,2)

(4,45) (24,18) (13,15) (19,44)

1 1 1 1\[14 32 21 15
111 1|11 20 41 11
111 1|/[30 6 36 18|47
111 1/132 9 45 24

(7,10)  (6,9) (13,15) (29,44)
(14,37)  (3,13) (20,33) (6,38)
(26,10) (6,38) (34,7) (4,2)
(4,45)  (24,18) (13,15) (19,44)

11 1 1]\ [14 32 21 15
11 1 1/\|11 20 41 11
@A 1 1 1|30 6 36 180?47
111 11/132 9 45 24

0 (3031) 0 0

_1(30,31) 0 (29,44) 0
=1 o (29,44) 0 (5,2)
0 0 (5,2) 0
Next, construct the graph of above adjacency matrix.
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The numerical equivalent value of each vertex was added to the
corresponding edge to create the vertices or nodes, of the above graph. The
special character A at the beginning tells us that the first vertex must be (4, 2), so
finding the other vertices involves letting V; = (4,2). As a result, V, =
(4,2) + (30,31) = (31,42),V; = (31,42) + (29,44) = (35,9),V, =
(35,9) + (5,2) = (14,10). Then the vertices are (4,2) — A4,(31,42) -
S,(35,9) » Uand (14,10) —» N. Thus, plaintext A SUN successfully
received by receiver.

5. Strength Analysis

From matrix theory, we derive key space based on specified parameters. In
matrix theory, the set of invertible matrices of order { X { over the finite field
(FF,), where p is a prime, is represented by the notation GL, (IF,). Calculation
of the order of the General Linear group (GL; ) over the finite field (F,) [6] as
follows:

1GL; (Fp)l = ¢ = pS™H)®* —p )@ = p3).. (¢ =@ - D
The system strength with the recommended key matrix Ng g over Fyy is
shown by following table 1.

Table 1

Possible key matrix N zﬁ'( over Fy,.

4 Possible no. of the matrix to check over [F44
GL; (Fp)| = (0° = pS™H®¢ - pS )¢ — p472))
L@ -pHP -1
N8, = |GLy(Fyy)| = 2.7552 x 10°
N8gs— 1GLy(Fyp)| = 3192020 x 10

NEs4— |GLy(Fyp)| = 621660 x 1025

¢ | Napz = 1GL (Fap)
= (419 — 41571)(415 — 41572)(41¢
— 41573)...(41¢ — 411H(41¢ - 1)

Clearly shown by preceding table 1, that the prime p huge, then practically
it is never be broken”. Furthermore, we found that it is independent of 8, ¢ and
B and that GL; (IF,) increases as key matrix size increases for a fixed p. Hence,
it is not feasible to break the system with a Brute-force attack [17, 18, 23], when
key space is large. For a fixed p, GL(F,) grows as the key matrix’s size
increases. As a result, when the key area is large, it is not feasible to breach a
system using a Brute-force attack [17,18, 23]. The adversary may then try to
decipher the cipher text by running it through several statistical tests.
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6. Conclusion

In this paper, we have firstly presented a Extended generalized Lucas
sequences, which is built using the trace of EGFM({,8) and we have also
determined its initial values. Furthermore, we constructed a recursive matrix
with extended generalised Lucas sequences as linear combinations for its entries
and examined its non-matrix algebraic properties, including direct calculation of
its inverse and product of two matrices, among others. The need for inverse has
the field elevated to the status of critical component. Here, we have considered
Extended generalised Lucas matrices, which guarantee the existence of an
inverse matrix for every element but do not form a multiplicative group EGLM
(¢ 0) for each (8 = 2) € Nie NSy U = U'NZy, = I, where U” =

o, 2'( R™! . We have also shown how to use Lucas matrices as a key matrix
and proposed a new version of public key cryptography that combines the
Affine-Hill cypher, Elgamal signature schemes, ECC, and a graph theory
approach. The proposed method, which incorporates digital signatures, enhances
the system’s security: {,6,a,f, and L. Since only Sender and Receiver are
aware of U (corresponding to {,U = NUE?( ) and L, it is impossible for

anyone to circumvent this system. The proposed solution ensures the correctness
and integrity of the data because only Receiver and Sender have access to the
keys 6, a, 8, and {.
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