
©

A novel security algorithm for text and image data using multi node 
cryptographic algorithm

A. K. Mohapatra *
Department of Information Technology
Indira Gandhi Delhi Technical University for Women
Delhi 110006
India

Pankaj Lathar †

Department of Computer Science and Engineering
Delhi Skill and Entrepreneurship University
Dwarka 110077
Delhi
India

Shailendra Singh Gaur §

Department of Information Technology
Bhagwan Parshuram Institute of Technology
Rohini 110089
Delhi
India

Abstract
In today’s world of Ubiquitous Computing, Network security plays an important 

role in preventing and reducing the chances of various network attacks and working on 
the various cryptographic algorithms to reduce the risk of getting affected. It is also a 
challenging situation to reduce the energy consumption of nodes and increasing the life time 
of sensor nodes. In this paper, Threshold Cryptography is studied and a novel cryptographic 
algorithm using multi node cryptography for text and image data is proposed. The proposed 
algorithm is an asymmetric cryptographic algorithm, which uses a key of variable length and 
encrypts the text and image files (all formats) and provides 2 factor encryption tothe data. 
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The proposed algorithm is fast, lightweight, simple and offers a 2 factor protection to the data 
which makes it suitable for low resource devices.
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1.  Introduction

In today’s world, with the rise of Internet Of Things, everything is 
doing some sort of communicationwith one and other. Thus the devices 
which contain low resources to work often compromise the integrity 
ofdata and tend to communicate in clear text[2]. This compromises the 
security of data and the user that isusing it. Thus a cryptographic algorithm 
is required that can use the use the cluster nature of these nodes andprovide 
a higher standard of security. 

Network Security is used to protect the important and information of 
the client for accessing the reliable connection and at the same time protect 
it from the threats. Various organizations follow the solution and deployed 
the solutions for the network security for securing the information data. 
Various uses of Network Security in organization include business 
operations and customer services etc.[12]

The proposed algorithm meets these demands and provides a simple 
solution. The proposed algorithm workssimilar to the Threshold 
Cryptographic Algorithm but is lighter on resources, faster in 
implementation andprovides a 2 factor security. It distributes the key in all 
the nodes in the cluster thus for data to be decryptedall keys from all the 
nodes are required. It also uses a random generated ascii map which is 
produceddifferent for each codebase. This provides an added layer of 
security to the data as an attacker will have tocompromiseallthe nodes in 
order to get the clear text data and will have to leak the code for acii_map 
value. This makes it more suitable for implementation in multi cluster 
environments.

1.1 Cryptography

Cryptography is a field of computer science that uses the application 
of mathematical theorems and logic to produce unbreakable encryption 
methods[1]. Cryptography allows communication between two nodes 
orcomputers secure in electronic world. It allows people can perform 
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communication over the internet withoutworrying about their data might 
get compromised [8], [11].

Cryptography has been used forthe construction and analysis of 
protocols that prevent any third-party toaccess the private data that is 
being communicated between two nodes. Nowadays cryptography is 
beingused to deal with the encryption and decryption of private data 
being communicated through the networkingprotocols between the 
computer systems, which is a branch of cyber security more specifically 
networksecurity [5], [10].

The cyber crypto graphic algorithms are used to communicate data 
between nodes with the help of networking protocols so no third-party 
could compromise theintegrity of the data[2].

1.2 Thresholdcryptography

1.2.a Introduction

The Threshold Cryptography algorithm shields the data by encrypting 
it and distributing it among all the nodes in the network. The data is 
encrypted with the assistance of a public key, and the pairing private key 
is distributed to all the nodes participating in that cluster[3].The threshold 
cryptography requires the threshold number of nodes that were inthe 
cluster in order to decryptthe encrypted data[3]. In Shamir’s Secret 
Sharing algorithm, the Lagrange basis Polynomial is given as:

1
0( ) ( ) (1)K

i yilif x x−
== ∑

Where, K-1 is Degree, li is Lagrange identities.

1.2.b Implementation

The following shows a simple implementation of the Threshold 
Cryptographic algorithm in python 3.7.5 as shown in Figure 1. The 
programs used third-party library threshold_crypto for its implementation 
which can be found on the git hub site. The script first asks for a text that 
is to be encrypted and then the number of total nodes and threshold nodes 
[3], [4]. The program will encrypt the text according to entered information 
by the user with a2048 bit key and will display the output.

https://en.wikipedia.org/wiki/Lagrange_polynomial
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Figure 1
Implementation of Threshold Cryptography

II.  Proposedalgorithm

A.  Introduction

The proposed algorithm is an asymmetric image and text based 
encryption algorithm which uses grey bit xoring and offsetting bytes to 
achieve encryption. The offsetting of bytes is done through a ascii_map 
which generated different for each codebase. The algorithm first grey bit 
xors the image bytes that are stored in the xor (a list object), then it displaces 
the xor bit by the ascii_map numeric value of the characters in the variable 
key length password (generated randomly or user entered), this creates an 
encrypted text that can only be decrypted with the variable length 
password[7].

Once the text or image files are encrypted, the program converts the 
variable length password to base64form, which is then divided into the 
numbers of nodes user wishes to be used in order to encrypt and decrypt 
the file. Now since the nodes have pieces of base64 encrypted password, 
decoding the nodes won’t give an understandable output.

B.  Working

1.  Proposed Algorithm

The algorithm employs grey bit xoring (that is a practice used in 
digital circuits to encode the binary bits)and transposition of bytes of 
image with the variable length key phrase generated by the algorithm 
similar to vigenere cipher but different approach is taken here[6]. The 
whole strength of the algorithm depends on the secret key generated by 
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the algorithm and the order in which each node gets the distributed key, 
these factorsmust be kept a secret.

First the algorithm converts the image to byte array which can be 
further manipulated according to theprogrammer’s wish. The byte array 
is then grey bit xor and stored in a list called xor.

The grey bit xoring can be explained by considering 3 bits lets call 
them a,b, and c also let’s consider the the grey bit xor encoded bits as G1, 
G2, and G3. The xor function is represented as ^ symbol thus grey bit xor 
can performed as following.
	 a = G1,a ^ b = G2,b^ c = G3	 (2)

Now we have grey bit xored bytes in a list xor. Once done this all we 
need to do is generate a long secure strings we could transpose the grey bit 
xored bytes thus we have a second layer of security with a password. 
During the transposition we will do simple addition operation on the 
bytes thus making thealgorithm light and quick even on low resource 
cluster nodes.

In the code given in the research paper, I have used the python 
library’s random function to generate the variable length key but other 
random string generators can also be used. We will be converting the 
character to its integer value, this integer value is once generated with the 
help of ascii_map algorithm and once generated and used in the code base 
it needs to be kept a secret. With this randomly generated ascii_map even 
if the password is compromised the data will have its integrity intact thus 
it provides an extra layer ofsecurity.
	 Encoding= xor[a]+ ascii_map[key] 	 (3) 

	 Decoding = xor[a]– ascii_map[key]	 (3)
This operation is done with each byte saved in xor list and resulting 

value is also stored in xor. Thus now the xor stores the transposed value of 
image data which are then written to a file named encrypted and the 
random pass key generated for this encryption is base64 encoded and 
broken into ‘n’ number of keys which are then stored in various nodes.

2.  ASCII_MAP Generator

The ascii_map generator used a list called symbols which contains all 
the symbols you will use in yourvariable length key. One may expand this 
list according to his/her needs or requirements. The program willassign a 
random integer to each symbol present in that list and will create a 
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dictionary called ascii_map which used in the proposed algorithm to get 
integer value of the ascii symbol.

This provides an added layer of security as even if the all pass key 
nodes are compromised the attacker willstill require the bitmap to 
reproduce the original data[9]. Thus providing a light high security 
cryptographicalgorithm.

C.  Block Diagram

1. Encryption

The algorithm takes image bytes then goes through all the bytes and 
grey bit encrypt them, this adds an extralayer of protection and increases the 
entropy of encrypted data clearly shown in Figure 2, which further transposed 
with the variable length key thus making it even more difficult to hack.

2. Decryption

The Decryption works exactly as shown in Figure 3, that reverse as 
the encryption with one major change, in this process first the password 
i.e variable length key is generated from the nodes that are entered by the 

Figure 2
Encryption of Image Data

Figure 3
Decryption of Image Data
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user then the key is used to de-transpose the data to obtain the grey bit xor 
form of the data, which is then decrypted to obtain the original image.

Figure 4
Block Diagram of Encryption Process

Figure 5
Block Diagram of Decryption Process
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D.  Implementation

Below is the code in which we have implemented the proposed 
algorithm for encryption as shown in Figure 4 and 6 and similarly for 
decryption in Figure 5 and 7. The following code is implementedand 
tested with python v3.7.5 and has been run on computer with the following 
specs: Operating System: Arch Linux, 4GB DDR3 with i3 Duo Core 64 bit 
Architecture.

Figure 6
Code Implementation of Encryption

Figure 7
Code Implementation of Decryption
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E.  Performance Analysis

The following testsare performedusing 4 nodesand 1025bytes of 
keylength withthe hardware asfollows:

•• OS: Arch Linux
•• Specs: 8 GBRAM DDR3, i3duo Core CPU

The following imagewas usedin the processof encryption:
•• Image type: JPEG image data, JFIF standard1.01

Table 1
Encryption Bytes/time(ms)

Imagesize (Inbytes) Proposed algorithmtime 
(Ms)

Thresholden cryptiontime 
(Ms)

5338 100 375
7737 98 464

368433 80 404

Graph 1
Encryption Time (Bytes/time(ms))

The graph shows the speed analysis of the two cryptographic 
algorithms i.e the Threshold Cryptographic algorithm and the Proposed 
algorithm. The x axis show the images size i.e used for the encryption and 
the yaxis shows the Time taken by the algorithm to do encryption 
inmilliseconds are shown in the Table 1  in terms of bytes per ms with the 
proposed and threshold cryptography  and Graph 1 depicts the Encryption 
time..
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Note: The Threshold Encryption is combined with base64encryption so 
it is able to encrypt. 

The proposed algorithm uses less time because the algorithm employs 
grey bit xoring and this practice used in digital circuits to encode the 
binary bits and transposition of bytes of image with the variable length 
key phrase generated by the algorithm. Secondly, during the transposition 
we have added simple addition operation on the bytes thus making the 
algorithm light and quick even on low resource cluster nodes.

III.  Futurescope

The proposed algorithm is low on resources and fast in execution and 
uses the cluster nature of the nodes inorder to increase the security of the 
data being transferred and stored. This makes it an ideal algorithm 
forimplementation clustered networks. Thus a working model of network 
with integrating this algorithm asencryption base will be covered in the 
future scope.

IV.  Conclusion

In conclusion the new proposed asymmetric algorithm shows its 
perks over traditional symmetric multi node cryptographic algorithms 
such as threshold cryptography. The proposed algorithm enjoys more 
speed and simplicity as major advantages and thus can be utilised by low 
computing power nodes. It also offers 2factor authentication thus has 
more security than the Threshold Cryptography.

The strength of proposed cryptography algorithm completely 
depends on the strength of password beingused thus with strong enough 
password it can be used inpeer to peer network etc.

The algorithm does do anything for encryption of the individual keys 
created and stored on the nodes so a secondary encryption on the created 
keys can advance this algorithm further.
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