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Abstract
Cryptographic algorithms are widely used to safeguard data and information over 

the internet. One of the most efficient technique used for this purpose is the Elliptic Curve 
Cryptosystem (ECC) which recently gained a lot of interest due to its high performance. It 
is based upon the hardness of Elliptic Curve Discrete Logarithmic Problem (ECDLP) and 
till date there is no efficient algorithm that can solve the problem in polynomial time. In 
this paper an innovative algorithm for ``Menezes-Vanstone Elliptic curve cryptosystem 
(MVECC)’’ have been proposed to make it more efficient. In comparison to the original 
algorithm, the proposed algorithm has no inverse operation making it faster and less 
computationally complex. 
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  Cryptographic algorithms are widely used to safeguard data and 

information over the internet. One of the most efficient technique used for this 
purpose is the Elliptic Curve Cryptosystem (ECC) which recently gained a lot of 
interest due to its high performance. It is based upon the hardness of Elliptic 
Curve Discrete Logarithmic Problem (ECDLP) and till date there is no efficient 
algorithm that can solve the problem in polynomial time. In this paper an 
innovative algorithm for “Menezes-Vanstone Elliptic curve cryptosystem 
(MVECC)” have been proposed to make it more efficient. In comparison to the 
original algorithm, the proposed algorithm has no inverse operation making it 
faster and less computationally complex.  

 
   Keywords: EC; ECC; ECDLP; MVECC   
Mathematics Subject Classification (2020) : 11G07, 11T71  
 
 

1. Introduction 
Cryptography is the science of making communications incomprehensible 

to everyone except to the authorized parties. It is the only practical method 
available for safeguarding data sent across open communication networks like the 
internet, landlines, fax machines etc. The purpose of it is to protect 
communication between sender and receiver across an unsecured communication 
channel, such the internet. Encryption is the technique of changing 
data/information from a form that can be understood to an unintelligible form. 

http://www.tarupublications.com
http://dx.doi.org/10.47974/JDMSC-2257
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The process of changing the unintelligible data to the appropriate form is called 
decryption [1]. 

The idea of using elliptic curve into cryptography was introduced by Miller 
[2] and Koblitz [3] in mid 1980s. The classical cryptosystem like RSA is based on 
the Integer Factoring Problem (IFP) [4], while ECC is founded on ECDLP [5]. 
The key advantage advantage of ECC arises from its efficiency in tackling elliptic 
curve discrete logarithm problem that involves exponential time complexity. 
Hence elliptic curve cryptosystem can offer equal degree of security as the 
classical cryptosystem while using smaller key. For instance, to attain     bit of 
encryption an RSA-based encryption scheme requires a key size of       bit, 
whereas an ECC-based encryption scheme only needs a     bit [6]. While 
implementing ECC, choosing the right kind of curve is essential. Dhanda, S. S. et 
al. [7] extensively examine the choice of curve models and specific curves, as 
well as the various attacks targeting ECC. Their paper also provides a detailed 
demonstration of implementing ECC using ElGamal encryption on the NIST 
P-     curve. Luhaib, Qasim Mohsin, and Ajeena, Ruma Kareem K. [8] 
introduced an enhanced version of the Elliptic Curve Discrete Logarithm (ECDL) 
protocol by incorporating the Elliptic Curve Matrix (ECM). From a security 
perspective, this proposed protocol appears to offer greater reliability and 
robustness compared to the original versions. 

One of the famous technique that uses ECC to secure data is 
Menzes-Vanstone Elliptic Curve Cryptosystem (MVECC) [9]. Numerous 
researchers have presented a number of studies on ECC. For instance in his book 
“Cryptography and Network Security: Principles and Practices” William 
Stalling introduced the study about ECC [10]. Ali Mukki Sagheer [11] and 
Al-Saffer and Said [12] proposed a variant of MVECC [9]. Kurt and Yerlenkaya 
[13] proposed a modified version of MVECC [9] by using hexadecimal to encrypt 
data. Tariq and Kadhim [14] designed a new approach for MVECC by using 
inverse operator only once. 

By reducing the computational complexity, we have presented a novel 
method in this study that is more economical than MVECC. To do this, we use 
addition and multiplication in place of the inverse operation. 

1.1 Motivation 
 Security is becoming increasingly important in an age of fast scientific and 

technological advancement. MVECC being one of the most widely used 
cryptographic techniques, also requires some tweaking. Because the original 
technique employs an inverse operation and the process of determining the 
inverse is inefficient, it is complicated and so requires more memory. We simplify 
the method to make the scheme more effective, which can be especially useful for 
resource-constrained devices like smart cards or applications that demand 
frequent encryption and decryption.  

1.2 Purpose of the study 
 We suggested a novel approach for data encryption and decryption using 

MVECC in this work. Only addition and multiplication operations are employed 
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in this strategy. As no inverse operation is performed, this proposed method is 
more efficient. 

The paper is structured as follows. In Section 2 we discuss some 
fundamental definitions and notions related to ECC and MVECC. Section 3, 
proposes the novel approach on MVECC followed by an implementation 
example. In section 4, we compare our proposed method with the original method 
as proposed by Menezes and Vanstone. In section 5, advantages of the proposed 
algorithm is mentioned. Finally, section 6 concludes our study with some 
discussion on the future scope. 

2. Prerequisite 
In this section, we assemble the pertinent concepts necessary for the 

preparation of the current article.   

Definition 2.1: [15] For       an “elliptic curve”   “over a prime field”    
is the set of points defined by the equation  
                         (1) 
where        and the discriminant            is non zero. The 
equation mentioned above is called Weierstrass normal form. 

For cryptanalysis purposes, we consider the set      of the points on an 
elliptic curve over a field   together with the point at infinity denoted by  . So,  

                            
  denotes an “abelian group”, with   acting as the “identity element”.   

2.1 Elliptic curve operations 

Definition 2.2: (Point Addition). [15-20] Let           and           be 
a pair of points on an elliptic curve   defined by the equation 2.1. Also let 
    and none of them are identity element. Then the sum of   and   is a 
third point           on the elliptic curve   whose coordinates are given by 

     (          
)
 
              (          

)            

Definition 2.3: (Point Doubling). [15-20] On an elliptic curve   defined by the 
eq. (2.1), let us consider a point   whose coordinates are given by        . 
Point doubling means addition of a points to itself to get a new point           
on   where the coordinates are given by 

     (   
   
   

)
 
              (   

   
   

)            

Definition 2.4: (Point Multiplication). [15-20] Let   be any point on the 
elliptic curve  . Multiplication operation over   is defined by the repeated 
addition with the point itself. Thus            upto   times.   
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2.2 Menezes Vanstone Cryptosystem 
 In this section we are going to study about Menezes Vanstone 

Cryptosystem [9] which is a cryptosystem based on elliptic curve. In ECC, for 
ElGamal encryption, the sender initiate mapping each character of the plaintext 
message to a point on the EC. Finding the elliptic curve coordinates that 
correspond to the characters in the plaintext is the first stage in mapping. The 
encryption algorithm then creates the ciphertext using this mapped representation. 

 On the other hand, plaintext characters are not necessary to be mapped to 
points on the EC in MVECC. Instead, an ordered pair that may or may not match 
a legitimate point on the EC for substituting each character. Instead of mapping to 
points on the elliptic curve, this replacement phase includes encoding the 
plaintext characters into an ordered pair and then masked the ordered pair in such 
a way that it can be unmasked only by the intended receiver, not by an 
eavesdropper. As a result of skipping the mapping stage, MVECC is more 
efficient than ElGamal encryption in terms of calculation and processing 
overhead. [14]. 

2.3 Procedure of Encryption and Decryption 
 To demonstrate the procedure of encryption and decryption as suggested by 

Menezes et al. [9], let   and   are the two communicating parties. Prior to the 
communication,   and   came to an agreement to use elliptic curve       
along with a source point   within the curve.   chooses his “private key”   and 
computes his “public key”     . Likewise  ,   also select her private key   
and generate her public key   . From  's public key  , Alice calculate 
          . Now to encrypt a message           to          .   
computes the following: 

“              ” [9] 
“              ”. [9] 

Now   will send the ciphertext           to  . 
To decrypt the ciphertext   first compute              . To get the 

original message          ,   computes    and    using 
“                ” [9] 
“                ” [9]. 

2.4 Implementation Example 
 To give an example on how the system as suggested by Menezes et al.[9] 

works, assume   wishes to convey a message             to  . First, they 
agree on an elliptic curve                       . On the curve, they 
additionally established a base point           . To begin,   selects an 
integer       as his private key and computes                  
         , which he uses as his public key.  

Following that, A chooses a random integer       as her private key and 
computes                            which she uses as her public 
key. 
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To encrypt the message  , A calculates                        . 
Then A computes         as follows:- 

                       
                     

After that A send the message as           to  . 
After receiving the encrypted message as             will do the 

following. He will first compute                        . Then he 
compute  

                                        
                                       

and finally decrypt the message as          . 

3. A novel approach for MVEC cryptosystem 
 This section introduces a novel approach for the Menezes-Vanstone 

Elliptic Curve Cryptosystem. This improved version contains less computational 
complications and so it uses less resources. At the end of the section, we'll look at 
some instances of how to use the updated version of MVECC. Suppose A needs to 
transmit a message           to B. Likewise the original version of 
MVECC, here they also agrees upon an elliptic curve       and a base point   
which lies on the curve.   selects his private key   and generate his public key 
    . Likewise  ,   also selects a random integer   as her private key and 
generate her public key     . Using  's public key  ,   calculates    
       . Now to encrypt the message           to          , A 
computes the following: 

                   , 
                   . 

After receiving the encrypted message B first calculate            
          . Then he can decrypt the message to         using 
                      
                     . 

3.1 Implementation Example 
 To demonstrate how the modified version of Menezes-Vanstone Elliptic 

Curve Cryptosystem works let us suppose that A desires to transmit a message 
            to B through an unsecure channel. First of all they agreed upon 
an elliptic curve                       . They also fixed a base point 
           on the curve. First B chooses an integer       as his private 
key and computes                            and set it as his public 
key. 

Next A chooses a random integer       as her private key and computes 
                           and set it as her public key. 
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Next A calculate                        . Then she encrypts the 
message by computing 

                           
                             

and send the message as           to B. 
Now to decrypt the message B first compute                 

       . Then he computes 
                           
                            

and finally decrypt the message as          . 

4. Outcomes and Exploration 
In this section we are going to compare the original Menezes-Vanstone 

Elliptic Curve Cryptosystem (MVECC) with our proposed varient of MVECC. 
The table 1 outlines a number of operations required for each approach. 
 

Table 1 
Operation cost of the original and proposed method  

Method Encryption Decryption 
Original MVECC [9]   Mult   Inv    Mult 

Proposed MVECC   Mult    Add   Mult    Add 
  
In the table 1 multiplication operation is denoted by Mult, inverse operation 

is denoted by Inv and addition & subtraction operation is denoted by Add. As 
addition and subtraction are not costly operation compared to multiplication and 
inverse operation so the operation cost for the addition and subtraction can be 
neglected. So we can see that the operation cost for encryption in both the 
methods are almost same but for decryption we see that in the case of original 
method there are two multiplication and two inverse operation whereas in our 
method there are two multiplication and two addition operation. So our proposed 
method is cost efficient. 

 Next, we will compare the computational complexity of 
Memezes-Vanstone and our suggested method's encryption and decryption 
functions. We assume the input message size as   and calculate using bit 
operation needed for encryption and decryption. Lower the bit operation higher is 
the performance. 

For Menezes-Vanstone Elliptic Curve cryptosystem [11]   
1. The encryption scheme is defined as: 
  “              ” 
  “              ” 
 Then 
 “              ” bit operations 
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 “              ” bit operations.  

2. The decryption scheme is defined as: 
                 
                 

Then “                      ” 
By extend Euclid's method “                ” 
Therefore, 
“                       ” bit operations 
“                       ” bit operations.  
 
For the proposed MVECC varient   

 
1. The encryption scheme is: 

                 
                 

 Then 
  “                        ” 
  “                        ”  
 
2. The decryption scheme is: 
  “                 ” 
  “                 ” 
 Then, 
  “                        ” 
  “                        ”  

 
Thus, we see that in our proposed variant of MVECC there are less 

computational complexities. Thus our proposed method would be much faster 
than the original method proposed by Menezes and Vanstone [9]. 

5. Advantages of the Proposed Method 
As we have seen above the proposed method has a number of advantages 

over the original method as proposed by A. J. Menezes et al. This includes   
• Less computational complexities so useful for devices with less memory 

power.  
• More efficient as it take less CPU time in the operations.  

6. Conclusion and scope for future work 
  In this paper, we have proposed a modification to the Menezes-Vanstone 

Elliptic Curve Cryptography and see an example of its implementation. We also 
compare our result with original method and observe that our method is more 
effective as it has less computational complexities.  
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This cryptosystem is vulnerable to several forms of attack. In the future, the 
effectiveness of those attacks on the cryptosystem when we use NIST (National 
Inistitute of Standerds and Technology) recommanded elliptic curve 
parameter[21] can be investigated. Hardware implementation and further 
optimization of the technique can also be attempted. The system's efficacy in 
employing ASCII values for letters verses hexadecimal values for letters may also 
be investigated. Image encryption can also be attempted using this approach. 
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