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Abstract

With the exponential growth of technology and increasing reliance on digital
platforms, the security of our personal and sensitive information is constantly at risk. Data
breaches and cyber threats have become very common, making it necessary for individuals
and organizations to take proactive measures to protect their data by encrypting it. In
this study, a new encryption method is introduced via the polynomial RSA using a new
multidimensional algebra, which provides a high level of security.
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1. Introduction

In 1978, by Rivest et al. [8], RSA was invented. Public key encryption has
become the most widely used and well-known system. The public key
parameters in the RSA cryptosystem are based on the product N of two large
prime p and g, and the public exponent e. Numerous studies on the creation of
RSA were presented by the academics, including this one from 2012, in which
Ivy et al. updated the RSA cypher system's algorithm to handle prime numbers
and offer security by employing a prime number that is difficult to crack [5].
The polynomial RSA encryption method, which Gafitoiu proposed in 2015,
enhanced security by providing intricate mathematical operations for both
encryption and decryption [3]. Some variables in the RSA encryption system
depend on several systems, including elliptic curves such as KMOV systems [9].
Although there are some weaknesses in these systems, the basic equation of the
Demetko system has been studied before in [7]. Mumtaz and Ping's latest survey
[6] provides additional information on a range of RSA attacks.

A multidimensional algebra was presented by Yassein and Al-Saidi in
2016 in order to create a better cypher scheme for NTRU [11, 12]. In 2020,
Yassein et al. used Carternion algebra to propose QOBTRU [13]. In 2021, Imine
et al. introduced McEliece encryption via non-permutation equivalent polar
codes [4]. Several researchers presented an efficient and secure public key in
2023 [10, 14-18]. In 2024, Yassein et al. proposed new cryptosystem,
hexadecnion polynomial RSA (PH-RSA) [1]. In the same year, they also
developed the TPRSA cryptosystem based on Tri-Cartesian algebra and
polynomials [2].

In this paper, details are provided DAH — Nin algebra in second section
and in third section description of our submitted DORSA cryptosystem, finally
DORSA security was introduced.

2. DAH-NIN Algebra
A new multidimensional algebra DAH-Nin is introduced in this section,
denoted by the symbol by DO and defined as follows:
DO ={A:A=38_xXoVa| X0, X1, X3, ..., Xg € F,yo = 13},
and three operations addition (4), multiplication (*) and multiplication by scalar
(.) are defined as follows:

Suppose 4,B € DO and r € F such that A = Y8_xaVe, B = X8 0 VaVe
then

A+ B =Yoo Xa¥a + XazoYaVa = La=o(Xa + Vo) Yar
A*B = ¥a=0(*aYa) Ya:
andr.A=r.( Zg{=0 XaVa) = Zg’:O T XaVa -
Yo = L,¥1, Y2, Y3 Y& Vs, Ve Y7, Vs represents the basis of the DO algebra.
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It is clear that DO is a associative and commutative algebra.

3. The DORSA Cryptosystem

In this section, the DORSA Cryptosystem is defined by defining the
general parameters and three phases of the system as follows:

Zy[x] = {zo + z1x + Z,x°+...+ 2,x"In = 0,z; € Z,,}

where p is a prime, the operations addition and multiplication are calculate
modulo a polynomial and the same parameters are used in polynomial RSA, but
DO algebra was used instead of the polynomial ring Z,[x]. The subsets
Lo, Lg ,and L, € DO are defined by:

Lo = {fo(x) + T, fi(Vilfi € Z,[x] },
Ly = {go(x) + X%, 9:(X)vi|g: € Z,[x] }, and
Ly = {ho(x) + X%, b )yl h; € Z,[x] }.
The phases of the DORSA cryptosystem is described as follows:

1. Key generation

The key is generated through the following steps

e  Choose three irreducible polynomials, associated A;(x) € Lo, A4,(x) €
Ly and A3(x) € Ly, such that:

A () = folx) + T8 fil)x;,
Ay (x) = go(x) + XP; gi(¥)x;, and
Az(x) = ho(x) + Z?:l h; (0)x;

e Compute N(x)=A;(x)A,(x)A3(x) such that s= (" -1 -
1)(p" — 1) number of the invertible elements in DO modulo N(x) where n
degree of f(x), m degree of g(x), and r degree of h(x).

e  Take R such that R = DO /< N(x) > = {all possible remainders such that
N(x) divides any polynomial in DO}.

e  Choose 0 < e < s such that gcd(e, s) = 1.

e  Compute the multiplication inverse d of e mod s (i.e., de = 1 mod s).

II. Encryption
To get the ciphertext C(x) of the original message M(x) = my +
8  m;(x)x;, the following formula is used:

C(x) = (my + X, m;(x)y)?mod N(x).

III. Decryption
Once the ciphertext C = Cy + Y.5_, C;(x)y; mod N(x) was obtained, to
recover the original text, the recipient should complete the following steps:
Clx]’ = ((mg + X mi(x)y)*)°mod N(x).
Since de = 1 mod s then de = sk + 1,
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C[x]° = ((mo + B my(x)y)*) (Mo + Xy m;()y)mod N(x) If M(x) is
invertible modulo N(x) then,

C[x]® = ((mo + X my(x)y)*)* (Mg + Xy my(x)y;)mod N(x)
= (D*(mo + T, m;(x)yI)mod N(x)
= (m, + Z?:l m;(x)y;)mod N(x)
If M (x) has no inverse modulo N(x) then,
((mo + Xy my(x)y)*)* (mg + X, m;(x)y)mod A, (x)

9 \2 k(p®-1)
= ((my + T8y i)y P7Y’) (mo + Xy mi(¥)y) mod A, (x)
((mo + 28 ()Y (mp + Ty mi(x)y)mod A, (x)

k(p°-1)
= ((mo + Lm0y @ 7)™ (g + T8, my(x)y)mod A,(x),
((my + X3 mi(0)y)*)*(my + Xy m;(x)y)mod Az(x)
2 k@D
= ((mo + L, m )@ %) (g + T, my(x)y)mod A (%),
(Mg + T8, mi()y) % = (KO (my + T8, m; (x)y)mod 4, (x) ,
(Mo + T8, m()y) % = (WP (my + TE, m; (x)y)mod A, (x) ,
(mg + X8y my(0)y) % = (WP D (m, + T8, m; (x)y)mod A3(x).
Therefore,
(mo + Z?=1 m;(x)y;) de _ (mo + Z?=1 m;(x)y;) = 0mod A;(x),
(my + X0, m;(0)y) % — (mg + L&, my(x)y;) = 0mod A,(x),
(my + X%, m;(x)y) % — (my + T, m;(x)y;) = 0mod As(x).
Hence, (mg+ X7, m;(x)y) % — (mo + X%, m;(x)y;) divisible by
Aq(x), A, (x), and A5 (x), it follows that
(mo + X8, my(x)y) % — (mo + X8, my(x)y;)  is  divisible by
A (x)A,(x)A5(x) (because A;(x),A,(x), and A;(x) are not associated and

irreducible).
Therefore,

(Mo + X1 m(x)y:) % — (my + Y-y mi(x)y;) = 0 mod N(x),
(Mo + X8_1 m;(X)y) % = (my + L&, m;(x)y;) mod N(x).

4. Security of DORSA

The security level of DORSA depends on the size of the space of the
subsets of each of the keys that make up the public key N(x). Therefore, the
attacker tries two of the three keys A;(x), A,(x) and A5 (x)given that the public
key is known. Therefore, the size of the key security space that constitutes the
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security of the DORSA is as follows: (|Lq |)9(|L¢ |)9assuming that the size of
space L, is greater than the size of spaces L and Ly which | |denotes the size
of space.

5. Conclusions

The DORSA cryptosystem is based on the difficulty of factoring numbers,
and when factoring polynomials is used, that difficulty increases. However, in
this paper, new algebra DO was used to increase that difficulty through each
element consisting of nine polynomials, which contributes to a very high level
of security, which makes this method desirable. In many electronic transactions
sent via an unsecured medium.
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