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Abstract
Modern technology has become a means of exchanging data but at the same time 

it helps hackers to access the data exchanged over the Internet, and the development of 
encryption techniques and ways to enhance security has become necessary to avoid such 
breaches. In this work, we have introduced a new system to improve MRSA using HH-Real 
algebra in the mathematical construction of the method, which gave a high level of security 
to its phases.
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–Abstract  
Modern technology has become a means of exchanging data but at the 

same time it helps hackers to access the data exchanged over the Internet, and 
the development of encryption techniques and ways to enhance security has 
become necessary to avoid such breaches. In this work, we have introduced a 
new system to improve MRSA using HH-Real algebra in the mathematical 
construction of the method, which gave a high level of security to its phases. 
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1. Introduction 
In 1978, Rivets et al. introduced the RSA encryption system based on the 

factorization problem [1]. In 1996, Hoffstein et al. proposed NTRU which using 
truncated polynomials ring [2]. Several researchers have presented a number of 
researches on the improvement RSA. Also, in 2012, Levy et al. developed RSA 
algorithm encryption [3]. In 2015, Using polynomials instead of integers, 
Gafitoiu proposed the polynomial RSA [4]. A number of researchers have made 
developments to NTRU, including: in 2010, Malakian et al. presented NTRU-
like, it is called the OTRU via octonion algebra instead truncated polynomials 
ring [5]. In 2016 Yassein and Al- Saidi, proposed HXDTRU via Hexadecenoin 
algebra and BITRU via binary algebras as replacements for NTRU [6-8]. Also, 
they proposed BCTRU depend on Bi-cartesian algebra [9]. In 2021, Yassein et 
al. presented QOTRU, BOTRU and QMNTR via qu-octonion subalgebra, 
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bioctonion subalgebra, quaternion algebra respectively [10-12]. In 2022, Al-
Awadi introduced QP- RSA via quaternion algebra [13]. Shihadi and Yassein 
[14] proposed an upgraded NTRU cryptosystem called NTRTRN. TOTRU, a 
cryptosystem distinguished by its efficiency and security presented by Abo-
Alsood and Yassein [15]. In 2023, Atea and Yassein introduced PMRSA via a 
ring of polynomials [16]. Yassein et al. introduced QuiTRU based on 
multidimensional algebra [17]. In 2024, Abboud and Yassein, introduced 
OTRCQ via octonion and quaternion algebras [18]. In same year, Abo-Alsood et 
al. proposed HH-RSA based on QuiTRU polynomial algebra. Also, Abaas and 
Yassein proposed TPRSA based on Tri- cartesian algebra [19, 20]. Abboud at el. 
proposed OP-RSA based on octonion polynomials [21-26]. 

2. HH-MRSA Cryptosystem  
A public key HH-MRSA uses a parameter similar to polynomial RSA, but 

it employs HH-Real algebra [17] instead of the polynomial ring      . Suppose 
that             each possible remainder with any polynomial belong 
to   divided by      , such that        . The subsets   ,   ,   , and    are 
defined by the Table 1. 

 
Table 1 

Subsets of HH-MRSA. 

Set Definition 

     ∑   
                                  (     )   

    ∑   
                                  (     )   

    ∑   
                                  (     )   

    ∑   
                                            

 
Where  (     )       has       coeff. Equal 1,   respectively, rest 

  .  
The HH-MRSA system consists following steps. 

2.1. Generation of Key 
To create the key, the following steps are followed: 
1.  Choose four not associated and irreducible polynomials           

                   ,                                        , 
                              and                     
          from the sets   ,   ,    and    respectively. 

2.  Calculate               ,               ,                 
and                 are number of invertible elements in 
            and           respectively.  

3.  Compute                       in which                   
         number of elements which invariable in           . 
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4.  Choose       belong to    when                              
5.  Find    with        mod                 ),            and    

with        mod                  )           . 

2.2. Encryption  
The original message      is transformed into ciphertext through the 

utilization of the formula: 

       (  ∑          
               )              

2.3. Decryption  
To get the plaintext      from the encrypted message     , the recipient 

follows the steps below: 
                         ∑          

                         

    (  ∑          
           )             

    (  ∑          
              )            

    (( ∑          
    )      ( ∑          

    )  )
  

           

   ( ∑          
    )             ( ∑          

    )              
   ( ∑          

    )    ∑          
               

    ∑          
               

If      does not have an inverse          then                         
can be substituted for  , respectively. 
                                                 
                             
                                                       

By replacing s into the previous formula  

                      (               )   

    (                                            )
              

 (                                  )
                       

 ([          ]  
                    )
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   [          ]                                   

                                                         
Similarly,                     (               )    

    (                                        )
            

                                                           

                      (               )    

    (                                        )
             

                                                           
                      (               )    

   (                                        )
             

                                                         

3. Security Analysis of HH-MRSA 
In HH-MRSA an attacker tries to getting the three private keys from the 

sets   ,   ,   ,    to getting the original message. Assume the space of    
greater than   ,   ,    then by brute force attack, therefore, the total key space is 
calculated as follows: 

   (    
               )

 
 (    

(   )
 (      ) 

)
 

 (    
(   ) (      ) 

)
 
. 

4. Conclusion 
HH-MRSA is exhibits superior security levels compared to RSA and 

polynomial RSA. This superiority is attributed to its reliance on the product of 
four elements of the HH-Real algebra:     ,     ,     , and       . The 
complexity associated with cracking the key, coupled with the increased time 
required due to the expanding key space, underscores how this technology 
enhances efficiency, dependability, and security across networks. 
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