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Abstract

Modern technology has become a means of exchanging data but at the same time
it helps hackers to access the data exchanged over the Internet, and the development of
encryption techniques and ways to enhance security has become necessary to avoid such
breaches. In this work, we have introduced a new system to improve MRSA using HH-Real
algebra in the mathematical construction of the method, which gave a high level of security
to its phases.
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1. Introduction

In 1978, Rivets et al. introduced the RSA encryption system based on the
factorization problem [1]. In 1996, Hoffstein et al. proposed NTRU which using
truncated polynomials ring [2]. Several researchers have presented a number of
researches on the improvement RSA. Also, in 2012, Levy et al. developed RSA
algorithm encryption [3]. In 2015, Using polynomials instead of integers,
Gafitoiu proposed the polynomial RSA [4]. A number of researchers have made
developments to NTRU, including: in 2010, Malakian et al. presented NTRU-
like, it is called the OTRU via octonion algebra instead truncated polynomials
ring [5]. In 2016 Yassein and Al- Saidi, proposed HXDTRU via Hexadecenoin
algebra and BITRU via binary algebras as replacements for NTRU [6-8]. Also,
they proposed BCTRU depend on Bi-cartesian algebra [9]. In 2021, Yassein et
al. presented QOTRU, BOTRU and QMNTR via qu-octonion subalgebra,
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bioctonion subalgebra, quaternion algebra respectively [10-12]. In 2022, Al-
Awadi introduced QP- RSA via quaternion algebra [13]. Shihadi and Yassein
[14] proposed an upgraded NTRU cryptosystem called NTRTRN. TOTRU, a
cryptosystem distinguished by its efficiency and security presented by Abo-
Alsood and Yassein [15]. In 2023, Atea and Yassein introduced PMRSA via a
ring of polynomials [16]. Yassein et al. introduced QuiTRU based on
multidimensional algebra [17]. In 2024, Abboud and Yassein, introduced
OTRCAQ via octonion and quaternion algebras [18]. In same year, Abo-Alsood et
al. proposed HH-RSA based on QuiTRU polynomial algebra. Also, Abaas and
Yassein proposed TPRSA based on Tri- cartesian algebra [19, 20]. Abboud at el.
proposed OP-RSA based on octonion polynomials [21-26].

2. HH-MRSA Cryptosystem

A public key HH-MRSA uses a parameter similar to polynomial RSA, but
it employs HH-Real algebra [17] instead of the polynomial ring Z,[x]. Suppose
that Y = D/< N(x) >= {each possible remainder with any polynomial belong
to D divided by N(x)}, such that D = Z,[x]. The subsets L, Lg, L7, and Ly, are
defined by the Table 1.

Table 1
Subsets of HH-MRSA.

Set Definition

Lp {3t fiti € D\fox), ..., fa(x) satisfy I(ds, df )}
Lg o 9iti € D\Go(x), ..., g4 (x) satisfy l(dg’dg)}
Ly {Xro Jiti € D \jo(0), ... ja(x) satisfy I(d;, d;)}
Ly (Yo viti € D\vo(x), ..., v4(x) satisfy I(d,, dy,)}

Where l(da, dﬁ) = {f € D has d,, dg coeff. Equal 1,—1 respectively, rest

03.
The HH-MRSA system consists following steps.

2.1. Generation of Key

To create the key, the following steps are followed:

1. Choose four not associated and irreducible polynomials F(x) = fyt, +
fit + 610 + 315 + 414, GX) = goTo + 8171 + 8272 + 83Tz + 84Ty,
JG) =joto i1t +i2T2 +3T3 + 4T and V(X) = voTo + vy + Vo1, +
V373 + V4T, from the sets Ly, Lg, Ly and Ly respectively.

2. Calculate N;(x) = FX)](X), Ny(x) = G(x)V(X), s; = (6™ —1)(c" - 1)
and s, = (06" —1)(c'*—1) are number of invertible elements in
y mod N; (x) and mod N, (x) respectively.

3. Compute N(x) = FX)](x)G(x)V(x) in which s = (¢™ — 1)(¢™ — 1)(c" —
1)(¢* — 1) number of elements which invariable in y mod N(x).
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4.  Choose e, e, belong to Zs when g.c.d(eq,s) = 1,g.c.d(e,,s) =1
5. Find d; with d;e; =1 mod s (d; = ef* mod s), e;d; =k;s+ 1 and d,
with d,e, = 1 mod s (d, = e5! mod s) e,d, = Kk,s + 1.

2.2. Encryption

The original message P(x) is transformed into ciphertext through the
utilization of the formula:

C(x) = ([(Tomi ()7 1mod N(x))™ mod N(x).

2.3. Decryption

To get the plaintext P(x) from the encrypted message C(x), the recipient
follows the steps below:

(C(X))dldz mod N(x) = ([(Z?:o m;(x)T )]elez)dldz mod N(x)
= (ISt miGIT]%141¢2)” mod N(x)
= ([T m ()T )] 5+ D22) 2 mod N(x)
= (((Z?:o m; (X)T; ))(kleZ)((Z?w m; (X) T ))ez)dz mod N(x)
= (Lo m;(9)7)) P mod N®) = (T mi()7)) ' mod N(x)
= (CLom )T ))Sk2 o mi(x)T; ) mod N(x)
= (o m(x)T;) mod N(x).

If P(x) does not have an inverse mod N(x) then F(x),](x), G(x), and V(x)
can be substituted for s, respectively.

(C(x))%192 mod N(x) = ([P(x)]®1°2)%192 mod F(x)
= ([P()]°*°2)%1% mod J (x)
= ([P(]°*°2)%1% mod G(x) = ([P()]°*°2)%1%2 mod V(x)
By replacing s into the previous formula

(C(X))(hdz mod N(x) = ([p(x)](sk1+1)e2)d1
= ([P(x)] (@™ ~DE" -1 -1)(" —1>>k1+1>ez)d2 mod F(x)

= ([P(x)](Jm—l)(ff"—1)(0r—1)(6t—1)k1ez)dz [P()]¢2% mod F(x)
m n_ r_ t_ k dz
= ([P(x)(" ‘1)](6 R 182) [P(x)]%292 mod F(x)

= (1)(an—1)(ar—1)(at—1)k1e2d2 [P(X)]ezdz mod F(x)
= [P(x)]°2%2 mod F(x) = [P(x)]**2*! mod F(x)
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= [P(x)]**2 P(x) mod F(x)
= [P(x)] " DE"DEDE DKz p(x) mod F(x)
= [P0 ™) PCTIEIR by mod F)
= [1]¢"-DE" -DE" -Dkz p(x) mod F(x) = P(x) mod F(x).
Similarly, (C(x))3192 mod N(x) = ([P (x)]ki+Dez)®
= ([P =D - DE" D6 1)k +De2) 2o ()
= [1]¢"-DE =D -Dkz p(x) mod J(x) = P(x) mod ](x)
(CG0)*42 mod N(x) = ([P(x)]eKi+De2)
= ([P(x)] (™ -DE"-DE D kit De) 2 164 G(x)
= [1]¢ "D -DE"-Dk2 p(x) mod G(x) = P(x) mod G(x).
(€(0)*42 mod N(x) = ([P(x)]eKi+De2)
= ([P(x)] (™ -DE"-DE D -1k De) 2 16 y(x)
= [1]©@"-DE =D ~Dkz p(x) mod V(x) = P(x) mod V(x).

3. Security Analysis of HH-MRSA

In HH-MRSA an attacker tries to getting the three private keys from the
sets Lg, Lg, Lj, Ly to getting the original message. Assume the space of Ly
greater than Lg, Lg, Ly then by brute force attack, therefore, the total key space is
calculated as follows:

nq! 5 ny! ° ns! i
((df!)Z(nl—de)!) ((dj!)z(nz-mj)!) ((dg!)z(n3—2dg)!> '

4. Conclusion

HH-MRSA is exhibits superior security levels compared to RSA and
polynomial RSA. This superiority is attributed to its reliance on the product of
four elements of the HH-Real algebra: F(x), G(x), J(x), and V(x) € D. The
complexity associated with cracking the key, coupled with the increased time
required due to the expanding key space, underscores how this technology
enhances efficiency, dependability, and security across networks.
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