Journal of Discrete Mathematical Sciences & Cryptography
ISSN 0972-0529 (Print), ISSN 2169-0065 (Online)

Vol. 28 (2025), No. 2, pp. 349-354

DOI : 10.47974/JDMSC-2018

A new multi-dimensional public key cryptosystem via KAH-Octo
algebra

Kawthar Abdulabbas Hassoon *
Department of Mathematics
Faculty of Education for Girls
University of Kufa

Kufa

Al Najaf 540011

Iraq

Hassan Rashed Yassein '
Department of Mathematics
Faculty of Education
University of Al-Qadisiyah
Al-Diwaniya 58003

Iraq

Abstract

The security of information must be maintained is necessary to be maintained because
different data is distributed via networks that raises the possibility of data loss. In this paper,
is concerned with establishing a new public key cryptosystem called KAOTR using KAH-
Octo algebra, which consists of two public keys and four private keys by submitting a high
speed and acceptable security.
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1. Introduction

When the goal is to enhance the security of information transmission,
exploring different encryption techniques can do that. Among them are OTRU
introduced by Malekian and Zakerolhosseini in 2010 [4], QOBTRU introduced
by Yassein et al. in 2020 [8], NTRsh introduced by Shahhadi and Yassein in
2021 [13], NTRS introduced by Shahhadi and Yassein in 2021 [11], QOTRU
introduced by Abo-Alsood and Yassein in 2021 [7], BOTRU introduced by
Abo-Alsood and Yassein in 2021 [6], NTRTRN introduced by Shahhadi and
Yassein in 2022 [12], and TOTRU introduced by Abo-Alsood and Yassein in
2022 [5]. Several researchers have presented different cryptosystems based on
some hard problems by [1-3] and [10, 14-17]. In this paper, we introduce a new
KAOTR based on KAH-Octo algebra [9] and discuss its security and speed.

2. Proposed kaotr cryptosystem

Take into consideration the truncated polynomial rings K = Z[x]/(x" —
1), K, = Zp[x]/(x" = 1), K; = Z4[x]/(x" — 1) where generic parameters
(N, p, q) are the same in OTRU.

Three KAH-Octo algebras are defined as follows:

KO = {fo(x) + X1 fi(0).Bi, fi(x) €K, i =0,...,7},
KOy = {fo() + Bla fi(0)- By, fi(x) € ky },
and KOg = {fo(x) + 311 fi(x)- Bi, fi(x) € kg },
and six subsets Lg, L7, L, Lg, Ly and Ly € KO as follows:
Le = {fo) + 271 i) Bis £iG0) € K, 8(a 0, )}
Ly = {to(0) + £y 6:00). B 5 6:(x) € K, (aya, )
Lg = {go(x) + 221910 B; 5 9:(x) €K, f(dg,dg)}
Ls = {50(0) + Too 5:(0). B 5:(x) € K, L(aga, )}
Ly = {mo(x) + X7, m;(x). B;; mi(x) € K chosen modulo during (_Z—Z’g)}

Ly = { =0 ®: (). Bis i(x) € K,f(dd,,dd,)}

f € K; f has d, coefficients equal 1,
d,, coefficients equal — 1, and the remaining equal O}
The three phases of KAOTR are outlined below:

Formula €4 4 ) = {

I. Key generation

The process for generating the keys needs the recipient to select randomly
F,T,G, and S from the sets Lg, Ly, Ly, and L, such that F = fo(x) +

i7=1fi(x):8i' T =ty(x) + Zi7=1 t;(x)Bi, G = go(x) + Zi7=1 gi(x)p; and S =
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So(x) + X7=1 5;(x)B;. T must be invertible mod q referred to as T, * and F must
be invertible mod p and mod q referred to as Fp_l, Fq_l, respectively S must be
invertible mod p referred to as Sy 1. The public keys are generated as
H=F;'+G(mod q) and K =S *T;*(mod q) , where F,T,G, and S are
private keys, the key generation phase demands 16 convolution multiplications.

1. The encryption

The encryption process begins by writing the message M € L, in the form
of M = my(x) + 217-=1 m;(x) B; then choose ¢ € Ly , which is known as an
ephemeral value, after that the ciphertext is calculated using the formula
E=p(H*¢)+ M=*K(mod q). The Encryption phase needs 16 convolution
multiplications and eight additions of polynomials.

1. Decryption
After the receiving of E, the steps below can be used by the recipient to
obtain the original message:
D=F=+Ex«T (modq)
=(@F*Hx*p)+F+«M=K)*T (mod q)
=(pF*(F;'+G+*¢)+FxMxS*T; ')« T (mod q)
=pG+xp*T+F=*M=*S (mod q)
Where the coefficients lie in the interval (—q/2,q/2] , let B =
D (mod p) so M = Fp_1 * B xSy ! and the coefficients lie in the interval
(—p/2,p/2], the decryption phase needs 32 convolution multiplications and
eight additions of polynomials.

3. Security analysis

Due to the public key and generic parameters being known to the KAOTR
attacker, and thus he can apply a brute force attack, all potential G € L; and
S € L are attempting to obtain private keys G, S, assuming that the spaces L
and Lg are smaller than L and Ly, respectively. The subsets L., Ls have sizes
equal to

8 8
N\ (N —d ! (v-dg) \* :
Ll = ((dg)< a, g)) = (dg!(lilv—dg)! . dg!I(VN:ifag)!) - ((dg!)z(ljv-zdg)!> ,
8
|Ls| = <((]1\i) (Ic\lls _d1s>> - (ds!(ds—l)!IZI!V—st+1)!)8’

respectively. Thus, the space of key security is equal to |Lg| X |Lg| =
(N!)16

(dg!)"*((N-2dg)1ds!(ds-1)!(N-2ds+1)!)
space Ly to get the original message from the ciphertext, where the size of the

5. Similarly, the attacker can search in the



352 K. A. HASSOON AND H. R. YASSEIN

¢ Lo | to [Ly | (N)(N—d¢>8 ( M )8 hich
se is equal to = =(—=——] whic
¢ d ¢ dy)\dgy—1 (dg!)*(N-2dg)!

equals the space of message security.

4. Conclusion

The KAOTR is a cryptosystem that has a very high level of key security
and message security compared to the NTRyry, NTRS, NTRgy, and BOTRU. It
is equal in terms of the key security of TOTRU and the message security of
OTRU and QOTRU,; it is also, less than the message security of TOTRU. As for
speed, it is faster than OTRU, NTRgy, NTRS, NTRgy, TOTRU, and QOTRU,
and slower than BOTRU. This cryptosystem can be used in many contexts,
depending on the importance of security, speed, or both, depending on the
nature of the transmitted data.
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