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Abstract
The security of information must be maintained is necessary to be maintained because 

different data is distributed via networks that raises the possibility of data loss. In this paper, 
is concerned with establishing a new public key cryptosystem called KAOTR using KAH-
Octo algebra, which consists of two public keys and four private keys by submitting a high 
speed and acceptable security.
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1. Introduction 
When the goal is to enhance the security of information transmission, 

exploring different encryption techniques can do that. Among them are OTRU 
introduced by Malekian and Zakerolhosseini in 2010 [4], QOBTRU introduced 
by Yassein et al. in 2020 [8], NTRsh introduced by Shahhadi and Yassein in 
2021 [13], NTRS introduced by Shahhadi and Yassein in 2021 [11], QOTRU 
introduced by Abo-Alsood and Yassein in 2021 [7], BOTRU introduced by 
Abo-Alsood and Yassein in 2021 [6], NTRTRN introduced by Shahhadi and 
Yassein in 2022 [12], and TOTRU introduced by Abo-Alsood and Yassein in 
2022 [5]. Several researchers have presented different cryptosystems based on 
some hard problems by [1-3] and [10, 14-17]. In this paper, we introduce a new 
KAOTR based on KAH-Octo algebra [9] and discuss its security and speed. 

2. Proposed kaotr cryptosystem 
Take into consideration the truncated polynomial rings    , - (   

 ) ,      , - (    ) ,      , - (    ) where generic parameters 
(     ) are the same in OTRU. 

Three KAH-Octo algebras are defined as follows: 
     *  ( )  ∑   ( )    

      ( )            +, 
     {  ( )  ∑   ( )    

      ( )     },  
and       {  ( )  ∑   ( )    

      ( )     },  
and six subsets                and        as follows: 
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Formula  (     )  {                                   
                                                  }  

The three phases of KAOTR are outlined below: 

I. Key generation 
The process for generating the keys needs the recipient to select randomly 

       and   from the sets           and     such that     ( )  
∑   ( )    
        ( )  ∑   ( )    

        ( )  ∑   ( )   
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  ( )  ∑   ( )   
   .   must be invertible       referred to as      and   must 

be invertible       and       referred to as          , respectively   must be 
invertible       referred to as       The public keys are generated as 
        (     )  and         (     ) , where        and   are 
private keys, the key generation phase demands    convolution multiplications. 

II. The encryption 
The encryption process begins by writing the message      in the form 

of     ( )  ∑   ( ) 
      then choose       , which is known as an 

ephemeral value, after that the ciphertext is calculated using the formula 
   (    )     (     ). The Encryption phase needs    convolution 
multiplications and eight additions of polynomials. 

III. Decryption 
After the receiving of  , the steps below can be used by the recipient to 

obtain the original message:  
        (     ) 
  (   (    )       )    (     ) 
  (   (        )            )    (     ) 
               (     ) 

Where the coefficients lie in the interval (        - , let   
  (     ) so                and the coefficients lie in the interval 
(        - , the decryption phase needs    convolution multiplications and 
eight additions of polynomials. 

3. Security analysis 
Due to the public key and generic parameters being known to the KAOTR 

attacker, and thus he can apply a brute force attack, all potential       and 
      are attempting to obtain private keys  ,  , assuming that the spaces    
and    are smaller than    and   , respectively. The subsets   ,    have sizes 
equal to 
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respectively. Thus, the space of key security is equal to |  |  |  | = 
(  )  

(   )
  .(     )    (    ) (       ) /

 . Similarly, the attacker can search in the 

space    to get the original message from the ciphertext, where the size of the 
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set    is equal to |   |  ((  
  

) (
    
    ))

 

 (   
(   ) (     ) 

)
 

 which 

equals the space of message security. 

4. Conclusion 
The KAOTR is a cryptosystem that has a very high level of key security 

and message security compared to the NTRTRN, NTRS, NTRSH, and BOTRU. It 
is equal in terms of the key security of TOTRU and the message security of 
OTRU and QOTRU; it is also, less than the message security of TOTRU. As for 
speed, it is faster than OTRU, NTRTRN, NTRS, NTRSH, TOTRU, and QOTRU, 
and slower than BOTRU. This cryptosystem can be used in many contexts, 
depending on the importance of security, speed, or both, depending on the 
nature of the transmitted data. 
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