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1. Introduction  
The transmission of confidential information over open networks has 

become a difficult undertaking in many business sectors. Therefore, the creation 
and development of cryptosystems with high levels of security have gained great 
acceptance among many researchers. Hoffistein et al. [9] introduced the NTRU 
cryptosystem in 1996, which is built on a truncated polynomial. In 2005, 
Coglianese and Goi [7] proposed a MaTRU cryptosystem that operates over the 
ring   [ ][ ]       ⁄  of     matrices of polynomials in  [ ]       ⁄ . 
In 2019, Verma et al. proposed a new cryptosystem by using an alternate 
superior dynamic lookup table [18]. In 2020, a number of researchers have 
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presented public key methods based on different algebraic structures [6, 22]. In 
2021, Yassein et al. [20] established QMNTR, relying on new mathematical 
structures as an improvement for QTRU. In the same year, Yassein and 
Shahhadi proposed two improvements for NTRU based on tripternion algebra, 
called NTRS and NTRSH [15, 16]. Abo-Alsood and Yassein [2, 3] introduce 
BOTRN and QOTRU with two new algebras called the qu-octonion subalgebra 
and bi-octonion subalgebra, respectively. Imine et al. introduced a new 
cryptosystem via non-permutation equivalent polar [10]. In 2022, Yassein et al. 
presented some new methods analogous to NTRU by adopting different 
algebraic structures with a new mathematical structure [4, 8, 11, 17, 19]. Also, 
Benamara and Merazka presented two versions of the Boneh-Goh-Nissim 
cryptosystem [5]. In 2023, Yassein et al. proposed a QuiTRU based on an HH-
real algebra with a new mathematical structure [21, 23-26]. Also, Salman and 
Yassein presented three new cryptosystems, TRUFT, TRUHIB, TRUHSH, by 
relying on multidimensional algebras to ensure a high level of security [12-14]. 
In 2024, Yassein and Abidalzahra [1] presented an ASTRU built on a new AS 
algebra with a new mathematical structure. In this paper, we present another 
variant of NTRU, named AmTRU. It operates in the matrices ring of size      
where elements of matrices are from ring  [ ]     ⁄ . The mathematical 
construction of AmTRU, consisting of five private keys and two public keys, 
makes it enjoy a high level of security. 

2. The Proposed AmTRU Cryptosystem 
Let   {[   ]            [ ]       ⁄ }  be a noncommutative 

matrix ring where the ring   is truncated polynomials of degree     having 
integer coefficients.  

The width of     is defined by:        =    (coefficients in polys. 
   ) -     (coefficients in polys.    ). The definition for width is similar 
to a polynomial in  . 

 A matrix     is said to be short if         .  
The size of an element     equal to  

      √∑ ∑                        . 
AmTRU uses the parameters                . The numbers   and   

are relatively prime and   is much larger than  . 
The AmTRU cryptosystem relies on parameters           and six subsets 

                   . 
The following notation below is used to define the sets of short matrices. 
     {        ⌈       ⁄ ⌉ ⌈    ⁄ ⌉      every polynomial 

in M has on average   coefficients equal              . 
Now, we define the subsets                   as follows:    {  

       is permutation matrices and                are linearly 
independent modulo   and for short      ∑        

    is short} 
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     {       ∑        
                         

   φ                                  
     {       ∑        

                        

 φ                                  
      {                                      
     {                                    has inverse mod     

   {      polynomials in M have coefficients between 
⌈       ⁄ ⌉ and ⌈    ⁄ ⌉ . 

In addition, the elements in    satisfy the condition that they have the 
inverse of modulo   and  . 

Since the matrices   and   are public keys, the security of  ,  ,     is 
contingent upon the difficulty of identifying the short polynomials            , 
             so we wish to increase the number of options available 
polynomials. We therefore commonly choose    

 
     

 
    

Now, we describe the phases of the AmTRU cryptosystem as follows: 

2.1 Key Generation 
To obtain the public keys, the recipient chooses the private keys as follows. 

In the first step, he\she selects two matrices        of size     and 
randomly selects short polynomials                      Now, compute 
       as follows: 

  ∑        
    and   ∑        

   , the matrices   and   have 
multiplication inverse modulo   denoted by           respectively and modulo   
denoted by          , respectively. 

In the second step, he\she will choose three matrices             of 
size    . Now, the public keys are calculated by 

                   ,                    

2.2 Encryption 
To send ciphertext, the sender selects a message      and it is creating 

matrices ℛ      by taking:  
    ∑            ∑        

   
   
    

such that                     are random short polynomials. Now, the 
ciphertext is calculated by:  

                        

2.3 Decryption 
The recipient decrypts the cipher text as follows: 

                                             
   ( (  (        )   )    (      ))             
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   (                  )      (      )           
Since 

      (∑        
   )  (∑        

   )          
  = ∑ ∑                                

   
    

   ∑ ∑                              
   
     

   ∑ ∑                              
   
     

   (∑        
   )  (∑        

   )                

then 
                             

The coefficients in the last equation must be modified to lie in the interval 
     

 
 ]. 
Now, take                           then 

                                 

3. Security Analysis 
Through a brute force attack, the attacker accesses the plaintext in one of two 
ways. 
1.  Search for the private keys used in constructing public keys (that is, the 

attacker must search for all possible short matrices      and      or 
     and      in the public key   and also look for      in the 
public key  ). Because the matrices   and   are generic, the security of   
and   depends on    polynomials having degree    . So the number of 
possible of     and   are  

(   
                    

)
 
 (   
                    

)
 
(   
                    

)
  

, 

respectively. 
2.  Search for the message keys (that is, the attacker must search for all 

possible short matrices           ). The security of   and   
necessarily depends on    polynomials                  . The 

number of possible         equal to (   
                    

)
  

, 

(   
                    

)
  

.  

4. Conclusions 
We introduced the AmTRU cryptosystem that is based on a non-

commutative ring      [ ][ ]       ⁄ . The hard mathematical structure 
of this improvement, consisting of two public and five private keys, gives it a 
high level of security against many known attacks compared to NTRU and 
MaTRU, which is a good choice for many electronic transactions.  
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