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1. Introduction  
The rapid expansion of communication networks in the modern world is 

largely attributable to the proliferation of internet-based systems. Therefore, 
security is essential for protecting communication data from online threats. In 
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addition, a high degree of security is necessary for some applications since they 
deal with very sensitive data, so encryption appears to protect that data. 

In 1976, Diffie-Hellman proposed a key exchange method; they also 
predicted that cracking their technique would be as difficult as solving discrete 
logarithms [8]. In 1989, Den Boer stated that there was no existing technique 
that could effectively address the issue of distinct records during the probability 
phase. Therefore, when     transactions are smooth or when there are 
priorities that meet this requirement, a multi-border algorithm exists that can 
solve the separate logarithm problem [6]. 

Citing Hoffstein et al., who first proposed a private key cryptosystem, 
NTRU was originally developed in 1998 using the ring of truncated polynomials 
[9]. In 2003, Pearson et al. studied the utilisation of generalisations of Diffie-
Hellman issues in the development of cryptographic methods for practical 
applications [4]. In 2017, Escala et al. presented a fresh algebraic framework for 
studying and generalizing decisional assumptions similar to Diffie-Hellman. 
This framework lets them make arguments about the examination of security 
and applications solely through the lens of algebraic properties [7]. NTRU and 
some improvements were based on a truncated polynomial ring, and some of its 
improvements were based on changing the algebraic structure, the mathematical 
structure, or both [1-3, 11, 12, 14, 15, 17, 18]. Over the years, many researchers 
have presented new encryption methods based on algebraic or mathematical 
structures [5, 10, 13, 16, 19-22]. In this paper, we present a new encryption 
method using Diffie-Hellman, which is considered highly secure. 

2. Diffie Hellman Key Exchange 
Diffie and Hellman proposed the key exchange (DH) algorithm, which is a 

method for exchanging encryption keys between two parties in the public 
communications channel in a secure manner. No keys are traded explicitly but 
are calculated jointly by both parties. Table 1 shows a summary of the Diffie-
Hellman algorithm. 

 
Table 1 

Diffie-Hellman key exchange 

Create the public parameters 
We select and propagate as public parameters a (large) prime number   and an integer 
  that has a large prime order in     
Private computations 
Alice Bob 
Select a secret integer   
Compute              

Select a secret integer   Compute 
             

Public exchange of values 
Bob receives   from Alice   
  Alice receives   from Bob 
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Private computations 
Alice Bob 
Compute the number            Compute the number            
The shared secret value is                               

3. DHBH Public Key 
New public keys are introduced in this section of encryption called DHBH 

by applying the Diffie-Hellman method for exchanging keys with the same 
parameters in addition to prime  . This, like other systems, consists of three 
phases, which are as follows: 

I. Key Generation 
At this phase, both the sender (Bob) and the recipient (Alice) generate public 
keys, which are shared between them through the following steps: 
 Bob chooses private keys     and Alice chooses private keys    , such 

that               
 Bob calculates the public key            ,             and 

Alice calculates  
            ,             
 Bob and Alice share the public keys    ,  , and   between them. 
 Bob calculates               ,                and Alice 

calculates  
                and                 such that             

and            . 

II. Encryption 
In order for the message   to be encrypted, Bob uses the following 

formula: 
              . 

III. Decryption  
For the recipient (Alice) in order to recover the initial message   from the 

encrypted text  , she must follow the following steps: 
Multiply   by        and       from left and right, respectively. 

                                    
                                      . 

To illustrate the above-mentioned phases, we review the example below: 
Take                       and     .  

Key generation: 
Bob choose         and Alice choose         We calculate 

           ,  
Bob calculates                                
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                           , 
Alice calculates                               

                           , 
Bob calculates                 ,                ,  
Alice calculates                                          . 

Encryption: 
                                                . 

Decryption: 
                                                 

                 . 

4. Security Analysis 
Since the DHBH method uses the Diffie-Hellman key exchange technique; 

the security of this algorithm is dependent on the discrete logarithm issue as it 
relates to the private keys.    ,    and   for the public keys            , 
                       , and              respectively, which 
determine the security of the key. 

5. Conclusion 
Due to the importance of encrypting data to protect it from hackers, DHBH 

encryption was introduced based on Diffie-Hellman, which makes this 
encryption an important method in many applications that require high security. 
It is also difficult for hackers to penetrate and access it as a result of using more 
private keys, which increases the complexity of the complexity of the discrete 
logarithm problem. 
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