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Abstract
Autonomous vehicles (AVs) are transforming transportation, and their development 

and operation depend more and more on digital twins (DTs). DTs are virtual representations 
of AVs that can be used to replicate and test their behavior in various settings. Nowadays, 
protecting privacy and safety is a major concern because the integration of these technologies 
has resulted in both happy and catastrophic situations. We suggest an elliptic curve 
cryptography (ECC)-based key agreement method for AVs and DTs in this paper. We’ll 
look at the key security improvements made so far, explore a number of attack methods, 
and assess the computational and communication costs inside the proposed framework. 
In addition, security analysis is used to ensure secure and efficient communication. Lastly, 
our findings indicate that the suggested protocol satisfies every security need compared to 
existing protocols. 

Subject Classification (2010):  11T71, 94A60, 94A62.

Keywords: Autonomous vehicle, Security and privacy, Digital twin, Elliptic curve cryptography. 

1.  Introduction

The concept of DT has arisen as a revolutionary force in the area of 
cutting-edge technology [1], altering the way we design, monitor and 
optimize complex systems. A digital depiction or replication of a tangible 
object, like a system, process, or product, is called a DT. In real time, this 
digital replica records the dynamic properties, interactions, and behavior 
of the physical thing. A DT is basically a bridge between the digital and 
physical realms, thus providing an excellent instrument for productivity 
and innovation across a range of business sectors.

DT is generated using data from sensors, cameras, and other devices 
that continuously monitor physical things or systems [2]. By simulating a 
physical object’s or system’s behavior in various scenarios, DTs can assist 
scientists and engineers in improving product design, streamlining the 
manufacturing process and forecasting maintenance requirements. 
Almost every industry uses DTs, including healthcare, manufacturing, 
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architecture and so on. The critical relevance of guaranteeing secure 
communication and data integrity cannot be overemphasized in the fast-
evolving field of AV and DT technologies. 

1.1 Components of DT

Some of the components of DT are discussed in this section: 
•	� Physical entity: The digital equivalent of the real-world system, 

process, or object. It may be a manufacturing machine, a car, a 
structure, or even an entire supply chain. 

•	� Virtual model: The physical entity’s digital representation. It may 
include data-based simulation, schematics, or 3D CAD models AI-
based models, physics- or mathematics-based simulations, etc. 

•	� Sensors and IoT devices: It collects real-time data from the physical 
object. Inputs are given, including operating status, vibration, 
temperature, and pressure are given. IoT sensors, cameras, GPS 
devices are a few examples. 

•	� Data integration and communication layer: It sends data in real-
time to the DT by the actual entity. Data from the physical world 
can now be moved to the virtual and vice versa. It utilizes cloud 
computing, edge computing, and IoT platforms. 

•	� Control systems: This enables the physical object to receive 
commands or changes from the DT. Supporting feedback loops, 
optimization, and automation.

1.2 Benefits of DT

Some of the benefits of DT are discussed below: 
•	� Improved efficiency: Automation of mundane tasks increases 

workflow and productivity. 
•	� Better customer experience: Offers multichannel interaction, faster 

response, and personalized services. 
•	� Cost savings: Reduces costs associated with running a business 

through streamlined processes and reduced waste of resources. 
•	� Competitive advantage: Keeps companies innovative and relevant 

in the digital economy. 
•	� Scalability and flexibility: It uses agile digital solutions to adjust to 

shifting market demands. 
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In the ever-changing transportation scene, the emergence of AVs is a 
game-changing technical advancement [3]. Autonomous or self-driving 
cars mark a paradigm change in the way we think about and engage with 
transportation networks. These advanced robots [4] differ from 
conventional cars in that they are equipped with high-level sensors, 
artificial intelligence, and strong control systems to move, perceive their 
environment, and make decisions without any human intervention. The 
search for safer, more efficient and more accessible transportation solutions 
drives the development of self-driving vehicles. The promise of a future 
[5] in which automobiles function autonomously is becoming more 
tangible as the automotive industry continues to invest extensively in 
research and development. The US National Highway Traffic Safety 
Administration classified automation into six stages [6]: 

•	 The driver performs all duties at Level 0 and it is not automated. 
•	� While maintaining an eye on the road, Level 1 assists the driver with 

various tasks like as braking and accelerator control. 
•	� Level 2 is automated combination functions, where the vehicle is 

operated by two or more major control functions, relieving the driver 
of that responsibility. Examples of related functions are adaptive 
cruise control and lane centering. 

•	� Level 3 includes a limited amount of automation for self-driving 
automobiles. 

•	� High driving automation is provided by Level 4, where the driver 
only takes over when the automated situation becomes dangerous. 

•	� Level 5 denotes complete automation, where the driver functions as 
a passenger and no human involvement is required.

As these systems become more interconnected, robust cryptographic 
techniques are necessary to protect personal data and ensure the 
ecosystem’s overall dependability [7]. ECC is one such cryptographic 
method that has gained popularity due to its efficiency and security. ECC 
appears as an appropriate contender for tackling the security concerns 
posed by the dynamic and linked nature of AVs and their accompanying 
DTs due to its potential to deliver robust encryption with lower key lengths 
compared to previous cryptographic approaches [8].

This introduction investigates the need for a complex key agreement 
mechanism in various fields, highlighting potential vulnerabilities and 
risks associated with traditional techniques. Following that, it looks into 
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the benefits of ECC, emphasizing its applicability for resource-constrained 
contexts, which are frequently found in AV and DT systems. As we delve 
into the complexities of securing communication channels between AVs 
and their DTs [9], the proposed key agreement protocol seeks to address 
unique challenges such as latency, scalability and resource optimization. 
Figure 1 illustrates how AV and DT interact. The remainder of this 
exploration will delve into the major features of building an appropriate 
ECC-based key agreement protocol, explaining its implementation, 
benefits and ability to reinforce the security infrastructure of autonomous 
car and DT ecosystems. We hope to contribute to the growth of secure and 
dependable systems that pave the way for the smooth integration of these 
disruptive technologies into our daily lives by doing so.

1.3 Literature review

A survey article was proposed in 2019 by Kuutti et al. [10]. They 
provided a survey of deep learning-based methods for AV control in their 
study. Three categories were established for the approaches: simultaneous 
lateral and longitudinal control methods, longitudinal (acceleration and 
braking) and lateral (steering). Although there is some clear overlap 
between perception and vehicle control approaches, the focus of this work 
has been on the former. It was demonstrated that there has been a notable 
increase in research interest in this sector recently and this trend is 
anticipated to continue. A study on the requirements of DT-driven AV 
maintenance was proposed by Khan et al. [11] in the year 2020. Using the 
notion of the DT and recent advancements in machine learning, this paper 
examined autonomous maintenance. The information that resulted 
emphasized important requirements and how they can be satisfied. 
Generative learning is becoming popular in engineering applications and 
is a potentially significant enabling idea. A number of (digital) models 
have also been used by practitioners to track and diagnose issues at the 
system level. Unfortunately, the accuracy (and meaning) of models are 
impacted by the quality of the data utilized in this process and many 
potential users appear to lack the knowledge necessary to locate or utilize 
the appropriate data. A paper on the evolution of AVs was suggested by 
Alghodhaifi et al. [12] in 2021. This poll has reviewed all these above 
technologies to see how best they are used by vehicle-to-user (V2X) 
communication applications. The key features of this short-range 
communication technology are discussed, as well as how it can be used for 
some V2X applications including vehicle identification, forward collision 
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warning, and toll check that don’t need high latency. They cannot, however, 
control applications such as remote driving and maintenance. Because of 
its low data rates and latency, it can deliver the most data overall and has 
the lowest delay of the four short-range technologies. Parekh et al. [3] 
published a review on AVs in 2022. They have discussed, highlighted, and 
analyzed technological advances of autonomous driving in this survey. 
They also looked into the most recent advancements in autonomous 
driving and case studies. Security, privacy, path planning, and safety 

Figure 1
Interaction between AV and DT 
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problems associated with this study include quite a number of concerns. 
Consumer trust, governance, and human attitudes toward autonomous 
driving are examples of nontechnical issues that are important factors in 
the widespread adoption of AVs and related technology. A paper was 
recently proposed by Hossein et al. [13]. The development, history, and 
many stages of the application of DT technology are covered in this study. 
DT technologies that have been modified for usage in smart electric vehicle 
use cases are the main focus of this study. These technologies include 
autonomous motion control, cars as a service, driver aid systems, predictive 
mobility, vehicle-to-cloud-based driver assistance systems, and the Petri 
net model controversy. 

1.4 Security requirements for AV and DT interaction

Strict security measures are necessary since the convergence of AV 
and DT produces a dangerous and complex environment. Ensuring the 
security of these systems is essential to preventing potential hazards, 
illegal access, and destructive behavior. By resolving these security needs, 
the integration of AVs and DTs can be done in a way that prioritizes the 
system’s safety, privacy and reliability. To remain ahead of new threats 
and vulnerabilities, regular updates and communication with the larger 
cybersecurity community are required [14]. Security requirements for the 
AV and DT interactions are discussed below: 

•	� Confidentiality: The protocol should provide a safe mechanism 
for the exchange of cryptographic keys between AVs and their DTs 
while keeping the keys confidential and resistant to eavesdropping. 

•	� Authentication: To build mutual trust, both the AV and the DT must 
confirm each other’s identities. This stops malicious actors from 
impersonating legitimate communication participants. 

•	� Non-repudiation: Non-repudiation should be supported by the 
protocol, ensuring that no party involved in the communication 
can deny their involvement or the origin of a given message. This 
is critical for accountability in the event of a dispute or a security 
incident.

•	� Resilience against replay attacks: The protocol should include 
techniques to prevent replay attacks, in which an adversary 
intercepts and retransmits legal communications in order to fool the 
system. To do this, time-stamping or nonce usage can be used. 
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•	� Scalability: The protocol should be adaptable to handle the system’s 
expanding number of AVs and DTs. It should run effectively as the 
network grows while maintaining security. 

1.5 Motivation and Contribution

Modern transportation systems must be safe and dependable and 
this requires secure communication between autonomous cars and their 
digital duplicates. The security, efficiency, and scalability of conventional 
key agreement methods are frequently compromised, rendering them 
unfit for the rigorous demands of AV communication. ECC presents a 
viable solution because of its effective computing, small key sizes and 
robust security. A number of protocols pertaining to privacy and security 
concerns have been proposed. Before sharing sensitive data, entities must 
authenticate one another. Over the past few years, numerous ECC-based 
frameworks for key agreement and authentication have been proposed; 
however, they are all useless. In order to introduce a suitable key agreement 
for AVs and DTs utilizing ECC, we have presented a framework. The 
following attributes of the suggested framework are listed: 

•	� We provide an ECC-based key agreement approach that works well 
for AVs and DTs. 

•	 The session key is produced with the help of central authority. 

•	� The paper explains the security analysis and security features.

•	� A comparison of the communication and computational costs of the 
proposed protocol with different schemes. 

1.6 Roadmap of the paper

Section 1 includes the introduction, literature review, security 
requirements, motivation, and contribution of this study. Section 2 of this 
work analyzes the network and threat models, the mathematical concepts 
and notations used within the proposed protocol. Section 3 explains the 
explanation of the recommended protocol. Section 4 describes a security 
study of the proposed protocol, whereas Section 5 draws a conclusion of a 
performance analysis. Section 6 gives the conclusion and future discussion. 
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2. Mathematical terminologies

The terms and symbols used in the suggested protocol are defined in 
this section. 

2.1 Notations

Table 1
Notations 

 Notations  Description  Notations  Description
 EC Elliptic curve  Vi ith Autonomous Vehicle 
Tj jth Twin  IDV Identity of AV

PWV Password of AV  PWT Password of Tj

h(.) Hash function G Elliptic curve group 
MV Message sent by AV MT Message sent by Tj 
CA Central authority A Adversary 

SKVT Session key of ith AV SKTV Session key of jthtwin 
DT Time delay in communication  ≅  Approximate value 

⇒   Secure channel  →   Public channel

 
This work makes use of the notations found in Table 1.

2.2 ECC background over finite field

Consider a prime finite field qN  of order q with a huge prime number 
q. An elliptic curve over qN  has the equation 2s = 3t + ct + mod ,d q  
where c and d are elements of qN  [15, 14]. The additive elliptic curve 
group defined as = {( , )G t s : c, d , ;qb a N∈ ( , ) }t s ∈ ∪ { },F  where the point F  
is known as zero or identity element of G and G satisfies following 
operations [16]: 

1.	 Let = ( , )R t s ∈G then define = ( , )R t s− −  and ( ) = .R R F+ −  
2.	� If 1 1= ( , )R t s  and 2 2= ( , )S t s  ∈  G, then R S+ = 3 3( , ),t s  where 3t =

2
1tm − − 2 mod ,t q  3s = 1 2( )s sm − − 1 mods q  and

2 1

2 1
2
1

1

3
2

mod if
= (1)

mod if =

s s
t t

t c
s

q R S

q R S
m

−
−

+

 ≠




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3.	� Let = ( , )R t s G∈  then, scalar mortification of G is defined as: .n R =
R + R + R ... + ( ).R n times−  

4.	 If g is the base point of G with order n, then . = .n g F  

2.3 Network model

We discuss the network model for the suggested work in this section. 
Three entities make up the model: 

•	� Autonomous vehicle (AV): AV is another name for a driverless 
vehicle. It does not require human aid to navigate or operate. These 
vehicles are equipped with contemporary technology and sensors 
that let them sense their environment, make independent decisions 
and control their movement. The primary purpose of AV is to deliver 
transportation that is safe, efficient and convenient. 

•	� Central authority (CA): The CA is an essential part in managing 
and controlling cloud infrastructure and services. It is in charge of 
creating policies, enforcing regulations, and making crucial choices 
that govern the behavior of the cloud environment.

•	� Digital twin (DT): When viewed in a virtual environment, the 
digital representation closely resembles the equivalent physical 
counterpart in the real world. 

2.4 Threats model

A threat model is a method of identifying, evaluating, and addressing 
potential security threats to a system, application, or process [17]. In this 
regard, it serves to help organizations understand what the risks are and, 
subsequently, develop strategies on how to mitigate or remove them.

It aims to capture the security characteristics of key exchange 
protocols, particularly when attackers are actively involved. According to 
the CK model, a key exchange protocol’s security is defined so that the 
shared keys are safe even in the event that a hostile party deliberately tries 
to disrupt communication in an effort to jeopardise the confidentiality or 
integrity of the keys.

The model has been widely applied in the creation and assessment of 
numerous cryptographic protocols, offering a formal framework for 
assessing the security of key exchange protocols. It facilitates methodical 
and thorough reasoning about the security characteristics of these 
protocols by researchers and practitioners [18].
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3.  The proposed protocol

The proposed protocol contains the following phases: 

3.1 Initialization phase

Table 2
Registration phase via secure channel 

 iV   CA   
( )th

jT j Twin
 

Input { , }V VID PW  

Computes 
1 = ( )V Vh h PW ID  

 

Sends 
1= { , , }V V VM ID PW h  

 

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅⇒   

1 1
Verify A Vt t TD− ≤  

 Sends 
1= { , , }V V VM ID PW h  

 ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅⇒  

 
1 2

Verify T At t TD− ≤

  Computes 
2 1= ( )V V Th h PW ID ID 

 2= {S , }ends T TM h ID

⇐⋅⋅⋅⋅⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅

2 2A Tt t TD− ≤

Sends TM

⇐⋅⋅⋅⋅⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅

2 3
Verifies V At t t− ≤

3 2 1Computes h h h= ⊕

Stores h3 in database
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In the proposed protocol, CA selects a large prime number q and a 
prime finite field over the selected prime number, i.e. * .qZ  CA also selects 
an equation ( , )qN c d : 2s = 3t + cs + d mod q  over qN  where 34c + 227d
mod 0,q ≠  which holds the condition of non-singularity. CA chooses g 

as the base point of G along with a hash function (.),h  which is defined as 

ih = *{0,1} → {0,1} .l  Then CA publishes the parameters { , , , (.), }qN EC g h q  

3.2 Registration phase

In this phase, registration is done in the following manner: 

Step 1: To register with CA, Vi inputs its VID  and VPW  and computes 1h
= ( Vh PW  )VID  and sends VM  to CA  via secure channel where VM  
contains 1{ , , }.V VID PW h  

Step 2: On receiving ,VM  CA  first verifies 
1 1A Vt t TD− ≤  and if verifies, 

CA  transfers VM  to .jT  

Step 3: jT  receives VM  and verifies whether 
1 2

.T At t TD− ≤  If yes, then jT  
computes 2h  =  1( Vh PW    VID    )TID  and sends TM  to CA  via secure 
channel where TM  contains 2{ , }Th ID  

Step 4: After receiving ,TM  CA  verifies 
2 2AA Tt t TD− ≤  and if verified CA  

transfers TM  to .iV  

Step 5: After receiving TM  from , iCA V  first verify whether 
2 3V At t TD− ≤  

and computes 3 2 1= .h h h⊕  Finally, iV  stores 3h  in database.

The registration process is described in Table 2: 

3.3 Login and authentication phase

In order to enable more connections, iV  and jT  authenticate one 
another via CA  at this phase and create a session key between them. The 
steps that are involved in the procedures are described below:



A SUITABLE KEY AGREEMENT PROTOCOL USING ECC� 229

Table 3
Login and authentication phase via public channel 

 iV   
( )th

jT j Twin
 

{Inputs , }V VID PW∗ ∗  

1

Computes
= ( )V Vh h PW ID∗ ∗ ∗



 

3 2 1

C
=

omputes
h h h∗ ∗

⊕

 

3 3Verifies If yes;h h∗ =  

1 = ((
Computes

) )T V VW h ID PW ID⊕ 

 

Generates qa Z∗∈  

Computes =A ag  

1 1 1= { ,
Se d

}
s

,
n

M A W T

 

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅⋅→   

2 1Verifies T T TD− ≤

 Computes 
1 = (( ) )A T VW h PW ID ID∗ ⊕ 

?

1 1=Verifies , If yesW W∗

 Generates random value 
qb Z∗∈  

Computes =B bg

Computes 
3= ( . )TV T VSK h ID ID b A T    

 Computes 
2 = ( ( ))V TW h A B ID ID⊕ 

2 2 3= { , ,S d }en s M W B T
 ←⋅⋅⋅⋅⋅ ⋅ ⋅ ⋅

4 3Verifies , If yesT T TD− ≤

Computes 
2 = ( ( ))V TW h A B ID ID∗ ⊕ 

 
?

2 2=Verifies , If yesW W∗

Computes 
3= ( . )VT V TSK h ID ID a B T  
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Step 1: iV  inputs ,VID∗  VPW∗  and computes 1h∗  =  ( Vh PW∗    ),VID∗  further 
iV  computes 3 2 1=h h h∗ ∗

⊕  and verifies whether 
?

3 3 .h h∗ =  If the condition is 
satisfied, then iV  computes 1W = (( Vh ID ⊕ )TPW  )VID  and generates 
a random value qa Z∗∈  and computes = .A a g  and finally iV  sends 

1 1 1= { , , }M A W T  to jT  via public channel. 

Step 2: Upon receiving 1 , jM T  verifies 2 1T T− ≤ TD  and computes 1W∗ =
(( Ah PW ⊕ )TID |DV) and verifies 

?

1 1= ,W W∗  if yes then jT  generates a 
random value qb Z∗∈  and computes = .B b g  then jT  computes the session 
key TVSK = ( Th ID  VID  .b A  3 ).T  Further, jT  computes 2W = (h A
 B  ( VID ⊕ TID  3 )).T  Then iT  sends 2M = 2{ ,W ,B 3 }T  to iV  via 
public channel. 

Step 3: Upon receiving 2 , iM V  verifies 4 3T T− ≤ TD  if yes, then computes 
2W∗

 = (h A B  ( AID ⊕ ))TID  and verifies whether 2W∗ ?
= 2 .W  If yes, then 

iV  calculates its session key VTSK = ( Vh ID  TID .a B  3 ).T  
Hence, after validating one another, iV  and jT  decided on a common 

session key, = = .VT TVSK SK SK  This process is shown in Table 3. 

4.  Security analysis

Security analysis is a broad and systematic assessment of 
vulnerabilities, risks, and any existing measures to ensure what can be 
done against prospective threats in a system or application or organization. 
Below are some informal security analysis are discussed:

4.1 Replay attack

A replay attack attempts to fool a system by convincing it that the 
replayed data is real and still relevant. This form of attack assumes that the 
communication between two parties is safe and has not been interfered 
with. We should employ unique time stamps and unique random numbers 
at every stage. The proposed protocol checks each step to whether the 
message is sent on time or not. Time stamps and secure hash functions 
included in our framework form its basis of security into every stage of the 
login and authentication procedure. This incorporation presents A  with 
a significant barrier, making a repeat effort quite difficult. Individual A  
will not be able to access or recognize the secure data if they try to replay 
the intercepted communication delivered over an unsecured channel. 
Thus, the method we have outlined is secure against replay attacks.
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4.2 Anonymity property

Individuals can engage in activities or transactions without exposing 
their genuine identity, providing privacy and protection from unwanted 
observation. This attribute is important in a variety of situations, including 
online interactions, financial transactions, and communication systems. In 
the proposed protocol, except for the time stamps 1T  and 3 ,T  the exchanged 
messages in the proposed protocol are 1 1 1= { , , }M A W T  and 2 2 3= { , , }.M B W T  
The rest of the information in these messages is encrypted or the result of 
a one-way hash function and randomized by fresh nonce values. 
Consequently, this protocol proposed ensures anonymity in the sense that 
the messages exchange does not disclose any information.

4.3 Man in middle attack

For the man in middle attack, the A  secretly interrupts and possibly 
alters the communication between the two parties who believed they were 
directly communicating with each other. The proposed protocol in each 
step includes time stamps and various hash functions, which is quite well-
known that it is hard to come up with a hash function under the collision-
free condition of one-way hash functions. Therefore, the suggested 
protocol is man-in-the-middle attack protected. 

4.4 Forward secrecy attack

Forward secrecy, or Perfect Forward Secrecy (PFS), is an attribute of a 
cryptographic system that ensures that the confidentiality of past 
communications is not compromised by the compromise of long-term 
secret keys. Forward secrecy ensures that previously transmitted messages 
remain private even if the current or future cryptographic keys are 
compromised. The proposed protocol only uses ECC, along with a secure 
collision-resistant hash function. 

4.5 Insider attack

Insider attacks underscore the importance of a complete and proactive 
cybersecurity strategy, recognizing that threats can come from both 
external and inside sources. An insider attack, according to the proposed 
protocol, is a security breach done by someone who has genuine authorised 
access to an organization’s network, systems or data. The authentication 
method in the proposed protocol is carried out by participants using their 
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own secret keys. As a result, the proposed approach is resistant to stolen 
verifiers and insider threats.

4.6 Key freshness

The fundamental purpose of key freshness is to improve the security 
of encrypted communication by reducing the time a single key is in use. 
This practice helps to limit the dangers associated with exposing 
cryptographic keys to prospective assaults over time. The new nonce was 
created at every step, and verification time stamps were performed in the 
protocol. The time stamps with a random nonce are different in every 
session stamp. So the uniqueness of the key authenticates the freshness of 
the key protocol. 

4.7 Untraceability

In the context of digital transactions and communication, 
untraceability is frequently related to privacy and anonymity. It is the 
attribute that makes tracing a specific activity or transaction back to the 
originator or participant difficult or impossible. In certain applications 
where consumers value privacy, confidentiality, and anonymity, 
untraceability is a desired attribute.Two features are included in the 
proposed protocol. The hacker is unable to distinguish between users 
initial identities, nor can he identify whether two independent sessions 
that begin at different times belong to the same individuals. 

4.8 Session key agreement

The proposed protocol contains session keys where Vi calculates its 
session key VTSK = ( Vh ID  TID  .a B  3 )T  and jT  computes its session 
keys TVSK = ( Vh ID  TID  .b A  3 )T  and finally =VT TVSK SK  which 
ensures that the proposed protocol contains crytographic property. 

4.9 Mutual authentication

In the proposed scheme, AV  computes 1 = ( )A T AH h ID ID PW   and 
sends it to Tj. Now, Tj verifies whether 

?

1 1=H H∗  and computes 
2 3= ( )A TH h X Y ID ID T⊕    and then sends it to .AV  AV  verifies 

whether 2 2=H H∗  and finally computes the session key. Thus, AV  and Tj 
mutually authenticate each other and the proposed framework achieves 
this mutual authentication.
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5.  Performance analysis

The security characteristics, communication costs, and computational 
costs of the suggested protocol like [23] are compared in the section that 
follows in order to determine how well it performs. Additionally, some 
schemes have computational costs that are less than those of the suggested 
protocol, but they are unable to offer alternative security attacks.

5.1 Security features

A security analysis is required to compare the behavior of the 
proposed protocol in comparison with schemes that have been presented 
earlier in the same category. To check whether it is secure or not, 
comparisons of security features are in order and are to show that they can 
withstand attack and survive attacks. Table 4 shows the security features 
of the proposed protocol and the existing protocols like [19, 20, 21, 22]. In 
that table, the proposed protocol is more secure and suitable for the twin-
system environment. Security features comparison 

Table 4
Security features comparison

Security features  [19]  [20]  [21] [22] Proposed
RA √  √ √ √ √

AP × √ √ × √

PSA √ √ × √ √

DA √ × √ × √

MA × √ × √ √

SKA √ × √ √ √

KF √ × √ × √

UN √ √ √ √ √

FSA × √ × √ √

SFV √ √ × √ √

IA √ × √ √ √

PB √ √ √ × √

Note × : Fails to stop the attack and √  Stops the attack, RA: Replay attack, AP: Anonymity 
Property, PSA: Parallel session attack, DA: Data Authentication, MA: Message authentication, 
PK: Provision of key agreement, KF: Key freshness, UN: Untraceability, RP: No secure channel 
in registration phase, FK: Fails to protect session key, IA: Insider attack, PB: Password based 
protocol
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5.2 Communication cost

It’s the number of bits being exchanged between them during 
execution that determines the communication cost. In the proposed 
protocol, we use communication costs from Wu et al.’s scheme in [23]. The 
details of some of the operations are:

•• Random number: 160 bits
•• for Encryption/decryption and ECC point: 320 bits
•• Identifier: 64 bits
•• Output of hash function: 256 bits 
•• Time stamp: 32 bits

Comparison among the communication cost and computational 
comparison with different protocols like [19, 20, 21, 22] are provided in 
Table 5. It shows that, compared to other schemes provided, the suggested 
framework has a reduced communication cost. Therefore, we draw the 
conclusion that the suggested scheme offers the best security features and 
has a significantly lower communication cost than the others.

Table 5
Communication cost and Computational cost of different schemes 

Scheme Communication 
costs (bits)  Computational costs (in ms)

Son et al. [19] 4672 10 2 8 563.8hp bp mulT T T+ + ≅
 

Khatoon et al. [20] 5664 2 11 2 347.1bp addT Tmul T+ + ≅ Tmul 
2 11 2 347.1bp addT Tmul T+ + ≅

Sengupta et al. [21] 2624 4 2 227.7hp bp mulT T T+ + ≅
 

Thakur et al. [22]  4672 10 7 2 476.3hp mul bpT T T+ + ≅

Proposed 1472 6 2 279.6hp mulT T+ ≅

5.3 Computational cost

In particular, we make reference to the tests conducted in [23], which 
make use of a Java pairing-based cryptography library. An Intel Core i5-
8300H quad-core processor with 16GB of RAM was used for the 
experiment. Below is a summary of the symbol significance that was 
utilised in the performance comparisons:
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•• Thp : String-to-point hash operation computational cost ≅  42.1 ms.

•• Texp: Modular exponential operation computational cost ≅  15.8 ms.

•• Tmul: Point scalar multiplication operation computational cost ≅  13.5 
ms.

•• Tbp: Bilinear pairing operation computational cost ≅  17.4 ms.

•• Tfe: Fuzzy extractor computational cost ≅  13.5~ms.

Since an exclusive-OR operation has a comparatively low 
computational cost, we have disregarded it in this case. Table 5 shows the 
computational cost of the proposed protocol and some previous schemes 
like [19, 20, 21, 22]. Here, the computational cost for the proposed protocol 
is 279.6~ms, which is less than Son et al.’s [19], Khatoon et al.’s [20], Thakur 
et al.’s [22] but greater than Sengupta et al.’s [21]. The computational cost 
for the proposed protocol is more less than the existing protocol, which is 
shown in Table 5.

6.  Conclusion and future scope

ECC to design and implement an appropriate key agreement 
mechanism for DTs and AVs represents a critical step in guaranteeing the 
security and integrity of communications in dynamic, networked systems. 
The suggested protocol aims to provide a strong basis for secure key 
exchange between AVs and their DTs by attending to the particular 
security concerns previously mentioned. The paper shed some light on 
the growing use of AV and DT and the various security and privacy issues 
regarding the safety of these two emerging technologies. The proposed 
protocol provides a key agreement among AVs and DTs using ECC. 
Additionally, when compared to other proposed schemes, the suggested 
protocol is secure against a variety of security vulnerabilities, including 
replay attacks, man-in-the-middle attacks, data authentication, anonymity, 
untraceability, insider attacks, and more. It is readily apparent that the 
proposed protocol has low communication and computation costs when 
compared to competing systems. We expect the proposed method to be 
helpful to AV and DT researchers in future.
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