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Abstract
Cloud computing, fulfilling the “Computing as Utility” model, is widely popular for 

providing on-demand services. However, the primary challenge for cloud providers is the 
increasing vulnerability to cyber-attacks. Traditional detection methods are insufficient, 
necessitating advanced approaches. This research suggests a mechanism for detecting 
cyberattacks using deep learning for Cloud Computing, employing a hybrid CNN and 
Self-Organizing Maps (SOM) methodology. The two-dimensional representation of input 
space facilitates the identification of assaults known as distributed denial of service (DDoS), 
achieving superior results compared to existing techniques in terms of lower detection times 
(1.2 seconds), and higher accuracy (97%), precision (96%), and recall (97%).

Subject Classification:  68M25, 68U01.

Keywords: Cloud computing, Cyber-attacks, Convolutional neural network (CNN), Self-organizing 
map (SOM), Cloud computing, Management information systems.

1.  Introduction

Organizations adopt cloud computing for its fast and efficient service 
delivery, but the associated data security and privacy concerns necessitate 
robust measures [1]. The creation of multiple virtual machines in cloud 
networks poses challenges, as any contact can be a potential avenue for 
corruption or unauthorized access [2].

Cloud computing architecture involves front-end and back-end 
components, with security being a paramount concern for safeguarding 
against cyber-attacks [3]. The integration of public and private sectors in a 
single service provider exposes cloud infrastructures to various illegal 
cyber-attacks [4], further complicated by access from diverse mobile 
devices [5].

Network security situation awareness is crucial for enterprise security, 
addressing challenges in cloud system cyber-attack detection, including 
zero-day attacks and designing efficient anomaly-based algorithms [6] [7]. 
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In this paper, a Deep Learning method utilizing CNN and Self-organizing 
maps (SOM) is proposed [8] for efficient attack detection on cloud 
infrastructures, covering literature survey, Deep Learning-Based 
Cyberattack Detection, Experiments, and Conclusion in Sections II to V.

II.  Literature survey

Kumar et al. [8] present SAFETY, using entropy and SDN, improving 
processing delay by 13%, enhancing TCP SYN flooding detection in 
Floodlight controller. Choraś and Kozik [9] focus on defending against 
increasing application layer cyber-attacks, utilizing dynamic programming 
and graph-based segmentation with satisfactory results. Pawlick and Zhu 
[10] introduce “strategic trust” using game theory for CPS security, 
proposing a trust mechanism for cloud-assisted insulin pumps, ensuring 
robustness without past data. Gopalakrishnan et al. [11] propose 
DLTPDO-CD, a technique using Bidirectional LSTM for traffic prediction, 
ASCE for efficient data offloading, and BMO-DBN for cyber-attack 
detection with superior performance.

Hahn et al. [12] address verifiability in mobile healthcare systems, 
presenting a countermeasure strategy against attacks, outperforming 
MAC-based schemes in experimental research. Elgendi et al. [13] suggest 
a foundation model (MAPE-K) for CPS self-adaptation, achieving a 99.55% 
accuracy rate in identifying cyber threats in an industrial setting. Conti et 
al. [14] propose KYE, a technique for defending against attacks aiming to 
obtain network configuration information, offering active defence 
countermeasures. Zhang et al. [15] offer a defence-in-depth method that 
uses host system, process parameter, and network traffic monitoring to 
identify cyberattacks in industrial control systems.

Karimipour et al. [16] introduce a state estimation method protecting 
against False Data Injection attacks, showcasing accuracy and efficiency 
through numerical simulations. Yang et al. [17-19] created a zone 
partitioning-based anomaly detection technique for Industrial Cyber-
Physical Systems that provides a high-accuracy, real-time solution. Ozay 
et al. [20-22] classify measurements as secure or attacked using machine 
learning, demonstrating the superiority of machine learning algorithms 
over state vector estimation techniques. 

III.  Cyber attacks detection

In the depicted Figure 1, the block diagram outlines Cyber attack 
detection using Deep Learning for Cloud Computing. The system in the 
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cloud gathers events from network gateway traffic monitoring and control 
system records. Preprocessing standardizes log formats before correlation 
between suspicious events in system logs and network traffic.

Data preprocessing is crucial in deep learning, data mining, and 
machine learning, involving modifications and eliminations to enhance 
performance. It readies data for processing during training, ensuring 
efficiency with large datasets.

Post-preprocessing, network traffic data extracts special features for 
training and testing datasets through cross-validation. Feature selection 
minimizes computational complexity while maintaining accuracy, 
grouping similar features.

This HCN module, with honeypot sensors, seems to investigate the 
attackers in a cloud environment. It combines the Convolutional Neural 
Network with Self-Organizing Map to detect cyberattacks. A multilayer 
neural network, CNN makes use of convolution and pooling techniques, 
while SOM focuses on dimensionality reduction in unsupervised learning 
with data clustering.

The trained hybrid classifier (CNN+SOM) is tested for detection time, 
accuracy, precision, and recall in the experimental phase.

Figure 1
Block diagram of cyber-attack detection model
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IV.  Result analysis

This section presents the performance analysis of the suggested 
hybrid classifier (CNN+SOM). Trained on Netflow and system logs, the 
model utilizes Netflow logs for cloud network flow data and Syslog for 
host events. Logs, securely stored, serve as proof for accuracy, guarding 
against actual attacker compromise. The system, deployed on a public IP 
network for around 45 days, collected significant data entered into a 
database. The signature-based detection engine processed attack network 
logs, evaluated results based on accuracy metrics, and categorized findings 
as normal or abnormal using standard machine learning benchmarks (TP, 
FP, TN, FN) for performance assessment.

Accuracy: the percentage of correctly located samples throughout the 
whole dataset.

Accuracy (1)TP TN
TP TN FN FP

+
+ + +

=

Precision is the percentage of correctly detected positively classed 
samples.

Precision (2)TP
TP FP+

=

When compared to all samples in the relevant class, recall is the 
percentage of accurately predicted samples that were positive.

Recall (3)TP
TP FN+

=

The detection rate in the Cyber Attacks Detection model measures 
the time for accurate detection. Table 1 summarizes the process of 
performing a performance analysis, which entails comparing the hybrid 
classifier (CNN+SOM) with other models like Artificial Neural Network 
(ANN) and Deep Neural Network (DNN). Figure 2 presents a graphical 
depiction of the Precision and Recall characteristics, while Figure 3 
showcases the accuracy of different cyber-attack detection techniques.Top 
of Form

Figures 2 and 3 clearly indicate higher performance parameters for 
the hybrid classifier (CNN+SOM) compared to other models, highlighting 
its effectiveness. Figure 4 presents the detection time of the three models.

The data reveals four types of attacks: Denial of Service (DoS), Remote 
to Local Attack (R2L), User to Root (U2R), and Probing Attack (Probe). The 
percentage of these cyberattacks that were detected is shown in Table 2. 
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Table 1
Comparative performance analysis

Attack detection 
models

Accuracy 
(%)

Precision 
(%)

Recall (%) Detection 
time (sec)

ANN 85 86 84 7

DNN 89 90 88 8
CNN+SOM 97 96 97 1.2

Figure 2
Comparative analysis in terms of precision and recall parameters

Figure 3
Comparative analysis in terms of accuracy

The accuracy percentage of the given model (CNN+SOM) is equal to the 
average % across attack categories. 

Results confirm the efficiency of the Cyber Attacks Detection model 
based on Deep Learning for Cloud Computing (CNN+SOM) in contrast to 
the two previous types. The model presented exhibits a great degree of 
Accuracy (97%), Precision (96%), Recall (97%), and minimal Detection 
Time (1.2 sec).
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V.  Conclusion

This paper introduces Cyber-attack detection in Cloud Computing 
using Deep Learning (CNN+SOM). Focused on cloud service providers’ 
primary threat of cyber-attacks, the detection system utilizes system logs 
and network gateway traffic monitoring in the cloud environment. The 
study employs a combination of CNN and SOM for detecting cyber-
attacks and validates the model through accuracy, precision, recall, and 
detection time parameters. The model identifies four attack types (DoS, 
R2L, Probe, U2R) with high accuracy (97%), precision (96%), recall (97%), 
and a low detection time (1.2 sec). The described method proves more 
effective in cyber-attack detection compared to existing models.
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