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Abstract
This study introduces an Ant Lion-based Advanced Encryption Standard with 

Blockchain (ALAESB) model to enhance security and privacy in healthcare data management. 
Utilizing cloud storage, Electronic Health Records (EHR) are encrypted using AES and 
authenticated via blockchain. The methodology integrates hash functions and Merkle trees 
for data validation and secure block storage. Key generation is optimized through antlion 
fitness updates, ensuring efficient encryption and decryption processes. The model aims to 
mitigate privacy risks and secure patient data access for healthcare providers, emphasizing 
reliability and integrity in medical data handling.

Subject Classification:  68P25, 68P27.

Keywords: Blockchain, Advance standard encryption, Patient data, Session key, Cloud.

1.  Introduction

Blockchain-based healthcare technology offers advanced storage, 
trust in data sharing, and decentralized transactions in the healthcare 
sector [1][2]. Confidentiality and sanctuary concerns are the emphasis of 
information sharing in the sector. Healthcare providers need secure, fast 
access to critical patient data for treatment decision-making, 
recommendations, diagnosis, and quality care services. Blockchain 
provides a secure distributed ledger for sharing medical information, data 
verification, secure storage, and data sharing [3]. 
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Figure 1 shows the blockchain technology offers innovative methods 
for executing transactions, storing information, and establishing trust in 
an open environment [4][5]. It is particularly useful in managing medical 
records, patient data, and insurance claims. However, private information 
in medical data, particularly in Electronic Health Records (EHR), poses 
risks such as information tampering and disclosure [6][7]. The growing 
interest in blockchain technology is driven by the probable for e-health 
and medical services. Healthcare providers can access, analyze, and 
provide timely medical support using mobile devices [8][9]. To enhance 
security and privacy in healthcare data, a novel optimization-based 
blockchain model is designed. This model involves collecting and training 
patient datasets, designing an ALAESB model in the cloud, transferring 
datasets, generating session keys, handling encryption, and storing data 
in blocks [10]. The model’s performance is compared with other techniques 
in standings of dispensation time, encryption period, decryption time, 
and latency.

2.  Related work

Gautam Srivastava et al. [11] developed the Patient-Oriented Privacy 
Preserving (PP) Access Control (POPPAC) technique for accessing and 
controlling private medical information using blockchain technology. The 
model offers high reliability and bandwidth but faces security issues. 
Shekha Chenthara et al. [12] developed the PP technique through a health 
chain with blockchain technology to ensure data sanctuary and patient 
confidentiality while transferring sensitive data to healthcare providers. 
The model offers better security against cyber-attacks but has high 
scalability and confidentiality issues. Dinh et al. [13] proposed a new EHR 
sharing technique that syndicates the Interplanetary File System (IPFS) 

Figure 1
Remote patient monitoring system
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and blockchain in the cloud platform. The model achieves low latency, 
and high privacy and security levels, but less integrity and information 
leakage issues. Majid Bayat et al. [14] proposed efficient and secure 
attribution encryption and blockchain for recording and storing medical 
data and protecting user privacy. Yi Chen et al. [15] proposed a novel 
storage technique for managing personal medical data using cloud storage 
and blockchain, comparing its features with traditional schemes. The 
designed model doesn’t depend on single or third parties but has absolute 
power to affect the processing system but lower sharing rates.

3.  System Model and Problem Definition

Limited storage capacity in hospitals increases the risk of storing 
medical private information. Cloud databases store provider signatures, 
session keys, references, EHR, and medical records. Blockchain technology 
stores all data transactions, providing efficient and safe storage of patient 
EHR. However, challenges such as data confidentiality, sharing, 
authentication, security, interoperability, and security remain. Patients can 
access stored data using session keys, but these challenges must be 
addressed for effective and secure storage.

Figure 2 shows the novel optimization-based cryptographic technique 
with blockchain is being developed to secure Electronic Health Records 
(EHR) from third parties and attacks, addressing the main issue of 
scalability and data integrity due to the centralization of blockchain 
storage and the potential for unauthorized access.

Figure 2
System model and problem definition
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4.  Proposed System

The design of an Ant Lion-based Advanced Encryption Standard 
with Blockchain (ALAESB) aims to boost the sanctuary and confidentiality 
of patient healthcare data. The model stores patient data in the cloud 
under the name of Electronic Health Record (EHR), accessed by 
organization administrators. The model stores hash health records and 
vast data in the encryption process, allowing only true patient records to 
be added to the blockchain for authentication. The architecture is 
illustrated in Figure 3.

The EHR is stored in a cloud database encrypted using AES, a unique 
civic key cryptographic algorithm, generating a robust blockchain solution. 
Keys are generated during encryption, and the model’s performance is 
enhanced by updating the antlion fitness. Blockchain blocks are verified 
using an optimized algorithm, each containing a hash function.

1 2 1 212 ( ) [( . ) ( . )]ash ash ash ash ash x ash x ashh h h h h T h T h= + = +

The model uses a Merkle tree structure to store data in blocks, with 
the previous hash for block validation and the timestamp representing the 
block’s creation time. Nonce generates the hash value at a difficult level. 
EHR is encrypted and stored in a cloud database, with hash values 
recorded using Ant Lion Fitness.

Figure 3
Proposed methodology
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4.1 Ant Lion-based Advanced Encryption Standard

Generally, the symmetric algorithm is used for the encryption of 
healthcare data which contains private key encryption for encryption and 
decryption using the same key. Initially, key generation is more essential 
to communicate the data among hospitals service providers, and 
authorized medical entities. It contains the Kmk main key for generating 
the session key based on the main key. In this phase, update the antlion 
fitness for enhancing the performance of key generation. It is one of the 
hunting mechanisms that attack the prey. Moreover, randomly walk to the 
target region and find out the prey with high fitness. This fitness is used 
for our designed model, generating a suitable key to the patient dataset. 
The keys are generated using Eqn. (1)

1 2 1 2) ( )( 1t MK
g f ash ashky

K
SK A h h B B= + +

Let (Aft be the fitness of the antlion, and let Sky be a session key 
which is assumed to be treated as bilinear pairing. The resulting key was 
derived based on the hash value. Thereafter, from the hash value, the 
patient derives two random numbers, i.e., x and y. After that, the patient 
computes the key proportional value, which is obtained using Equation 
(2).

( )/
1 2(  ) (2)gSK G D B Bq m a+= =

Figure 4
Process of the designed model
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Finally, provides the secure key of healthcare data to the medical 
entities and patients also session key is generated to encrypt and decrypt 
the data through the identical key. Thus, the session key is equal to the xy  
=  ( )x yB  =  xyB  likewise yX  =  ( )y xB  =  .xyB  So, patients, system 
administrators or staff, and doctors used this designed technique for 
sharing the key through a secure network. The process of the designed 
model is shown in Figure 4.

Moreover, the hash function is helpful for message authentication 
and other authentication. Generally, the hash value is infeasible for 
identifying the original messages. So, the hash function is obtained using 
Eqn. (3)

( ) ( ) (3)ash ashh x h y=

This encryption of health data for the patients is based on particular 
attributes, and the patient generates an appropriate pair of private keys to 
gain access to his details. The generated information is then encrypted, 
and the patient’s information is signed using a private key. The details of 
this patient are then stored later on the blockchain. In addition, the 
suggested model generates a random key to encrypt the data, which 
transmits the encrypted data to the patient. The encryption of data is done 
using Equation (4)

( ) , ( ) ,( ) ( ) ( ) (4)
ky

i
k ky s sk g at i Sg s S Q t S K P P t c t∈= = = = →

Let, p(t) be represented as input data and c(t) is painstaking as cipher 
text. Moreover, patient data are encrypted through the private key Qs(t) by 
random locations in the cloud. Moreover, changes in the original data 
cause the hash value that cannot ensure the modified medical data.

The encrypted data is directed to the blockchain, where medical 
chronicles are arranged based on time and stored in blocks with hash 
values. The encrypted data is securely transmitted to the patient through 
the session key Sky, which provides a unique ID based on stored data, as 
shown in Eqn. (5).

,( , , , ) (5)a kyP ID S Address folder access

( , ) _ (6),kystore ID S EHR hash ID=

The model securely stores encrypted data under sleeve, binder, and 
hash ID, and encrypts and uploads EHR data to a cloud database. The 
model generates a session key for decryption, allowing access to the 
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patient. This model achieves low processing, encryption, and decryption 
times, ensuring the security of medical data.

5.  Results and Discussion

The ALAESB framework is implemented in a Python tool and its 
efficiency is measured against existing techniques. 200 patient data is 
collected and trained, with the method encrypting data using blockchain 
to secure it from third parties. The model’s efficiency is verified by 
comparing it with other models, ensuring a secure and efficient system.

Table 1
Validation of Encryption Time

Metrics No. of data BbPIM PIPER SEHRB Proposed

Encryption 
time (ms)

50 0.5 0.7 0.13 0.05

100 0.10 0.23 0.19 0.09

150 0.17 0.31 0.27 0.12

200 0.25 0.42 0.36 0.15

Decryption 
time (ms)

50 0.1 0.5 0.7 0.02

100 0.5 0.9 0.13 0.09

150 0.7 0.11 0.17 0.15

200 0.25 0.18 0.26 0.17

Throughput 
(Kbps)

50 450 270 345 850

100 412 263 333 840

150 386 250 320 832

200 340 233 311 811

Processing 
time (ms)

50 165 130 170 60

100 174 140 176 65

150 188 147 181 72

200 198 156 188 79

Network 
Latency (ms)

50 65 80.4 112 30

100 71.5 86.43 122.5 33.4

150 79 91.4 129 38

200 84.2 99.8 133.5 41.6
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5.1 Performance Metrics

The ALAESB technique, implemented in Python, is compared to 
existing techniques like the Blockchain-based Patient Information Medical 
System, Privacy Preservation of EHR, and Secure EHR-based Blockchain, 
based on performance metrics such as throughput, encryption time, 
latency, and decryption time. Figure 5-7 shows the performance result of 
proposed model.

5.2 Encryption duration

The encryption duration is the time occupied by an algorithm to 
generate ciphertext from plain text, indicating the speed and efficiency of 
the encryption method. It is calculated using Eqn. (7).

( )
( ) (7)pt

t t

TE byte
e msE =

Where TEpt is denoted as total encrypted plain text and it is denoted 
as encryption time. The validation of encryption time is detailed in  
Table 1.

Figure 5
Comparison of encryption and Decryption time

Figure 6
Comparison of Throughput
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Figure 7
Comparison of Processing Time and Network Latency

6.  Conclusion

In this paper, a blockchain-based ant lion AES mechanism is proposed 
to protect the information and secure data from attacks and third parties. 
Here, the developed technique employs both encryption technique and 
optimization techniques. Moreover, antlion optimization is developed to 
prevent the data from attackers. The hash values in the blockchain separate 
the data into several blocks. Consequently, the proposed technique has 
achieved better results. Also, the proposed technique performances are 
compared in standings of encryption time, decryption period, throughput, 
processing time, and network latency. Subsequently, the created model 
accomplished a higher throughput of 850Kbps, and a lower processing 
time of 60ms while transferring the packets. 
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