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Abstract

The growing threat of cyberattacks has rendered the research of secure online systems
an issue of concern. Elliptic Curve Cryptography (ECC) is an enhanced security benchmark
that provides high-security levels with small key sizes. This work exhibits an Algebraic
Cryptanalysis (AC) technique to evaluate and enhance ECC security systems with Grobner
Bases (GB). This paper investigates ECC vulnerabilities and recommends a technique for
using GB to address the Elliptic Curve Discrete Logarithm Problem (ECDLP). Analysed
amid conventional techniques such as Baby-Step Giant-Step (BS-GS), Pollard’s Rho (PR),
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and Pohlig-Hellman (PH), the approach was evaluated. The report proves that the proposed
approach has a higher SR, averaging 96.33% throughout all tests.

Subject Classification: 34A06.

Keywords: Mathematical modeling, Ordinary differential equations, A duopoly economy, Market
share.

1. Introduction

Network security is a proven method to avert cyberattacks in today's
dynamic, developing digital world, boosting the volume of data susceptible to
attackers. As cyber-attacks grow increasingly sophisticated and complicated,
improved security precautions for preventing attackers will be required [1].
Cryptography is a technique that has secured online communication, securing
data integrity, confidentiality, and authentication over technologies [2]. Because
of its significant security and small key sizes, Elliptic Curve Cryptography
(ECC) is a robust method. ECC is fast and may guarantee security in settings
with restricted computing power and bandwidth, but privacy is essential [3]. The
level of integration of ECDLP has been ECC's core feature. So, fixing or
hacking the ECDLP would maliciously break encryption and reveal secure
information [4].

ECC risks must be investigated using Algebraic Cryptanalysis (AC). AC
has investigated ECC's algebraic components for vulnerabilities [5]. Algebraic
algorithms permit cryptanalysts to simulate attack scenarios and assess the ECC
model's susceptibility to higher-level cypher attacks [6-8]. This method
improves ECC security and enables cryptographic advances to protect against
increasing cyber-attacks [9-11]. This paper reports the ECDLP by Grobner
Bases (GB) for AC. The technique exploits Elliptic Curves (EC) algebraic
attributes to transform ECC functions into GB-solvable polynomial solutions.
The study adapts the ECDLP into a polynomial network to identify new ECC
vulnerabilities and assess its security measures against algebraic attacks. This
study evaluated the recommended GB solution paradigm to Baby-step Giant-
Step (BSGS), Pollard's Rho (PR), and Pohlig-Hellman (PH) algorithms.
Computational time (CT), memory usage (MU), success rate (SR), and error
rates (ER) serve to evaluate those techniques throughout the scenarios tested.

The paper's organization is as follows: Section 2 provides the background
summary of the paper, Section 3 presents the recommended framework, Section
4 presents the study analysis, and Section 5 ends with future work.

2. Background
2.1 ECC
yi=x3+ax+b )
ECC is based on the AC of ECs over finite fields, where 'a’ and ‘b’ are co-
efficient that meet condition 4a® + 27b? # 0 to ensure that the curve does not
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have any singular points. This EQU (1) is used over a finite element, either
prime ‘F," or binary 'F,m’, which impacts the precise operation of the curve.
The security of ECC is subject to the effort of the Elliptic Curve Discrete
Logarithm Problem (ECDLP), which is the task of defining the number 'k’
assumed the points P and kP on the curve. In ECC, each user creates a PrK, a
random number as ‘d’ from the interval [1,n — 1], where 'n'>curve. The
equivalent PuK is the idea EQU (2).

Q=adpP 2
where ‘P’ is a predefined point on the curve as the base origin. This encryption
is subject to the size of 'n’ and the cryptographic features of the curve itself.

ECC is widely used in various network security applications, including:

o SSL/TLS Protocols: SSL/TLS protocols use ECC for the authentication
process, key agreement, and key transportation to secure web
communications.

o Digital Signatures: The EC-Digital Signature Algorithm is commonly
utilised for software distribution, money transfers, and secure email.

o Secure Messaging: ECC secures end-to-end encryption in Signal so only
the communicating users can read messages.

o  Cryptographic Smart Cards: ECC is used in smart cards for identity
verification to secure access to buildings, computer systems, and networks.

2.2 GB: Fundamental Concepts and Computational Techniques

A GB is a set of polynomials that serves as a canonical depiction of a
model in a polynomial ring. For a given ideal 'I' is a set of polynomials F =
{fi, f2) -, fs} in the polynomial ring R = k[x,,x,,...,x,] over a field k, a
Grobner basis for I for a monomial value > is a finite G = {g,, g4, ....g:} € I
that has the following properties:

e Ideal Membership: The ideal generated by G is the same as the ideal
generated by F,i.e., (G) =1

e  Divisibility of Key Terms: The key polynomial as 'I’ is separable by the
key term of at least one polynomial in G.

Buchberger's algorithm, announced by Bruno Buchberger in 1965, is the
most commonly used method for forming GBs.

e  Initial Setup: Start with a basis G = F.
e  S-Polynomial Computation: For the set of polynomials g; g; € G,

compute the S-polynomial, defined as EQU (3)

_ lemLT(OLT(@) |, _ lemLT()LT@))
SU.9 =—"0a5 f ) g 3

LT(f) denotes the key term of f, and 1 cm denotes the least common
multiple.
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¢  Reduction Process: Reduce each S-polynomial by all elements in G. If the
reduction results in a non-zero remainder r, add r to G.

e  Termination: The process repeats until no new polynomials are added to
G, indicating that G is a GB.

Properties and Applications

e Canonical Form: Every non-zero polynomial (f) in the ideal 1 can be
uniquely reduced to zero by the GB (G) of (1), providing a canonical form
for elements of the ideal.

o Ideal Membership Testing: A polynomial (f) belongs to the ideal (I) if
and only if it decreases to ‘0’ using the GB of (I). This property is crucial
for solving equations and automated reasoning in AC systems.

o Solution of Polynomial Equations: GB turns polynomial equations into
triangular forms that can be solved iteratively with the most minor
parameters.

2.3 The ECDLP

Given an EC (E) over a finite field [F,, and two points P and Q on E, where
Q = kP for some integer k, the problem is determining k, known as the discrete
logarithm. Here, P typically serves as a publicly known base point, and Q is a
point obtained by adding P to itself k times. The equation for an EC (E) over [,
is given in EQU (1). The curve includes a unique value at infinity ‘O’, which
acts as the identity portion for the supereminent function defined on the curve.

Algorithms for Solving ECDLP

Several algorithms exist for attempting to solve the ECDLP, varying in

efficiency based on the curve's properties and the size of the field:

e BSGS: This general algorithm applies to any cyclic group, including ECs.
It has a time limit of O(Nn), where 'n’ is the order of 'P’.

e PR for Logarithms: Also having a complexity of O(\n), this algorithm is
favored in practice due to its lower memory requirements than the BSGS.

e PH Algorithm: This method is simple if n is factorised, especially if ‘P’
has a flat order with small primes.

3. Proposed Method for Solving the ECDLP Using GB
The ECDLP centres on finding an integer 'k’, such that given a base point
'P' and a point Q on an EC (E,Q = kP). AC, this can be expressed through
polynomial equations derived from the addition laws of ECs. Adapting the
ECDLP into a set of linear equations lets GB solve them, but EC functions must
be stated as polynomials. For an EC defined by y? = x + ax + b over a finite
value 'F,," the addition of two points (x;,¥;) and (x,,y,) to get a third point
(x3,¥3) as EQU (4) to EQU (6).
X3=/12—x1—x2 (4)
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Y3 = A(xy —x3) =) (%)
l — Y2—Y1 (6)
X2—X1

For value repetition, the EQU (7) modify ‘A’
_ 3x?+a
A== (7
These operations are AC manipulated to remove denominators and then
expressed solely in terms of polynomials over [F,,.
Constructing the System of Equations for the ECDLP: To solve the
ECDLP using GB, it is essential to convert the problem into a system of
polynomials.

Step 1: Polynomial Representation of Point Addition

Given an EC (E) over a finite value F, defined by y* = x* 4+ ax + b, by
setting up the polynomial for point addition.

For two points P(xy,y;) and Q(x5,y,) on E, their sum R(x3,y5) = P + Q
can be determined using the chord-and-tangent rule of ECs:

1 Slope Calculation: Convert EQU (8) into a polynomial by clearing the
denominator:

(g —=x)— (2 —¥1) =0 (3)
2 X-coordinate and Y-coordinate of the Resultant Point: The EQU (4)
and EQU (5) are polynomials and require no transformation.

Step 2: Polynomial Representation of Point Doubling

Point doubling is used when P = Q. The doubling a point P(x,,y;) to get
R(x3,y5) are:
o Slope Calculation for Doubling: the EQU (9) is converted to a polynomial:

A2y, —Bx?+a)=0 )
e X-coordinate of the Resultant Point:
X3 = 2.2 - 2x1 (10)

. The y-coordinate of the Resultant Point is the same as EQU (10).

Step 3: System Formulation for ECDLP

Given Q = kP, need to express Q as the sum of P added to itself k times,
ie, P+P+ -+ P(k times). To find k, establish a system where each
successive addition corresponds to a set of polynomial equations based on the
addition and doubling rules:

Step 1: Initialization
Start with Py, = P, where P is the base point on the EC.

Step 2: Iteration and Equation Formulation
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e  Iterate: For every addition up to ‘4’, find the next point using
multiplication EQU.

e Ifi=0,P, = 2P, (doubling)

e Fori>0,P;,; = P; + P, (addition)
e  Apply Formulas:

e  Doubling P; to get P, :

2
3x;+a
— 24 . — 22 . —
P T Ty 0 K T A = 2% Yirr = (X = Xi1) — i

e Adding P; and P, to get P; . :

_ Yo~ Vi, — 92 . —
Aip = P Xig1 = Ao — Xi — X3 Yig1 = li,o(xi — Xip1) — Vi

Xo—Xj
e  Formulation: For Each multiplication, the equations without denominators
are multiplied by the denominators involved in A.

Step 3: Aggregation
Collect all equations into a single system that includes every polynomial
generated from the iterative point addition steps.

Step 4: Solving the System

e  Compute GB: Use the complete system of polynomial equations as input
and compute the GB.

e  Simplify the System: Analyze the resulting GB to determine if the system
has been simplified to a point where k can be solved directly.

e  Solve for k : Extract k from the simplified system

4. Experimental Setup

The simulation setup is led on a personal computer with an Intel Xeon
processor, 32 GB of RAM, and a 512 GB SSD with the operating system Linux
Ubuntu. Mathematica is utilized for general mathematical computations, and
Macaulay? is used for calculating GB.

a) EC Parameters: The set of points Q=kP is generated for experiments
using an EC over the finite number ‘F,’, where ‘p’ is a prime value. The
monomial ordering is set to graded reverse lexicographical order, ensuring
efficient management of the polynomial reduction process during the
experiments.
b) Baseline
e BSGS: A general-purpose algorithm used in discrete logarithm
problems, which operates with a time complexity of 0(v/n).

e  PR: Another general-purpose algorithm for discrete logarithms with
similar complexity to BSGS but usually preferred for its lower
memory usage.
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PH: Group order factorization is key to this algorithm, which breaks
equations into minor discrete logarithm problems when group order is
smooth.

¢) Metrics for Analysis in GB Application to ECDLP

The proposed model is compared against three baseline algorithms, BSGS,
PR, and PH, for the following metrics :

Computational Time (CT): EQU (11) collects CT from the start to
finish of the GB computation for each ECDLP instance.

T= tend - tstan (1 1)
where t, . is the start time, and ¢,  is the end time.
Memory Usage (MU): MU tracks for GB analysis to find the
maximum RAM used, EQU (12).
Mpeak = maX(Musage (t)) (12)

where M usage (t) represents the memory usage at time t.

Success Rate (SR): SR = EQU (13), the number of tests where the
GB finds the correct ‘& value.

§ = "ot o 1009 (13)

total

where n .., is the number of tests where k was correctly computed,
and n,,,, is the number of test executions.
Error Analysis (EA): EA involves examining instances where the
computations either fail or generate wrong results, EQU (14),

E = {ell eZI"'Ien} (14)
where e; represents a specific type of error encountered during the

computations. Table 1 shows models for the metrics in three test
cases.

Table 1
Test Case Descriptions
Eflsste Scenario Description Focus of Evaluation
Case 1 Small prime number defining the Primary algorithm performance
finite field. and CT.
Case 2 Significant prime numbers Algorithm scalability and
complicate ECDLP. robustness.
Complex points on a curve cause Efficiency in handling complex,
Case 3 . .
lengthy computations. non-linear cases.

4.1 Analysis of CT

Figure 1 contrasts BSGS and PR- Computation Time (CT), with BSGS
showing variability and PR increasing with complexity. PR's -CT increases with
prime fields (Test Case 1 to 2) and group sizes, while PH's complexity increases
CT (Test Case 3). PR works well for complex problems and even outperforms
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BSGS when average times are similar. The proposed GB had the lowest average
times across all test cases and linearly increased performance with complexity
(n). Lower standard deviations indicate less impact on curve variation.

Computational Time Comparison Across Different Methods

200 Methods
. Grobner Bases

175 WEm BSGS
= mmm Pollard's Rho
L 150 mmm Pohlig-Hellman
£
=12
©
c
-2 100
1]
5
E- 75
(=]
s}

50

25

Test Case 1 Test Case 2 Test Case 3 Average
Test Cases
Figure 1
CT Analysis
4.2 Analysis of MU

Figure 2 presents the results for MU under different test cases. The
proposed GB approach requires high memory due to the need to handle large
polynomial systems and multiple terms during the computation of the bases.

Memory Usage Comparison Across Different Methods

1600
Methods

Grobner Bases
BSGS

Pollard's Rho
Pohlig-Hellman

1400

1200

1000

Memory Usage (MB)
2
2

Test Case 1 Test Case 2 Test Case 3 Average
Test Cases

Figure 2
MU Comparison

The increase from Test Case 1 to Test Case 2 reflects the rising complexity
of the EC settings. The BSGS method shows an increase in MU as the
complexity of the test cases increases. The memory requirements are directly
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related to the square root of the group's order. PR has shown low MU across all
test cases, which is ideal for limited memory resources. PH exhibits moderate
MU, which increases with the complexity of the EC.

4.3 Analysis of SR

Figure 3 displays the performance of compared models for the success rate.
The proposed GB model has shown the highest SR across all test cases.

Success Rate Comparison Across Different Methods
100 Methods

Grébner Bases
B BSGS
mmm Pollard's Rho
mmm Pohlig-Hellman

80

60

40

Success Rate (%)

20

Test Case 1 Test Case 2 Test Case 3 Average
Test Cases

Figure 3
SR Comparison

This suggests that GB are well-suited to handling complex AC structures
inherent in ECDLP. BSGS and PR both show high but slightly lower SR
compared to GB. These methods are traditionally favored for their simplicity
and lower computational overhead but struggle with intricate problems. PHn
also demonstrates high SR, mainly when the group order is smooth. However, it
slightly underperforms compared to GB in the most complex scenarios.

4.4 Analysis of ER

The output of the ER analysis is predictable in Figure 4. The findings
exhibited that the proposed GB has demonstrated relatively low ER, and the
gradual increase in ER with complexity aligns with the growing difficulty in
accurately managing larger systems of polynomial equations. BSGS-ER
increases significantly with complexity due to its susceptibility to inefficiencies
in managing larger group sizes and more complex curve parameters. PR shows
the highest ER due to the inherent randomness and detection failures in more
complex scenarios, reflecting its probabilistic nature. PH maintains low ER,
only moderately increasing with complexity.
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Error Rate Comparison Across Different Methods
12 Methods
Grobner Bases
mmm BSGS
B Pollard's Rho
mm Pohlig-Hellman

Error Rate (%)

Test Case 1 Test Case 2 Test Case 3 Average
Test Cases

Figure 4
ER comparison

5. Conclusion and Future Work

The study presented a mechanism by exploring the usage of GB for
Algebraic Cryptanalysis (AC) in ECC, particularly for solving the ECDLP. The
GB has provided an AC approach to enhance ECC's security by addressing the
ECDLP. The proposed model was compared against other traditional models,
like BSGS, PR, and PH, for different metrics. The proposed model showed
better SR and ER reduction results but displayed higher CT and MU than
traditional methods. This limitation showcases the need for the GB to be
optimized to improve its efficiency in practical applications.

The future work will focus on optimizing the model by integrating hybrid
approaches.
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