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Abstract
With the aid of cutting-edge technology that makes life easier and more accessible, the 

world has changed through time to become a better place. With home automation, a number 
of the home’s components may be controlled remotely. The primary goal of building a 
wireless, low-cost home automation smart control system was to provide the security, reduce 
power consumption and enable automated control from a distance. Home automation is a 
useful concept and offers a number of advantages, including improved comfort and quality 
of life as well as security in every house by enabling users to manage electrical devices 
with their fingers within its range. It makes use of the microcontroller, and Wi-Fi is utilized 
for connection with the application. The paper is exploring the cloud connectivity with 
embedded board to perform the home automation system along with security based on the 
basic protocols of IOT. This manuscript proposed a home automation system for intelligent 
lighting, gas detection, plant watering system, water tank monitoring and password-based 
home security system. Developed system includes ready-to-deploy software and real-time 
HTTP and MQTT protocols monitoring through smartphones or PCs.

Subject Classification:  Primary 68M12, Secondary 90B18.

Keywords: Security, Network, IOT, Cloud security, ESP32 board, Hyper text transfer protocol 
(HTTP), Message queuing telemetry transport (MQTT), Wi-Fi Connectivity.

1.  Introduction

The “Internet of Things” is abbreviated as “IOT.” It is a network of 
real-world physical objects, including automobiles, household appliances, 
and other things, that are equipped with electronics, software, sensors, 
and network connectivity [1]. At the core of home automation, there are 
various IOT protocols that enable communication between the connected 
devices and the cloud network. Popular protocols include Zigbee, Z-Wave, 
Bluetooth, and Wi-Fi. Each protocol has different features and capabilities, 
so it is important to choose the right one for the application. Once the IOT 
protocols are set up, the user can then access the cloud network to control 
and monitor their home appliances and systems [2]. The cloud network is 
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the bridge between the user and the connected devices. It is responsible 
for collecting and sending data between the devices and the user. It also 
serves as the platform for storing and managing data [3].

1.1 Integration of Cloud Computing with IoT

Integrating cloud computing with IoT creates a powerful combination 
that enhances the capabilities of IoT devices and provides a centralized 
platform for data collection, data processing, managing, analyzing, and 
controlling IoT-related data. Cloud providers implement security 
measures, encryption, and authentication to ensure the confidentiality 
and integrity of IoT data [4]. Overall, integrating cloud computing with 
IoT enables more efficient data management, advanced analytics, improved 
user experience, and streamlined device control for home automation, 
security, and a wide range of other applications [5].

This paper is going to demonstrate the various home automation 
system using IoT system where physical devices and objects that are 
embedded with software, sensors, and electronics that enable them to 
collect and exchange data. These devices are connected to the internet, 
allowing them to be remotely monitored, managed, and controlled. They 
can also be used to monitor the environment, track assets, and provide 
real-time data to help inform decisions and improve efficiency. Finally, the 
article explains the process of sending commands from the web application 
to the ESP32 board for controlling the light and buzzer. Overall, this paper 
provides an in-depth analysis of the cloud based embedded system for 
IOT network.

The paper is divided in 5 sections. The first section explained about 
the IOT and cloud computing with its features and problem statement. 
The second section described about the recent work which has been done 
in the field of security and home automation. Third section explained 
about the different integrated IOT, Cloud security & home automation 
system. In fourth section implementation and results in the tabular form 
were discussed and in the fifth and last section is ended with the discussion 
about the future work and conclusion of this research work.

2.  Related Work

Researchers described about IOT based smart home automation 
system in 2022, which is operated through web page [6]. They discussed 
about remote device, but limitation of remotely operated device can 
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perform operation in a specific range. They introduce the implementation 
of remote access this through a webpage by providing an easier interface 
in web. Authors discussed about a new technique of home automation 
through voice control system. Author discussed about a Google assistant 
voice command to control home automation system [7]. Household items 
are controlling with the help of Amazon Alexa device. This system can 
operate household things like AC, Freeze, Light and fans. All the 
applications are handled online or manually using a timer.

Authors discussed about home automation smart control power 
outlet through GSM for low costing and wireless technique [8]. Researchers 
explained about the solution that can preserve the natural resources and 
increase the comfort and quality of life. Proposed system can be handled 
through any android smartphone and make device controlling simpler 
and user friendly with low cost design and installation. In 2023, authors 
discussed about transformation of home system through smart home 
automation with Google assistant voice recognition system. In proposed 
system they introduced a Node MCU microcontroller for making a 
communication between device and Wi-Fi [9].

Authors proposed a system which is based on Arduino UNO micro 
controller and performing dual operation of configuring and engineering 
to alert the house owner with home security. For ensuring house security, 
if any unwanted activity is sensed by sensor, then it immediately turn on 
led and start buzzer to ring [10].

2.1  Problem statement

This paper discusses about the security issues in home and provide a 
solution for home automation. These issues can be solved by using 
microcontroller Node MCU, sensor and other hardware’s along with 
software.

3.  Proposed Designed

This section explains the home automation system along with the 
hardware and software used in the development of system. The Work 
consists of the following hardware, software, protocols and Apps.

3.1  Embedded System (ESP32)

The ESP32 is a low-cost, low-power, highly-integrated system-on-
chip microcontroller with Wi-Fi and Bluetooth capabilities. It is connected 
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to the cloud using HTTP and MQTT protocols, thus allowing them to be 
remotely monitored and controlled [13]. It can be used to create powerful 
and secure IoT applications. Cloud services allow for secure data storage, 
analytics, and machine learning [12]. The ESP32 can also be used to 
develop applications that can be used to monitor and control devices in a 
distributed manner [14-15]. The software comprises of a user interface, a 
controller for monitoring and controlling the system, and a web-based 
database for storing sensor data. The communication protocol is based on 
an HTTP protocol, allowing for real-time monitoring of the system from 
anywhere in the world [11].

3.2  MQTT & Blynk App

Figure 1
Connection by MQTT protocols

MQTT is a lightweight messaging protocol designed for low-
bandwidth, high-latency networks such as Machine-to-Machine (M2M) 
and Internet of Things (IoT) networks. Figure 1 shows the various 
connections by MQTT protocol. The protocol provides a secure, reliable, 
and efficient communication method for IoT devices and networks. MQTT 
is based on two main protocols: the MQTT Control Packet Protocol 
(MQTT-CP) and the MQTT Publish/Subscribe Protocol (MQTT-PS) [16]. 
Blynk is an app that allows users to create and control hardware projects 
from their smartphone. Blynk provides a library of widgets that can be 
used to control various aspects of your project including sensors, motors, 
lights, and more [17-18]. 
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The protocol is designed to be lightweight and efficient, and uses a 
combination of TCP and UDP protocols to communicate [9].

4.  Experimental Setup and Results

4.1  Home Automation 1 - Smart watering system

The system is based on watering the plants using ESP32, relay 
module, and other basic components. The model is created to control the 
watering of plants through mobile network from anywhere. The 
microcontroller is connected to the Blynk mobile app which allows the 
user to control the water pump remotely as shown in Figure 2.

Figure 2
TCP/IP (a) communication pattern (b) Node MCU communication (c) Working 

diagram of Plant watering system

4.2  Home Automation 2 - Smart Kitchen System

Figure 3
Basic Block Structure & Implementation of Kitchen automation system
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The system consists of a gas detector, an alert system, an exhaust fan, 
and a temperature sensor. The gas detector is used to detect the presence 
of gas in the environment. When the gas detector detects the presence of 
gas, it sends a signal to the alert system. Figure 3 shows the implementation 
of kitchen automation system with block structure. The alert system then 
sends a telegram notification to the authorized user to inform them of the 
gas leakage. The exhaust fan is then activated to reduce the concentration 
of gas in the environment. The temperature sensor is used to detect any 
increase in temperature in the kitchen. When the temperature sensor 
detects a high temperature, it sends a signal to the alert system, which 
then sends a buzzer sound to the user. The user can then take the necessary 
action to prevent a fire from starting.

Hardware is arranged as shown in figure 3 for gas detection and user 
will receive notification on telegram and output message will we shown in 
display as shown in Figure 4.

4.3  Home Automation 3 - OTP Based Smart Wireless Locking System

In OTP Based Smart Wireless Locking System, we use ESP 32, OLED 
Display, 4x4 Keypad, Buzzer, LED, Jumper Wires and Servo motor and 
boot app as shown in Figure 5. When a person switches on the button then 

Figure 4
Alerts messaging on Telegram and LCD display for automation of Kitchen
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it sends OTP to the particular person who ever opening the door. When 
we type that OTP on the keypad the doors will open for 5 seconds. After 5 
seconds the door will close. When someone type incorrect OTP then it 
sends an alert message to the house owner. This makes the people to 
secure their things safely without any problems.

4.4  Home Automation 4 - Home Lighting Using Local Wi-Fi

“Home Automation,” means employing a system that is connected to 
the Internet to control lighting and appliances instead of using a manual 
switch. To operate the home appliances when linked to the Internet, a 
local web server will be used and generate IP address as shown in Figure 
6.

Figure 6
IP Address Generation Real time demonstration of Control of Electric device

4.5  Home Automation 5 - Water Monitoring System

An IOT water tank monitoring system is a technology solution that 
utilizes sensors; connectivity and data processing capabilities to remotely 
monitored and manage the water label and other relevant parameter of 

Figure 5
Hardware Setup of OTP based smart wireless locking system & Display 

system
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water tank as shown in Figure 7. This type of system is commonly used in 
various applications, such as residential, agricultural, industrial, and 
municipal setting to ensure efficient water usage prevent overflow and 
optimize water supply management.

Table 1 and 2 give the overall details of the result of all home 
automation system, which are developed through microcontroller and 
other hardware devices in this research.

Table 1
Result Matrices

Sr.
No.

Developed 
System

Define 
matrices

Tested 
cases

Data 
collection

Comparative 
analysis

Accuracy 
measure-

ment
1 Wi-Fi Based 

smart 
watering 
system for 
plants

Execution 
Time 
Success rate 
Response 
time

30 [16, 17] Better 
performance 
Low cost
Easy to use

100%

2 Smart 
Kitching 
system (gas 
detection)

Execution 
Time Success 
rate
Response 
time

60 [18, 19] Low cost 
Early 
detection
Easy 
operation

100%

3 OTP	
Based	
Smart 
Wireless 
Locking 
System

Execution 
Time
Success rate 
Response 
time

50 [20, 21] Improved 
performance
Secure & 
giving alert 
Low cost

100%

Figure 7
Implementation of water tank monitoring

Contd...
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4 HOME 
lighting 
USING 
LOCAL 
WIFI

Execution 
Time Success 
rate
Response 
time

40 [21, 22] Low cost
Manage 
power usage

100%

5 Water tank 
water level 
monitoring 
System

Execution 
Time
Success rate 
Response 
time

30 [22 23] Easy to use 
Power Saving
Stopping 
water wastage

99.9%

Table 2
Quantitative Analysis

Sr.
No. Developed 

System

Quantitative analysis
Error 

analysis
Visual 

representation
Success

rate
Response

time
Energy
saving

1 Wi-Fi Based smart 
watering
system for plants

99.75% 06 sec Yes 0.25% Shown in 
Figure 2

2 Smart Kitching 
system

99.6% 10 sec Yes 0.04% Shown in 
Figure 4, 3

3 OTP Based Smart 
Wireless Locking 
System

100% 5 sec Yes 0.01% Shown in 
Figure 5

4 HOME	
lighting	
USING
LOCAL WIFI

100% 3 sec Yes 0.01% Shown in 
Figure 6

5 Water tank water 
level monitoring 
System

98.9% 7 sec Yes 1.1% Shown in 
Figure 7

5.  Conclusion

This research paper presents a solution for home automation using 
embedded board and cloud connectivity and provides the security. The 
system is designed for intelligent lighting and employs basic IOT protocols 
such as HTTP and MQTT for real-time monitoring of the system. The 
system allows users to monitor, control as well as access real-time sensor 
data stored on a cloud server. Overall, this paper provides a practical 
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approach for implementing a cloud-connected embedded system for 
home automation and security system. Incorporating AI and ML into 
home automation can transform our living space, making the more 
efficient, comfortable and personalized. These techniques predict the 
human appliance usage behaviour, increase electrical efficiency, security 
and surveillance, Predictive maintenance etc. As these technologies 
mature, they have the potential to make our living space smarter, more 
connected and more responsive to our needs and preference. But it is also 
important to consider the data security and privacy are major concern 
while implementing these technologies.

References

	 [1]	 A. Alheraish, “Design and Implementation of Home Automation 
System”, IEEE Transactions on Consumer Electronics, Vol. 50(4), pp. 
1087-1092 (2004).

	 [2]	 Gupta, A. K., Gothwal, P., Goyal, D., & Travieso-Gonzalez, C. M.  IoT-
Galvanized pandemic special E-Toilet for generation of sanitized envi-
ronment. Journal of Discrete Mathematical Sciences and Cryptography, 25(4), 
943–954 (2022). https://doi.org/10.1080/09720529.2022.2068607.

	 [3]	 Catelani M, Ciani L, Bartolini, A, et al, „Characterization of a low-
cost and low-power environmental monitoring system”, International 
Instrumentation and Measurement Technology Conference (2020), DOI: 
10.1109/ I2MTC43012.2020.9129274.

	 [4]	 Kumar, Ankit, et al. “An enhanced quantum key distribution proto-
col for security authentication.” Journal of Discrete Mathematical Sci-
ences and Cryptography 22.4 (2019): 499-507.

	 [5]	  Sarjerao BS and Prakasarao A, “A Low Cost Smart Pollution Mea-
surement System Using REST API and ESP32”, International Con-
ference for Convergence in Technology, I2CT (2018). DOI: 10.1109/ 
I2CT.2018.8529500.

	 [6]	 Kumar, Ankit, et al. “An improved quantum key distribution proto-
col for verification.” Journal of Discrete Mathematical Sciences and Cryp-
tography 22.4 : 491-498 (2019).

	 [7]	 A. Kiran, G. R. Sakthidharan, D. D. Priya, B. U. Mahesh, K. P. Kumar 
and K. P. Kumar, “Voice Controlled Home Automation System us-
ing Google Assistants”, 2023 International Conference on Computer 



2038� S. GUPTA, D. SONI, A. GOYAL, A. BARONIA AND S. KAUSHIK

Communication and Informatics (ICCCI), Coimbatore, India, pp. 1-5 
(2023), doi: 10.1109/ICCCI56745.2023.10128217.

	 [8]	 D. C. Malunao, G. J. O. Fernando and R. R. Tejada, “GSM Based 
Home Automation Smart Controlled Power Outlet using Android 
Phone”, 2023 2nd International Conference for Innovation in Tech-
nology (INOCON), Bangalore, India, pp. 1-6 (2023), doi: 10.1109/
INOCON57975.2023.10101094.

	 [9]	 S. Imran Hussain, S. Deepalakshmi, R. J. Benilla and V. Charu 
Nivetha, “Automation of Smart Home using Smart Phone via Google 
Assistant”, 2023 5th International Conference on Smart Systems and 
Inventive Technology (ICSSIT), Tirunelveli, India, pp. 499-505 (2023), 
doi: 10.1109/ICSSIT55814.2023.10060979.

[10]	 M. Ghai and R. Gupta, “Structure of an Arduino Based Home Se-
curity Automation System”, 2023 International Conference on Com-
putational Intelligence, Communication Technology and Network-
ing (CICTN), Ghaziabad, India, pp. 225-227 (2023), doi: 10.1109/
CICTN57981.2023.10141037.

[11]	 N. Rathour, Monika, V. Kumar, S. S. Kundu, Y. Gehlot and A. Gu-
rung, “Sigma Home: An IoT-Based Home Automation Using Node 
MCU,” 2023 2nd International Conference on Edge Computing and 
Applications (ICECAA), Namakkal, India, pp. 1317-1322 (2023), doi: 
10.1109/ICECAA58104.2023.10212124.

[12]	 P. Nagaraj, S. Sathish, M. Mathan Kumar, A. A. Khan, A. Mohiud-
din and M. Syed Haroon, “Yolo: Human Detection-Based Intelligent 
Home Automation using IOT,” 2023 International Conference on 
Computer Communication and Informatics (ICCCI), Coimbatore, In-
dia, pp. 1-6 (2023), doi: 10.1109/ICCCI56745.2023.10128615.

[13]	 Kodali RK and Valdas A. MQTT Based Monitoring System for Urban 
Farmers Using ESP32 and Raspberry Pi, International Conference 
on Green Computing and Internet of Things, ICGCIoT. pp 395-398 
(2018), DOI: 10.1109/ ICGCIoT.2018.8752995.

[14]	 Aghenta LO and Iqbal MT, “Low Cost, Open Source IoT-Based SCA-
DA System Design Using Thinger.IO and ESP32 Thing”, Electronics; 
8 (2019). DOI: 10.3390/electronics8080822.

[15]	 Satnam Singh Saini, Dheresh Soni, Simarjeet Singh Malhi, Vipin Tiwari 
& Ankur Goyal, ” Automatic irrigation control system using Internet 
of Things(IoT)”, Journal of Discrete Mathematical Sciences and Cryptog-
raphy, 25:4, 879-889 (2022), DOI: 10.1080/09720529.2022.2068597.

https://doi.org/10.1080/09720529.2022.2068597


IOT AND CLOUD COMPUTING SECURITY ON ANDROID PLATFORM� 2039

[16]	 T. Mladenova and I. Valova, “A Review of the Application of Ma-
chine Learning in Home Automation,” 2023 5th International Con-
gress on Human-Computer Interaction, Optimization and Robotic 
Applications (HORA), Istanbul, Turkiye, pp. 1-4 (2023), doi: 10.1109/
HORA58378.2023.10156796.

[17]	 A. Kumar, A. Ankit, B. Singh, C. Sharma, and D. Gupta, “An en-
hanced quantum key distribution protocol for security authentica-
tion,” J. Discrete Math. Sci. Cryptogr., vol. 22, no. 4, pp. 499-507 (2019).

[18]	 M. R. Joel, G. Manikandan and G. Bhuvaneswari, “An Analysis of 
Security Challenges in Internet of Things (IoT) based Smart Homes,” 
2023 Second International Conference on Electronics and Renewable 
Systems (ICEARS), Tuticorin, India, pp. 490-497 (2023), doi: 10.1109/
ICEARS56392.2023.10085106.

		  Received March, 2024


