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Abstract
The area of “Internet of Things (IoT)” has gained popularity recently as a method for 

developing intelligent models. Security and privacy are regarded as the two main issues in 
every real-world IoT application. The security risks posed by IoT-enabled devices are serious 
threats to the development of the smart industry. Thus, to reduce the security dangers 
that emanate from IoT devices and give birth to numerous security concerns, Intrusion 
Detection Systems (IDSs) specifically tailored for the IoT sectors are important. Conventional 
intrusion detection systems (IDSs) are unsuitable for use in standard Internet of Things (IoT) 
networks for a variety of reasons, including memory, battery life, and processing power. 
Various Intrusion Detection Systems (IDSs) have been proposed in academic research to 
address these problems. However, while identifying anomalies, various intrusion detection 
systems (IDSs) have issues with low accuracy and numerous false alarms. To counteract the 
shortcomings of conventional systems, it is recommended that an ensemble deep learning 
model be utilized to identify intrusions within the Internet of Things (IoT) domain. The final 
result is then determined by averaging the scores, which is accomplished by combining 
them. Divergent measurements are thus used to validate the model. On the other hand, by 
prohibiting unwanted access, the recommended method not only increases the detection rate 
but also improves network security.

Subject Classification:  Primary 93A30, Secondary 49K15.

Keywords: Intrusion detection system, Internet of Things, Weighted feature fusion, Fitness value of 
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1.  Introduction

The IoT [1] refers to the interconnectedness of physical systems 
through network connectivity, software, and sensors, enabling them to 
communicate and gather data. The IDSs monitor the behavior of the 
system and analyze the network traffic in order to identify significant 
security breaches [2]. The traditional IDS approaches are generally 
ineffective for IoT platforms due to the inherent characteristics of IoT 
networks such as dynamic topologies, heterogeneity, and resource 
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constraints. Deep learning has emerged as an effective approach for 
detecting intrusions in IoT due to its capacity to comprehend complex 
features and patterns from vast amounts of data. The intrusion 
identification in IoT is enhanced by deep learning, namely through the 
utilization of “Artificial Neural Networks (ANN)” to analyze and predict 
sensor data, network traffic, and other relevant information [3]. Based on 
prior knowledge, deep learning methods have the ability to identify 
intrusion attempts and anomalous patterns, as well as classify different 
types of attacks.

The intrusion detection in IoT-aided deep learning approaches 
involves utilizing the capabilities of artificial neural networks (ANNs) to 
automatically detect and learn hostile actions or anomalies in IoT systems. 
The intrusion attack and pattern techniques arise in response to changing 
circumstances and require the deep learning approach to be updated 
simultaneously [4]. The system’s retraining process, which utilizes 
currently created knowledge, helps it adapt to increasing threats and 
improve its effectiveness. The trained system is predicted to employ a 
confidential repository of labelled data that is not utilized throughout the 
training process. This evaluation confirms the effectiveness of the system 
by considering parameters such as F1 score, recall, precision, and accuracy. 
The evaluation helps determine the system’s efficiency and identify any 
necessary improvements and adjustments [5]. To ensure the effectiveness 
of new intrusion methods, it is necessary to consider the chosen system 
structure, the presence of computing assets, and the ongoing observation 
and model update [6].

The recommended IoT-aided IDS task’s contributions are listed as 
follows.

•• The objective is to create an IDS  specifically for the IoT  industry. 
This system will effectively prevent unauthorised access and achieve 
higher detection capabilities by utilising ensemble deep learning 
techniques.

•• To derive the distinctive characteristics from the initial dataset, by 
utilising the TSNE, PCA, and statistical metrics. The weights are 
ideally combined with the features using the designed FVPOA.

•• The performance rates of the constructed IoT-aided IDS task were 
estimated using several optimisation algorithms and classifiers, and 
evaluated using multiple functionality metrics.
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The framework of the suggested IoT-aided IDS task comprises of 
following parts. Related work of exiting approach with research gap in 
Part II. The novel idea of the IDS in IoT network is demonstrated in Part III. 
conventional experiments of IDS are given in Part IV. The conclusion of the 
suggested IDS task is given in Part V.

2.  Related Work

In 2023, [2] and the colleagues suggested a practical and effective 
IDS  for IoT  networks, utilizing deep learning methods. A filter-based 
attribute selection method known as “Deep Neural Network (DNN)” was 
employed to identify and eliminate correlated attributes. Subsequently, 
the system underwent optimization by adjusting several parameters. The 
job that was developed had an accuracy rate of 84%. The “Generative 
Adversarial Networks (GANs)” were employed to produce artificial data 
for targeted attacks on minority groups.

In 2022, [3] proposed a methodology for anomaly-aided Intrusion 
Detection Systems (IDS) that utilizes Convolutional Neural Networks 
(CNNs). This approach leverages the advantages of IoT’s capabilities and 
provides a framework for efficiently validating the traffic within IoT 
networks. The recommended solution demonstrated the capacity to 
identify any anomalous traffic patterns and potential breaches.

In 2023, [4] utilized the LSTM approach to address the IDS and 
accurately identify cyber threats. They also provided a detailed description 
of the system’s conclusions. This strategy employed a combination of 
input attributes extracted using the “SPIP method to estimate and train 
the LSTM system.

2.1 Problem statement

Although there have been improvements in IDS for ensuring network 
security in the IoT industry, there is a notable lack of research on combining 
Ensemble Networks with Enhanced Heuristic-assisted Weighted Feature 
Integration [7]. Ensemble learning and heuristic-assisted feature 
integration have been found to enhance detection accuracy and robustness 
in traditional IDS [8]. However, their potential and usefulness in IoT 
environments have not been thoroughly investigated.
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3. � Proposed Concept of Intrusion Detection System in IoT Network: 
Ensemble Network and Enhanced Heuristic Algorithm

The IoT has garnered significant attention in recent times due to its 
advancements and contributions to numerous sectors such as smart 
environments, automation, healthcare, industrial processes, and more. 
The IoT facilitates the connection of several disparate advancements 
through the internet, enabling the convergence of smart objects and 
determining the interaction between the cyber and physical domains. The 
IoT advancements have diverse purposes, although they share common 
characteristics. The IoT consists of three distinct stages: collection and 
transmission. This objective is achieved by the utilization of short-range 
transmission technology and sensor devices [9]. The transmission step is 
dedicated to conveying the information gathered in the collection phase to 
the candidates. During this phase, technologies such as wifi and Ethernet 
are interconnected using various protocols to establish a network that 
connects candidates and objects over large distances [8]. Finally, during 
the processing stage, the applications carry out operations on the collected 
data in order to obtain valuable information. The applications are 
responsible for making decisions based on the data. The following are a 
number of IoT security features [10].

Data confidentiality is crucial for both personal and industrial 
progress, as any alterations to the data might lead to significant issues. 
The preservation of data confidentiality is a crucial element inside the IoT 
industry.

Data integrity is an essential and vital aspect. Validating the data 
resource and identifying harmful assaults are crucial for describing data 
integrity in the IoT sector [11].

Continuous accessibility of acquired data is crucial in the IoT business. 
The Internet of Things (IoT) should provide the candidate with unrestricted 
access to information, regardless of their location or the time of day. 
However, there is a potential for security vulnerabilities. Therefore, it is 
crucial to provide secure data access.

Authentication: The Internet of Things (IoT) requires a robust 
verification process. This will improve the equilibrium between the data 
and the IoT system [12].

Considering these security factors, it is crucial to bolster the security 
system for the IoT sector. The threats should be promptly discovered to 
minimise network disruptions [13]. The Intrusion Detection System (IDS) 
recognises and disregards unauthorised access, thereby safeguarding the 
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data and network. The depiction of the IDS in the IoT sector is visually 
presented in Figure 1.

Dataset Details

The implemented intrusion detection framework has utilized the 
below-mentioned benchmark datasets.

Dataset 1 (“NSL-KDD dataset”): The implemented intrusion detection 
system utilized the significant data from the link “https://www.unb.ca/
cic/datasets/nsl.html”. This data resource emerged from the traditional 
KDD’99 data resource to resolve the inherent issues of the traditional 
KDD’99. This data resource includes 8 data files and each data file includes 
a subset of the conventional KDD dataset. 

The acquired data from the above datasets are pointed as Jm. Here m 
= 1, 2..., M. The total collected data is denoted as M. 

The objective function of the term yQ2
a,b is referred to as Ga

Q2. The 
designed FVPOA’s pseudo-code is offered in Algorithm 1 and the flowchart 
is given in Figure 1.

Figure 1
The pictorial representation of IDS in the IoT environment
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4.  Experimental Setup

Implementing an Intrusion Detection System (IDS) for providing 
network security using Ensemble Network with Enhanced Heuristic-
assisted Weighted Feature Integration [14] in the IoT sector involves several 
steps. Here in this section gives the overview of how you can approach the 
implementation using Python using some parameters, 

4.1 Confusion matrix estimation of the recommended IDS for three datasets

The suggested IDS framework is processed with the confusion matrix 
estimation for the three datasets and illustrated in Figure 2. According to 
the actual and predicted values, the recommended IDS is examined [15]. 
From Figure 2, it is known that the initial dataset attained 94.73% accuracy. 
This confirms that the examined IDS has better efficacy.

Figure 2
The confusion matrix estimation of the suggested IDS concerning “  

(a) Dataset 1
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ROC estimation of the implemented IDS task over divergent classifiers 
for three datasets

The ROC validation of the suggested IDS task in the IoT sector is 
conducted over divergent classifiers and presented in Figure 3. According 
to the “false and true positive rates” the process is estimated [16]. When 
taking the third dataset false positive rate as 0.2, the recommended IDS is 
advanced by 31.5 % of LSTM, 32.5 % of RNN, 35 % of Deep MRF, and 36.5 
% of Ridge classifier correspondingly. Hence, it is described that the 
suggested IDS in the IoT sector has high functionality [17].

The overall comparative validation of the designed IDS over conventional classi-
fiers

Table 1 presents a comparative analysis of the built IDS using different 
algorithms and classifiers for three datasets [8]. When considering the 
accuracy value for the initial dataset in Table 1, the suggested IDS increased 
by 6.2% for LSTM, 2.9% for RNN, 4.9% for Deep MRF, and 1.16% for Ridge 
classifier respectively. The comprehensive analysis demonstrated that the 
proposed IDS)has superior functionality [10].

Table 1
The comparative validation of the recommended IDS over multiple 

conventional classifiers for three datasets

Figure 3
The ROC examination of the suggested IDS over various  

classifiers concerning “ (a) Dataset 1

Contd...



IOT SECURITY FOR INTRUSION DETECTION SYSTEM� 2215

5.  Conclusion 

The improved Intrusion Detection System (IDS) work in the Internet 
of Things (IoT) sector for providing security has been developed to tackle 
the challenges faced by traditional methods that utilize ensemble deep 
learning procedures. Initially, the primary data was collected from the 
conventional data sources. Additionally, the feature extraction approach 
was implemented using TSNE, PCA, and statistical features. Furthermore, 
the acquired characteristics were combined with the assistance of weights 
that were optimally estimated using the enhanced FVPOA. Finally, the 
combined characteristics were analyzed using the EnsNet, which was 
created using a different classifier. Furthermore, the result was obtained 
using the procedure of average-based fusion. Therefore, the model was 
validated using several factors. When the second dataset epoch value was 
set to 150 for the suggested IDS, the accuracy of LSTM improved by 43%, 
RNN by 42%, Deep MRF by 40%, and Ridge classifier by 38% respectively. 
Thus, it has been demonstrated that the implemented IDS in the IoT 
industry achieved superior detection rates and effectively thwarted 
unauthorized access by external entities to the network.

6.  Future Work

The combination of edge computing with AI-driven IDS is the key to 
ensuring the security of IoT in the future. Ensemble networks equipped 
with improved heuristic-assisted weighted feature integration can be 
implemented at the network edge to facilitate immediate identification 
and reaction to threats, hence minimizing delays and decreasing the need 
for extensive network capacity. The research in this field should priorities 
the optimization of ensemble learning algorithms for edge environments, 
the creation of lightweight heuristic models for edge devices with limited 
resources, and the investigation of federated learning methods for sharing 
distributed threat knowledge among edge nodes.
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