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Abstract
The quick advancement of Internet of Things (IoT) emphasizes the significance of 

cryptography and blockchain ensuring the security of sensitive data and connected devices. 
Blockchain technology and encryption play key roles in ensuring the security of the expansive 
IoT network. Blockchain offers decentralized trust, immutability, and transparency to IoT 
networks and transactions, while encryption serves to protect IoT data from unauthorized 
access. It is a novel approach for integrating cryptography and blockchain into IoT System, 
cryptography and blockchain stand out as robust technologies that enhance the security of IoT 
systems. The implementation of an integrated architecture, along with a strategic integration 
approach, further strengthens the security measures. This methodology proves valuable for 
managing and validating digital transactions on decentralized, immutable networks. This 
work also explores the potential significance of integrating cryptography and blockchain 
into IoT System, this functions and applications in enhancing IoT security. This methodology 
introduces encryption techniques tailored for resource-constrained IoT devices, which are 
essential for ensuring end-to-end security.

Subject Classification:  Primary 93A30, Secondary 49K15.

Keywords: Cryptography, Block chain, Integrating approach, Security, IoT, End-to-end security, 
Privacy.

1.  Introduction

In current digital scenario, IoT has completely revolutionized how 
devices communicate and interact with each other. It increasing number 
of connected devices has also given rise to concerns regarding data security 
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and privacy [1]. To tackle these challenges, the integration of a novel 
approach for cryptography and blockchain into IoT system, it has emerged 
as an effective solution. This article examines the synergies between 
blockchain and cryptography within the realm of IoT, exploring their 
individual functionalities, advantages, and practical applications [2]. By 
comprehending the collaborative workings of these technologies, a novel 
approach for integrating cryptography and blockchain into IoT system of 
potential hold in enhancing security and trust within IoT ecosystems and 
provides the end-to-end security. Blockchain technology and cryptography 
play a vital role in addressing the IoT ecosystem, the security concerns 
associated with the IoT is a challenging task [3]. By providing decentralized 
trust and ensuring data integrity that cannot be tampered with, blockchain 
technology offers a robust solution. Additionally, cryptography offers the 
necessary tools and protocols to make end-to-end connection within the 
IoT [4]. The advanced technology of cryptography is a blockchain that 
enhance the safety and security of IoT installations, effectively protecting 
both the connected devices and the valuable data they generate in IoT 
system. The subsequent aims are described below [5].

•• Cryptography’s robust encryption and authentication mechanisms 
make it suitable for ensuring access control and securing data 
communication in the realm of IoT [6].

•• To ensure data integrity, privacy and end-to-end security and trust 
in IoT applications, blockchain offers a decentralized and secure 
platform. To ensure optimal end-to-end security for their IoT 
deployments, organizations must conduct assessment of what they 
require and carefully consider the advantages and disadvantages of 
all available technologies before making a selection [7]. 

•• The collaboration between blockchain technology and cryptography 
has the potential developments to enhance the security in IoT 
systems [8].

•• By combining blockchain technology with cryptography, IoT security 
can be strengthened through secure communication channels, 
device authentication, and data encryption [9]. 

•• Transaction logs and sensor data are essential types of data 
integrating cryptography and blockchain into IoT system ensuring 
their integrity is verified [10].
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The danced technology of cryptographic processes can potentially 
lead to a blockchain, it performs the issues in IoT devices that have 
incomplete and less resources due to their computational power. 
Additionally, in large-scale deployments of IoT, managing and distributing 
keys such as public key/private key can become complex [11]. While 
blockchain offers decentralization and immutability, the processing of a 
high volume of IoT transactions can result in latency and scalability 
challenges and end-to-end security [12]. This article examines the 
feasibility and trade-offs of incorporating cryptography or blockchain into 
IoT security architectures, while considering aspects such as end-to-end 
security, performance, and regularity [13].

The second section of this article presents literature survey and 
applications, while the third section delves into the proposed methodology 
and an integrated approach. Moving on to the fourth section, it covers the 
implementation work, and finally, the fifth section outlines the integrating 
cryptography and blockchain into IoT system for the conclusion and future 
work followed by references.

2.  Literature Survey

The IoT is developed up of devices that are interconnected, allowing 
them to freely communicate and exchange data effortlessly [14]. The rapid 
expansion of IoT has brought about notable end-to-end security and 
privacy issues, underscoring the importance of implementing strong end-
to-end security measures [15]. The advanced cryptography technology 
provides blockchain technology present viable solutions to bolster the 
end-to-end security, integrity and reliability of IoT systems [16]. This work 
developed a novel methodology for incorporating cryptographic methods 
and blockchain technology into IoT networks [17]. IoT systems encounter 
numerous security obstacles, which encompass. Data Integrity, 
guaranteeing that data remains unaltered during transmission [18]. 
Authentication and Authorization, it validating the identity of devices 
and managing their access. End-to-end security and Privacy, safeguarding 
sensitive data against unauthorized entry. Scalability, effectively managing 
a substantial number of devices while ensuring security measures are in 
place [19]. 

The advanced technology of cryptography leads to blockchain into 
IoT system, it plays a vital role in ensuring the security of IoT by providing 
various essential tools [20]. The advanced technology of cryptographic 
methods that are particularly relevant to IoT encompass. Symmetric 
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encryption performs a single key/shared key for both encryption and 
decryption processes, It is a crucial part of integrating cryptography and 
blockchain into IoT System [1]. This approach proves to be efficient and 
well-suited for IoT devices with limited resources. Prominent algorithms 
used in symmetric encryption include AES (Advanced Encryption 
Standard) [2]. Asymmetric encryption performs a set of public and private 
keys, offering secure key exchange mechanisms despite its higher 
computational intensity [3]. RSA algorithm and ECC (Elliptic Curve 
Cryptography) algorithm are extensively to work hidden and utilized in 
blockchain technology in this regard [4]. Data is transformed into a specific 
string of characters with a fixed length through hash functions, creating a 
distinct representation of the initial data [5]. The SHA-256 (Secure Hash 
Algorithm 256-bit) is frequently performed in blockchain technology and 
to guarantee the integrity of data and end-end to security [6]. Digital 
signatures provide authentication and non-repudiation in cryptography 
that works implicitly in blockchain technology [7]. They use asymmetric 
encryption to verify the authenticity and integrity of a message. ECDSA 
(Elliptic Curve Digital Signature Algorithm) is often performed in IoT [8].

Blockchain is a distributed ledger and legitimate technology that 
provides transparency, immutability, and end-to-end security, which 
makes it well-suited for IoT applications. Blockchain technology eliminates 
the necessity of a central authority by dispersing data among numerous 
nodes to well performed in IoT system [9]. Consequently, this diminishes 
the likelihood of a solitary point of failure [10]. Once information is 
recorded on a blockchain, it becomes immutable and cannot be modified 
or erased, thereby guaranteeing the integrity and traceability of the data 
[11]. Smart contracts are contracts that execute themselves automatically, 
with the agreement’s terms directly encoded into the code to perform in 
IoT. They facilitate automated and end-to-end secure interactions between 
IoT devices [12]. Consensus algorithms guarantee unanimous agreement 
among all nodes regarding the integrating cryptography and blockchain 
into IoT system [13]. While various consensus also apply such as Proof of 
Work (PoW) and Proof of Stake (PoS) are widely used in integrating 
cryptography and blockchain into IoT system, alternatives Practical 
Byzantine Fault Tolerance (PBFT) could be better suited for IoT applications 
due to their reduced energy consumption [14].

In order to incorporate cryptography and blockchain into the IoT, it is 
essential to perform Public Key Infrastructure (PKI) this is initial stage of 
blockchain [15]. By utilizing asymmetric cryptography, a secure 
communication channel can be established between IoT devices and the 
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network, it performs the layer of blockchain technology [16]. Additionally, 
device identity verification can be achieved by implementing digital 
certificates, thereby ensuring the authenticity of the devices [17]. Utilize 
symmetric encryption for effective and secure communication between 
devices, implementing end-to-end encryption [18]. Implement blockchain 
technology for decentralized key management to enhance security and 
prevent keys from being vulnerable to a single point of attack [19]. Data 
hashing, it utilize hash functions to authenticate the integrity of data 
exchanged between devices. Blockchain storage performs the essential 
data hashes on the blockchain to establish an unalterable log of data 
integrity [20]. Utilize smart contracts to automate interactions and 
processes among IoT devices, guaranteeing that actions are carried out 
solely upon meeting specific conditions [1]. Leverage off-chain storage 
and computing solutions to manage extensive of data and alleviate the 
risk on the blockchain utilizing the IoT system [2]. Utilize Layer 2 protocols 
such as state channels or sidechains to improve scalability and end-to-end 
security [3].

The convergence of cryptography and blockchain technology in IoT 
devices has improved the significant growth over time [4]. The integration 
has advanced from simple implementations to complex, scalable solutions 
that meet the intricate of cryptography, blockchain and IoT System for 
security demands of modern IoT ecosystems [5]. In the current digital 
scenario, it can anticipate further innovations that will enhance the end-
to-end security, integrity, privacy, and efficiency of IoT systems [6]. The 
following figure 1 provides a year-by-year overview of highlighting key 
developments, the advancement of cryptography and blockchain 

Figure 1
Security on IoT in the market year wise
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technology in IoT system and market trends, and technological 
advancements [7].

The years between 2016 and 2017, there was a rise in cryptography 
and interest and initial funding of blockchain for proof-of-concept 
initiatives [8]. The years from 2018 to 2019, there was a huge implementation 
of cryptography and blockchain technology in supply chain managment, 
logistics, and industrial IoT, with major investments from technology 
giants [9]. Throughout the years 2020 and 2021, blockchain technology 
became widely accepted across various industries and enhancements of 
IoT systems, focusing on high-quality solutions and structures for 
businesses [10]. In the years 2022 to 2023, there was an expansion into new 
applications such as smart cities, healthcare, and autonomous vehicles, 
due to improvements in scalability and compatibility of blockchain 
technology [11]. By 2024, blockchain technology had been widely adopted 
in all sectors, with ongoing advancements in cryptographic methods and 
integration techniques of IoT systems [12]. 

3.  Proposed Methodology

Integrating the IoT architecture with cryptography and blockchain 
can greatly improve the end-to-end security, integrity, transparency, and 
reliability of IoT systems. Integrating cryptography and blockchain with 
IoT architecture enhances the integrity, end-to-end security, transparency, 
and immutability of the data collected from IoT devices. The following 
figure 2 illustrates a simple implementation that has the potential to be 

Figure 2
Blockchain with IoT Architecture
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expanded to encompass more sophisticated features like advanced data 
analytics, automated responses via smart contracts, and seamless 
integration with cloud services to create a comprehensive IoT ecosystem. 
The step by step detailed explanation given below.

Step 1: Connectivity of IoT Devices, Sensors/Actuators:
Gather through the information from IoT sensors that surrounding 

environment or carry out specific tasks.
Step 1a: Communication Modules: Facilitate connectivity to IoT 

devices (such as Wi-Fi, Zigbee, and LoRa) and integrate to run on smart 
contract.

Step 2: Gateway:
Step 2a: Data Aggregation in Gateway: Gather data from IoT devices 

and perform to run on smart contract.
Step 2b: Initial Processing through Gateway: Filter and preprocess 

the data before transmitting it to the integrating cryptography and 
blockchain into IoT network.

Step 2c: Blockchain Client act in Gateway: Interface for integrating 
cryptography and blockchain into IoT System.

Step 3: Nodes: Distributed nodes that validate transactions and maintain 
the blockchain ledger.

Step 3a: Smart Contracts act as various Nodes: Autonomous 
programs can execute cryptography and blockchain into IoT network.

Step 3b: Decentralized Storage in Nodes: Distributed storage for IoT 
data.

Step 4: Cloud Services:
Step 4a: Data Analytics in Cloud Service: Advanced cryptography 

such as blockchain and machine learning services to extract visions from 
IoT.

Step 4b: Application Services of Cloud: User interfaces, dashboards, 
and other services tailored to specific applications.

This process of methodology works for three steps, connecting the 
IoT devices through the gateway to the blockchain nodes and perform 
through the cloud services. Data is collected by IoT devices and transmitted 
to the gateway for further processing. The gateway then preprocesses the 
data and communicates with the blockchain nodes. Transactions are 
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generated by the gateway and transmitted to the advanced cryptography 
of blockchain network. Smart contracts are executed in response to 
incoming transactions in the block chain. Authenticated data is stored on 
the blockchain, and cloud services can be utilized for additional data 
analysis.

The smart contract outlines a basic framework for storing IoT data on 
the blockchain and includes methods for adding and fetching data as per 
aforementioned steps. Interacting with the blockchain involves a Python 
script that utilizes web3 to establish a connection through a gateway as per 
step 2, create and authorize a transaction for adding IoT data, and 
subsequently submit this transaction to the blockchain as per step 3. Upon 
completion of the transaction, the script pauses for the mining process to 
finish before retrieving the data stored to confirm its successful addition 
to the blockchain to provide end-to-end security, privacy and intigrity.

4.  Implementation

In order to showcase the fusion of cryptography and blockchain 
within an IoT framework, we have the ability to craft Python code excerpts 
that exhibit essential features like device verification through cryptography, 
encrypted communication, and the incorporation of blockchain via smart 
contracts. The step by step procedure as follows.

Step 1: Digital Signatures for Device Authentication
Digital signatures are crucial for verifying the authenticity and 

security and integrity of devices that are part of an IoT. It performs the 
security of communication and validating the legitimacy of devices within 
an IoT ecosystem. It can run on following sub steps.

•• Key Generation: The device generates a pair of ECDSA keys, with 
the private key being kept confidential and the public key being 
shared with the server.

•• Message Signing: Using ECDSA, the device signs a message with its 
private key. Subsequently, the signature, along with the message, is 
transmitted to the server.

•• Serialization: Both private key and public key and the signature 
undergo serialization. The public key/private key is serialized to 
PEM format (it is in the form of certificate), which facilitates easy 
transmission and storage. On the other hand, the signature is 
serialized to bytes.
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•• Verification: The server loads the public key/private key, receives 
the message and the signature, decodes the signature, and proceeds 
to verify it using the public key/private key. If the authentication 
and verification process is successful, it confirms the authenticity of 
the message, indicating that it was indeed sent by the legitimate IoT 
device.

Step 2: Communication secured through the use of symmetric 
encryption.

It is in the form of cryptography that utilize the cryptography library 
to perform encryption and decryption of a message by employing AES 
encryption.

Step 3: Basic Blockchain Implementation for Ensuring IoT Data Integrity.
It is in the form of blockchain that utilize the blockchain library to 

construct a basic blockchain for the purpose of storing IoT data as shown 
in Figure 3.

Figure 3 laptop shows the block 0 (geniuses block, it is a first block 
because previous hash value zero) and block 1 timestamp data, hash key 
value, previous hash value, that demonstrate the integration of advanced 
cryptographic techniques and blockchain for enhancing IoT security. By 
using these methods, IoT systems can ensure secure communication, data 
integrity, and trustless automation.

5.  Conclusion and Future Enhancements of this work

The incorporation of integrity cryptography and blockchain 
technology into the IoT offers a strong framework to tackle end-to-end 

Figure 3
Blockchain within the realm of IoT
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security, integrity and privacy concerns. Through the utilization of these 
advancements achieved through the end-to-end security, IoT systems can 
attain improved data integrity, reliable authentication and privacy, and 
automated interactions without the need for trust. This integration 
approach establishes to run the smart contract for a secure and expandable 
IoT ecosystem. 

For future enhancements and various practical implementations 
showcase the merging of cryptography and blockchain into the IoT system. 
This is the most wanted application in Supply Chain Management (SCM), 
blockchain guarantees the traceability and legitimacy of products along 
the supply chain, with cryptography and blockchain are most useful in 
data transmission for IoT. Smart homes benefit from secure communication 
and authentication protocols that shield smart devices from unauthorized 
entry, they need end-to-end security, privacy and integrity. In the 
healthcare sector, blockchain is most wanted for patient information and 
verifies its accuracy, while advanced cryptographic methods useful for 
uphold privacy, end-to-end security and privacy.
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