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1. Introduction

Public key cryptosystems such as RSA, ElGamal, and ECC are still
quite popular in private data exchange transactions. However, experts
argue that this public key cryptography system is quite vulnerable to
quantum algorithms attacks because it is based on a commutative group
(abelian group). For this reason, experts have developed a non-
commutative group-based public-key cryptosystem, namely the concept
of a ring matrix [1-7], a special matrix [8-13], and matrix decomposition
[14-15]. The structure formed on the matrix is generally non-commutative.
Experts are also working on the Affine plane, modifying the Affine Hill
Cipher to form public key cryptosystems [16]. As with ECC, experts also
use discrete logarithms over group multiplication to construct public key
cryptosystems [17].

In [15], Liu Jinhui developed a public-key cryptosystem based on
matrix decomposition. They use the concept of a general linear group, a
non-commutative matrix group over a field, and a polynomial. The
strength of this system lies in the key generation protocol. Even so, there
are three types of mathematical attacks, namely direct attacks, linearization
equations attacks, and over-defined systems of multivariate polynomial
equations attacks that hackers can carry out. Furthermore, in [8], the
weakness in Jinhui is corrected by replacing the matrix decomposition
with a singular matrix, which is a matrix that does not have an inverse.

In this study, we also propose improvements to the public key
cryptosystem developed by Liu Jinhui by using the non-commutative
property of the composition of functions on matrices.

2. Material And Methods

The proposed research forms a key exchange protocol algorithm,
encryption, and message description, which is studied in mathematical
theory. In the first stage, we will analyze the algorithm developed by Liu
Jinhui. Liu Jinhui’s key exchange protocol involves the concept of a general
linear group invertible matrix nxn over a field (GLn(Fq )), a non-
commutative matrix group over a field (M,(F,)), and a polynomial
f(x)eE[x]. In this cryptosystem [15], the sender and receiver of the
message form a public key pair (P,Q) which is used to construct a private
key (secret key), provided that P eGLn(F‘7 ), QeM, (Fq), and PQ=QP
(non-commutative). Next, the sender of the message calculates
y=f"(P)Qf’(P) and sends it to the recipient of the message. Finally, the
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message’s recipient also calculates u=h"(P) Qh’(P) and sends it to the
message’s sender. After the exchange of y and u, the sender and receiver of
the message can form the same private key, K= f*(P) uf’(P) = h"(P)
yh'(P). Note that hackers can find private key K by looking for a matrix
X eM,(F)) corresponding to the public key matrix P eGL,(F,).

In the second stage, we duplicate Liu Jinhui’s key exchange protocol
using the non-commutative property of the composition of functions over
the matrix. We also analyze various mathematical attacks on the proposed
public-key cryptosystem.

3. Modification of Function Composition

We suppose there is a function f,geF[x], and then we can form
fog or gof. Furthermore, if there are f(x) and g(x), then we can
calculate (feog)(x) = f(g(x)) or vice versa. In this study, we define a
modification operation for a linear combination of a set of functions.

Definition 3.1: We take any f,,f,,8,,8, € Fq [x], a collection of functions
over any integer modulo q. We form F(f,, f,) and G(g,,8,). We define

FG=(£,£,)(8,,8,)=(f,°8 + /,°&,) 1)
and
F(x)=(f,, £,)(x) =(f,(x), £,(x)) )

Thus, there is a linear transformation of a 2-fuple function to a 1-tuple
function.

Example 3.2: We take F(f (x) =2x+1, f, =3x+2), G(g,(x) =9x+4, g, =
x+1), and x =3 over. We calculate
FG=f g +f, 08 =2lx+14)mod5 = (x +4)mod 5
(FG)(3)=7mod5=2mod 5 (3)

and
F(3)=(f,(3),£,(3))=(7,11)mod 5 =(2,1)mod 5
G(3)=(g,(3),8,(3))=(31,4)mod 5=(1,4)mod 5 (4)

Based on Definition 3.1. and Example 3.2, we find that FG e Fq[x].
Thus, trivially applies the property of the function in general, namely
FG(x).
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Example 3.3: Based on Example 3.2, we get (FG)(3) =7mod5. We also get
G(3) = (1,4) mod 5. We count

(F)(GAB)=((21+1)+(3.4+2))mod10=17mod 5=2mod 5 (5)
Thus, applies (FG)(3) = F(G(3)).

Theorem 3.4: We take any f,, f,, 8,, §, € F[x]. We form F(f,,f,), and
G(8,,8,)- Forevery xeR applies (FG)(x)=F(G(x)).

Proof: We take F(f,f,), and G(g,,8,). We calculate
F(G(x))=F((8,,8,)(x))
=F(g,(x),8,(x))
=(fi, £)(8,(%),8,(x))
=(f,28)()+(f,°8,)(x)
=((f,°8)+(f,°8,)(x)

=((f,, £1)(8,,8,))(x)
=(FG)(x) (5)

Remark 3.5: We take F(f,,f,), and G(g,,8,), with f,, f,, ¢, &, € Fq[x].
The following statements apply:

(1) If g, =g, then fieg, +f 08 =(f+f,)°8,.

(2) If fl :fz then f] ° & +f1 °&, ifl o(gl +g2)'

Based on Remark 3.5.a, in this study, we provide an additional
condition that for any g¢,,¢, €, [x] applies g, #g,.

In this study, we replace x € R with a matrix N € M, (F,). We choose
to use a matrix for the optimal level of security.

Corollary 3.6: We take any f,f,,8,,8, €F[x]l. We form F(f,f,), and
G(8,,8,)- Forevery Ne M, (Pq) applies (FG)(N)=F(G(N)).

We limit the degree of d(Fq [x])>2 or the minimum of the quadratic
function to optimize security.

Example 3.7: We take G(g,(x)=x%,g,=x"+x) and N :E ﬂ over Z_[x].
G(N)=(N?,N?+ N)mod5

[ 32 e
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If G and G(N) are public (not secret) and N is secret, hackers will
have a hard time finding N because hackers have to find the root of a

matrix N? = B g]modS or the factors of the matrix of N>+ N = E ﬂmodS

4. Proposed Public Key Cryptosystem Algorithm

We choose any f,,f,,8,,%, e F [x]. We form F(f, f,) and G(g,,8,)
and take any matrix N € Mﬂ(Fq). We form

FG=(f,,£,)48,,8)=fi°8 +f,°8, (®)
and

G(N)=(8,,8,)(N)=(8,(N),8,(N)) ©)

4.1 Key Generation Algorithm

Alice and Bob agree to use any g,,8, €F [x], g #g,, and d(F [x])>2.
They form G(g,,8,)-

(1) Alice chooses any f,, f, € Fq [x] and d(Fq[x]) >2. She forms a secret
E(f,,f,). She counts X =FGmodgq and sends it to Bob.

(2) Bob chooses any matrix Ne M (Fq) thatis secret. Then, he calculated
Y =G(N)modg and sent it to Alice.

(3) After the exchange of X and Y (according to Corollary 3.6.), Bob and
Alice can form the same private key i.e.

K, = F(Y)=F(G(N) = (FG)(N) = X(N) =K, (10)

4.2 Message Encryption and Description

Alice and Bob can use any operation for the encryption and decryption
process. However, the focus of the proposed algorithm is on the security
of the key generation algorithm.

5. Hacking Attack Analysis
5.1 Attack on Alice

In this algorithm, Alice and Bob agree touseany g,, g, € F[x], g, #
8,, and d(E [x]) = 2. They form a G(g,,8,). Alice stores any F(f, f,),
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with f,f, € Fq[x] and d(Fq[x]) > 2. Consider equation X =FG =
(fi, f,) - (8,8,) = f°8 + f,°8,, whichisalinear combination. Although
G and X are not secret, hackers are very difficult to find F because f,, f, is

unknown.

5.2 Attack on Bob

Bob stores the matrix N EMH(Fq) and computes Y =G(N)modg.

Notice that Alice and Bob choose G(g,,8,) with g,,8, € E[x], g #g,,
and d(Fq[x]) > 2. Thus, the matrix N is also very difficult to generate
mathematically. Based on Example 3.7., it is very difficult for hackers to

find N:%/m or factor N(N+I):E ﬂ

5.3 Attack if Alice and Bob Ignore Conditions

In the first condition, Alice and Bob choose g, = ¢,. Based on Remark

3.5.a., appliesfiog + f,o¢ =(f,+f,) g . Note that X=((f +f,)°
g,)(x). Using the composition property of the function, if g, exists in

Fq[x], then the hacker can find (f, +f,) (x) = (Xo gl’l) (x). Next, the
hacker can do

K=(Xog")g,(N))
=(f, + £,)(g(N))
=((f,+ £,)°&)(N)
=(fio &+ f,°8)N)
=(f1, £,)(8,8,)(N)
=(FG)(N)
= X(N)
=K,, (11

Since Y = G(N) = (g,,8,) (N) =(g,(N), g,(N)) modg is public, then
8,(N) is public. In this way, hackers can find the private key K.

In the second condition, Alice and Bob choose any g,,8, € F[x] and
d(F,[x]) < 2. If this condition occurs, the hacker will easily guess or factor
the matrix on the linear equation over the matrix. We assume that given
G(g,(x) =2x+1, g,(x) = x+2), and, which are public. We are given

Y=G(N)= [E ﬂ, E ﬂ] mod11. The hacker can find the matrix N € M, (Z,,)
by calculating
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g (N)=2N+I
IN = E ﬂ (12)
v

or the hacker can solve gz(N):E ﬂ < N+21 :[z j Since matrix N is

found, the hacker can calculate X(N)=K,, . In this way, hackers can
discover the private key K.

6. Generalization of the Proposed Public Key Cryptosystem
Algorithm

The proposed algorithm uses the 2—tuple of F and G. To further
secure messages from hacking attacks mathematically, this algorithm will
be generalized to n—tuple. However, the computational complexity will
also increase.

We chooseany f,, g, qu[x], with i=1,2,...,k. Weform F(f,, f,,~-, f.)
and G(g,,8,,---,§;) and take any matrix N € M, (F,). We form

FG=(fy foroes )G 8orr 8 =2 fro8, 13)
and
G(N)=(8,,8,/---,8)(N)=(8,(N),&,(N),..., ,(N)) (14)

6.1 Key Generation Algorithm

Alice and Bob agree to use any g,,8,,-..,8, €F,[x], existing g, = ¢, and
d(F, [x]) = 2. They form G(g,,8,,---/8,)-

(1) Alice chooses any f,f,,..., f; qu[x] and d(Fq[x])ZZ. She forms a
secret F(f,,f,,..., f,). She counts X =FGmodg and sends it to Bob.

(2) Bob chooses any matrix Ne M, (Fq) thatis secret. Then, he calculated
Y =G(N)modg and sent it to Alice.

(3) After the exchange of X and Y (according to Corollary 3.6.), Bob and
Alice can form the same private key i.e.

K. = F(Y)= F(G(N)) = (FG)(N) = X(N) = K,,, (15)
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Note that n—tuple make this algorithm even more difficult to hack.

This algorithm can improve security by choosing a large matrix size

N e M, (F,). We can also select a large modulo m to be more secure.

7. A Toy Example

Alice and Bob will be sending a secret message. First, they agreed to

use any g¢,,8, € Z,[x], g #8,, and d(Z [x])>2. Next, they formed

G(g,(x) = 2x° = x+1, g,(x) = x* = 3x).

(1) Alice chooses any f,, f, € Z,[x] and d(Z,[x])>2. She forms a secret

F(f,(x) = 4x* + 5x, f,(x) = x* —4). He counts

X =FGmod?7
=(fi, £,)(8,,8,)mod7

=(f1°8,+ f,°8,)mod7

=[4(2x° —x+1)* +52x° —x + )] +[(x* - 3x)’ —=7]mod 7

=17x° = 9x° +11x* —x° + 4x* —=13x + 5mod 7

=3x% +5x° +4x* +6x° +4x* + x +5mod7

and sends it to Bob.

(2) Bob chooses any matrix N ={

calculated

Y =G(N)mod7
=(8,,8,)(N)mod7

=(8,(N),8,(N))mod?

4]

86 2
146 3

[ 3}

09

78 |
(4 2
6 2

and sent it to Alice.

(3) After exchanging X and Y, Alice generates the private key

3
13
- +

4 9
6 16

2 5

0
Dmod7

Dmod7

-]

13
2 5

Hmod7

(16)

! 3} € M,(Z,[x]) thatis secret. Then, he

17)
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K, =FE(Y)

(4x2+5x,x3—4)[[2 3”‘6* ﬂ]mocw
o 2ol 2 74 gmmw
(254 106

= }mod 7
318 148

=2 1}mod7 (18)
13 1

and Bob generates
K,, =X(N)

=(Bx® +5x° +4x* +6x° +4x7 +x+ 5)[[; ?B mod?7

6 5 4 3 2
:3{1 3} +5{1 3} +4[1 3} +6P 3} +4{1 3}
25 25 25 25 2 5
+{1 3}+5{1 0}mod7
25 01
:[39706 102474}m0 47
68316 176338

= E ﬂ mod?7 (19)

Let’s say that Alice has a message P :ﬁ ﬂ Alice and Bob agree to

use encryption C =E(P) =P+K mod7 and decryption P = D(C) =
C—-K mod7. Bob and Alice’s encryption and decryption are very easy to
do.

Based on this example, Alice and Bob meet all the algorithm
requirements, so it is very difficult for hackers to carry out an attack
mathematically.

8. Conclusion

In this study, we propose a public-key cryptosystem using the non-
commutative property of the function composition of the matrix. The
results of this study indicate that the proposed public-key cryptosystem
can work well. Furthermore, the proposed cryptosystem is also safe from
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various attempted mathematical attacks on the key exchange process at
the sender and receiver of the message.
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