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Abstract

For most of the traditional IBEs (identity-based encryptions), security totally relies
on the safekeeping of private keys. In case the private key is exposed, all the previously
generated ciphertext need to be reissued. Due to increased usage of unprotected devices
or mobiles, the key exposure is frequent. Therefore, it is important to mitigate the threat
originated due to the key exposure in case of IBE. To deal with this issue, in this paper, we
construct a novel IBE based on group ring that also provides forward security. We show that
the security of our novel IBE is based on the hardness of discrete logarithm problem in group
ring. Moreover, against the chosen plaintext attack, we show that it is semantically secure in
random oracle model. Finally, we compare our IBE with several other existing IBEs in terms
of execution cost.

Subject Classification: (2010) 94A60, 20C05.
Keywords: Cryptography, Encryption, Identity-based encryption, Random oracle.

1. Introduction

An identity-based encryption (IBE) offers a suitable way to encrypt a
message through public key encryption with no trouble of distribution of
public keys. Through IBE, any sender can encrypt a message by taking
public key of the receiver as his/her identity. This means that sender can
send the messages to receiver without checking his/her public key
certificate. It is well known that the concept of IBE simplified the key
management problem and this concept was proposed by Shamir in 1984
[23]. In IBE, the public key is the identity of the receiver that can be an
email or certain personal number. The private key corresponding to above-
mentioned identity of the receiver is calculated and issued to receiver by a
trusted authority known as private key generator (PKG) through a trusted
channel (for example, in person or trusted courier). Therefore, in IBE only
public key parameters of the PKG needs to be certificated.

Some of the first practical IBEs are proposed in [2, 3, 4, 5, 6]. The
schemes of Boneh et al. [2, 3, 4] are based on bilinear maps whereas the
scheme of Cocks [6] is based on quardatic residues [11]. Motivated by
these schemes, several other efficient IBEs are proposed in the literature
(see [10, 14, 16, 18, 19, 22, 24, 25]). In these schemes, a random number
selected by PKG or the entity is part of the public key in addition to entity’s
identity. Consequently, the area of IBE has drawn the attention of various
researchers in the recent years. However, most of the above-mentioned
IBEs have a common drawback that their security directly or indirectly
depends on hard problems such as discrete logarithm problem (DLP) or
integer factorization problem (IFP) or their combination. It is well known
that these problems are solvable on a sufficiently large quantum computer
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(see [1]). Therefore, it is important to construct IBEs whose security depend
on other hard problems (possibly quantum safe).

Our contribution. In this paper, we propose a novel IBE based on
group ring [20]. The structure of group ring was introduced in the field of
cryptography in the last decade [12]. After its introduction, a number of
group ring based cryptographic primitives have been proposed in the
literature (see [9, 13, 15, 21, 22] and the references therein). The advantage
of groupringis that their corresponding hard problems are computationally
infeasible to solve even for small size groups (see [22]). Moreover, there is
no known quantum algorithm to solve these hard problems within
polynomial time [12, 22]. Consequently, the area of group ring based
cryptography is drawing the attention of researchers all over the globe.
Recently, an IBE based on group ring is introduced in [22], however the
size of ciphertext resulted through this IBE is 3 times than that of the
plaintext. In this paper, we introduce a group ring based IBE that is
efficient as well as provides randomized ciphertext that has size twice
than that of the plaintext. We show that time costs of decryption and
encryption algorithms of our IBE are similar to that of ElGamal. By
discussing a formal proof, we demonstrate that under chosen plaintext
attack (CPA), our IBE is semantically secure, provided the DLPGR
assumption holds (see section 2.4).

Plan of the paper: We introduce our novel IBE along with the security
notion (i.e., IND-ID-CPA security) in Section 2. Section 3 discusses the
formal semantic security of our IBE. In Section 4, we exhibit performance
comparison of our IBE with several other IBEs. The last section concludes
the paper.

2. Novel Scheme based on group ring and security notion

In this section, we propose our novel IBE based on group ring. We
start by discussing some preliminaries.
2.1 Group ring and its related definitions [20, 12]

Let & be a group and R be a ring with unity. We consider the set
RG = {;r(gt)gt : r(gt) eR,g € &}

Here > means the sum is finite. This means the set R® consists of
f

all the finite R -linear combinations of elements of &. To define an
algebraic structure on R®, we define



1854 S. KUMAR, G. MITTAL AND A. YADAV

Y+, = ;r(gt)gz + ;r(gt )8, = g(r(gz )+71(8,))8,/ (2.1)

where 7y, = ;r(gt )g, and y,= ;r(gt)'gt, where r(g,),7(g,) R and

8, €®. Moreover, for the same y, as defined above and y, =¥ 1(g,)g., we
f

define

Vi *Y, = (;r(gt)g,) * (; 1(8.)8,) = ;r(gt )(8.)(8.8.)- (2.2)

The set R is called as group ring with addition and multiplication
operations given by (2.1) and (2.2), respectively.

2.1.1 Example

Let ®={e,a,a’,a’} be a cyclic group of order 4 and R =Z, ={0,1} be
aring. Thenwehave Z,& ={0,¢,a,a*,a° ,e+a,e+a’,e+a’,a+a’,a+a’,a° +a°,
eta+a’,e+a+a’,a+a’+a’,e+a’+a’,e+a+a’ +a’). Clearly, the group
ring Z,® has 16 elements.

2.1.2 Unit of group ring and its order

Let y be an element of :8&. Let § be another element of R® such
that y*6=1. Then y is said to be a unit of R® and § is its inverse, i.e.,
y~' =8. The order of a unit y, i.e.,, O(y) is the smallest positive integer
such that y°7 =1.

2.1.3 Discrete logarithm problem in group ring (DLPGR)

Let y,,7, €& and there exist a positive integer z such that y, =;.
Then DLPGR is the problem of deducing z from the known values of y,
and y,. DLPGRisa NP problem and there is no known quantum algorithm
to solve it in polynomial time. The expected security provided by DLPGR
is given in the following Table 1 (see [22] for details):

Table 1
Security provided by DLPGR

Size of parameters Security (in bits)
[&]227, O(y,) 2 2% 128
|&]22°, O(y,) 22" 256
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Here |®| means the number of elements of G and y, is same as in
subsection 2.1.3. In comparison to DLP, DLPGR is difficult to break due to
the structural properties of group ring (see [12]).

2.2 Nowvel IBE scheme

Ournovel IBE group ring based scheme consists of the four algorithms.
These algorithms are defined in the following four subsections:

2.2.1 Setup

Let (m,n) be the security parameter for m<n and PKG denote the
private key generator. In this algorithm, PKG does the following:

(a) Constructs a hash function #:{0,1}" —{0,1}". Here {0,1}" is the set
of all binary sequences of arbitrary length.

(b) Generates a finite group ® of order O and takes a unit y e Z,& (see
Example 2.1.1). The inverse y™ of y is also known publically. Let
O(y) be the order of y. In contrary to groups, computing inverse in
group ring is a hard problem (see [12, 22]). Thus, y is chosen such
that its inverse is also known.

(c) Creates a secret n-dimensional random vector R=(r,r,...,71,),
where 0<7, <O(y) V j.

(d) Generates a public vector &=(s,,s,,...,5,), where s, = y" for each
1<j<n.

The public parameters are pmz(Qﬁ,Zzﬁ,}/,}/’l,H,G). The PKG’s
master key is mk =fR.

2.2.2. Extract

Let ID€{0,1}" be the identity for which private and public keys need to
be generated. The extract algorithm works as follows:

(a) Computes hash value H(ID)=(h,,h,,...,h ).
(b) Computes private key corresponding to ID as 1, =X}, k7.
(c) Computes public key corresponding to ID as

n h. n r. h. r
sp =116s) " =TIy ) " =7 (2.3)
7= J=
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2.2.3 Encryption

Let the message M e{0,1}° (binary strings of length O) need to be
encrypted. If message size is greater than O, then it can be written in
blocks of length O and padding can be done in the last block (if required).
This algorithm takes a random 0<n<O(y) and computes ciphertext
C=(C,C)=((r )", Mxs,).

2.2.4 Decryption
This algorithm uses private key r,, and (2.3) to decrypt C as follows:
C, *CP = (M) ((r 1)) = (Mxs ) * (s ") = M.

2.3 Security notion

Our aim is to show that, under chosen plaintext attack (CPA), our
novel IBE is semantically secure in the random oracle model (ROM). For
this, we define the notion of semantic security and its model against CPA
in the following subsections.

2.3.1 e -advantage

Let X be an adversary. Suppose that in a certain challenge, o €{0,1}
is the answer and X reports ¢'€{0,1} as the answer (through a certain
rule). We say that X has £>0 advantage in wining the challenge if
Advt(X)=|Pr[o’'=0]-05]|=¢.

2.3.2 (p,€) -semantically secure

Under adaptive CPA, an IBE is said to be (p,€)-semantically secure if
any probabilistic polynomial time (PPT) adversary has at most an &
advantage in breaking the IBE in at most p queries of the private key.

2.3.3 IBE Semantically security attack model against CPA (IND-ID-CPA
game)

This attack model requires a game to be played between the adversary
X and the challenger Y. The game is played as follows:

Setup: Y generates public parameters pm along with the master key.
Y gives pm to X.
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Phase 1: X makes private key extraction queries (adaptively) related
to identity. To be more precise, X can send queries (ID ) to Y for some j.
Moreover, any new query of X may depend on the previous queries. In
response, Y sends private key corresponding to identity ID, to X.

Challenge: X sends another identity ID to Y along with two messages
M, and M,. Note that this ID is different from all the identities queried
by X in Phase 1. Y encrypts M_ by taking a random 7 €{0,1} and gives the
ciphertext to X.

Phase 2: As in Phase 1, X again makes queries (adaptively) to Y
related to identities with the restriction that he/she is not allowed to query
the identity ID used in the Challenge phase.

Guess: X makes a guess 7' €{0,1}.

If T=1', then X wins the game. Otherwise Y wins. In other words, we
say that IBE is semantically secure against CPA (or IND-ID-CPA secure) if
T#T.

2.4 Complexity Assumption

We show that the security of our novel IBE depends on the following
DLPGR assumption that is a complexity-theoretic assumption:

DLPGR assumption: Let y be a unit of group ring Z,6. The
challenger randomly selects 7<{0,1} and positive integers z,,z,,z, all
greater than 1. If 7=1, the challenger outputs (yzl,yzz,yfzz,yzlzz ).
Otherwise, he/she outputs (y1,y2,y 2,y3). The adversary guesses
7'€{0,1} of 7. The & advantage of adversary is same as discussed in
subsection 2.3.1.

Remark 2.1: It is worth to note that computing inverse of a general unit
element of group ring is also a hard problem (see [12, 22]). Keeping this
thing in mind, we have assumed that the challenger also outputs inverse
of ¥ in DLPGR assumption. The method to find the units whose inverse
is also known is discussed in [12, 22].

Decisional assumption: If any PPT adversary has at most &
advantage in solving the game discussed in subsection 2.3.3, then
decisional € -DLPGR assumption holds in the group ring.

3. Semantic security

In this section, we show that our novel IBE is semantically secure
under CPA. We follow the seminal work of [4] to discuss the security proof.
Our main result is as follows:
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Theorem 3.1: Let ‘H in subsection 2.2.1 be a random oracle and (m,n) be the
security parameter for m <n. Then under the decisional & -DLPGR assumption
in ROM, our IBE is (m, €) -semantically secure, where &, =0.5¢(1— et =2,

Proof: Let 2 be an (m, €) -adversary against our IBE. This means that 2
has at least € -advantage in at most m queries he/she makes in the IND-
ID-CPA game. We construct a PPT simulator 95 to play the IND-ID-CPA
game. As a challenge, B takes the input (y, =77, Q=y2, Q"' =y 2,
0) (see DLPGR assumption). Here § is an element of the group ring Z,&
unknown to B. B outputs a guess 7' of 7. For a decent guess 7', an
IND-ID-CPA game is played by B with 2. The complete sketch of the
functioning of B and game is as follows:

Setup: B randomly and independently chooses m n-dimensional binary
vectors. Let these be denoted by R, =(h h ), where 1<j<m

17 2] nj

and (-)" denotes transpose of a vector (-). B selects a group & and takes
unit y of the group ring Z,®. Additionally, B randomly selects positive
integers y, for 1<j<n, where y, <O(y). Using R,’s, B picks x, for
1<j<n, where x; <O(y) such that

(xl,xz,...,xn)ij=0for all1<j<n. (3.1)

The existence of such an n-tuple (x,,x,,...,x,) follows from the linear
algebra (in fact there exist many solutions of (3 1) and B takes any one of
them) Using X; ‘s and Y, s, B sets S=(P1 Y, P2y, L P«
y'").. This & 1s one of the public parameters. The associated master key
is R=(r,r,.,r)=Ex+Yy,zx, +Y,, ..., zX +Yy ) as (P xy,
P2ay2, L, Pouowyln) = (T, 22 W) Note that R s
unknown to B as z, isnot known toit. ‘B gives pm=(6, Z,8, v, v, H,
B) (public parameters) to 2, where H is a random oracle.

Next, B uses the following algorithm to reply to the hash value
queries of 2. Let g be the maximum queries that 2 can make.

Random oracle queries: B randomly selects a subset @ of (1,2,...,9)
of size m. 9B creates a list £ of three tuples (ID}.,H(IDJ,), ‘L’].) in order to
answer the random oracle queries. Here ID, represents an identity and
7,€{0,1). Initially, £ is empty. B responds to a random oracle query
as follows:

(a) if ID, is already queried earlier, B responds with the available hash
value H(ID].) in £.
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(b) if ID, is not queried earlier, then B generates a random coin
c€{0,1}. Let ID, be the wth new random oracle’s query. If c¢=0,
then 9B randomly selects a n-tuple H(ID].) = (h,,h,,,...,h ) for some
i (note that this tuple is not presentin £) and sends it to 2. Also, the
tuple (ID].,H(ID].),O) is added to list £. If c=1, then B responds
with H(ID)) = (h,,,, h,,, h,,), where w' denotes the smallest wth
element of the set . In this case, the tuple (ID/.,H(ID]. ), 1) is added
tolist £ by B.

Next, we discuss the working mechanism of %8B in the IND-ID-CPA
game.

Phase 1: 2 makes a private key extraction query corresponding to ID,.
B responds as follows:

(1) if ID]. is in £ and T],=1, then B calculates 1, =>/_,h,'y, and
sends it to 2. Here, k' is ith bit of the available hash value H(ID,).

(ii) if IDj isnotin £ and there exists an unused vector Rj (means this
vector is not used in the reply of previous queries) that was chosen
in Setup phase, then using this R]., B sets H(ID/) = (h,,hy,...,h,)

and 7,=1 B sends i, =>1,h,y, to A and adds (ID],,H(ID],),l)
to £.

(iii) if none of the above two possibilities occur, then B restarts the
game and again chooses the set . It is important to note that B can

restart the game A= ([:1]—1) times. If B needs to restart the game

(A+1) th time (or more), B outputs a random bit 7 " and aborts.

Validity of assigned values to r, in Phase 1: Using master key and
(3.1), we deduce that ]
rID/ = Zh(’jrf = g}h"f (z,x,+y,)=12, ghfjxc + Z:lh[jy/,

=1

=zl(x1,x2,...,xn)><7€],+Zlhqyz=Zjlh[jy€. (3.2)

The equation (3.2) justifies the values assigned to 7, in Phase 1.

Challenge: 2 gives messages M, and M, to B along with an
identity ID that is not queried in Phase 1. B randomly selects R =
(hyy,h h,), where h].0 €{0,1} for eachj. B checks whether R can be

207" 7
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written as linear combination of R, for 1< j<m. If yes, then B outputsa
random 7'€{0,1} and aborts; otherwise B calculates x=3h,x,,
Y=Y/ hyy, sp=P *y’. Also, B archives the tuple (ID,R,0) in £.
To challenge A, B takes an arbitrary element { from the set {0,1} and

sends him/her the ciphertext C=(Q", M, #6" *Q).

Phase 2: As in Phase 1, 21 makes adaptive queries related to extraction of
private keys. The only restriction is that 2l can not make query related to
private key of challenged identity ID. The response of B is similar as in
Phase 1.

Guess: 2 outputs §'e{0,1}. If {={', then B guesses 7'=1 and
otherwise 7' =0.

To this end, we calculate the minimum advantage possessed by 9. It is
clear from the above description that the IND-ID-CPA game aborts (GA)
in the following two events:

(i) *B restarts the game (A4 +1) th time or more in Phase 1 or 2.

(ii) R, is a linear combination of Rj for 1<j<m.

At this point, we make the following two claims: Claim (A): the
probability of event (i) is at most e™'; Claim (B): the probability of event
(if) is at most 2"

Proof of Claim (A): For a single choice of ¢ (see Random oracle
queries), probability that the game restarts is at most 1. = *

1= e Since p
canbe selectedin 4 +1 ways (i.e., game restarts A +1 times), the maximum

probability of event (A) is (%}M ~e.

Proof of Claim (B): We consider the matrix M =(R,,---, R, ,R,) of
order nx(m+1). Since R, is a linear combination of rest of the columns of
M, its rank is at most m (as n>m). Let rank of 9 be R <m. Without loss
of generality, we assume that rows 1 to R of 91 are linearly independent.
Let us consider a vector R' of dimension R whose elements are linearly
independent elements of PR, where 1<j<m. We note that number of
such vectors are at most 2" <2". Further, we know that the number of
n-dimensional vectors are 2". Thus, we have shown that the span of
m n -dimensional vectors (binary as well as random) have a maximum of
2" binary vectors. Consequently, the probability of event (B) is 2"™".

It follows from Claims (A) and (B) that Pr(GA) (probability that
game does not abort) is at least 1—e™ —2"". Finally, we compute the
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probability that 7=1" when game does not abort. We Claim (C) that Pr[

7=1"| GA] fulfills | Pr[ 7 =1 | GA]-0.5]2 0.5¢.
Proof of Claim (C): Suppose that B does not abort the game. We
have the following cases:

Case 1:if 7=1, then § =y 2. This means that C=(y 2, M, * 8" * Q') =
2, M, * y1272"). Note that with identity ID,, C is a valid ciphertext
of M,. Consequently, |Pr[{={" | T=1 and a]—O.SIZ €.

Case 2: if 7=0, then §=y for some randomly chosen z,. Since §
reveals no information about §, we have Pr[{={"| 7=0 and GA]=05=
Pr[{={" | 7=0 and ﬁ]. Let P:= Prlt=1"] ﬁ]. We note that P =Pr
[t=1"=0| G_A]+ Prit=1"=1| ﬁ]. This further implies that P= Pr
[t=0 and =" | G_A]+ Pr[t=1 and {={"| G_A]. This may be further
written as P= (Pr[{#{'| =0 and &]x Pr[t=0| a])+ (Pri&=¢"|
T=1 and a]x Prlt=1] a]). Let A'=Pr[{={"|7=1 and ﬁ]. So,
we note that P = (0.5) (0.5) + 0.54". Finally, we derive that |Pr[r=1"|
GA]-05|=|P-05|= 05]|A'~0.5| > 0.5¢ as ¢ is given.

Hence, it follows from Claim (C) and the probability |Pr[r=1"|
G_A]—O.5| that advantage of B is at least 0.5¢(1—-¢™ —2""). Thus, result

holds.
Next, we discuss about the IND-ID-CCA security of our IBE in the
following remark. Here CCA stands for chosen ciphertext attack.

Remark 3.1: From [8] we know that any IND-ID-CPA secure scheme can
be extended to an IND-ID-CCA secure scheme by applying a padding
technique. As our IBE is IND-ID-CPA secure (cf. Theorem 3.1), we
emphasize that it can be extended to an IND-ID-CCA secure IBE.

4. Execution comparison

In this section, we compare our IBE with several other existing IBEs.
We consider the schemes of Boneh et al. [3], Boneh et al. [4], Cocks [6],
Lynn [17], Waters [25], Meshram [18], Meshram et al. [19], Mittal et al. [22]
and our IBE. It is to be noted that encryption and decryption phases are
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dominating as compare to Setup and Extraction phases if we look at the
computational cost. Consequently, we compare only the computational
cost of encryption and decryption phases. In Table 2, we present the
comparison analysis of our scheme with above-mentioned schemes. To
this end, let us first discuss certain notations that will be used in Table 2.

Notations: Let P denote pairing operation, M denote modular
multiplication, e denote modular exponentiation in a group, H denote
map to point hash function, x denote XOR operation, m denote scalar
multiplication in a group, i denote modular inverse operation, a denote
modular addition operation, & denote one way hash function, j denote
Jacobi symbol operation, e, denote exponentiation in a group ring and
M, denote multiplication in a group ring. Let ¢ denote the execution
time for y operation. Let CC stand for computational cost. Let CC(1) and
CC(2), respectively, denote the CC for encryption and decryption phases
and CC(3) denote the total CC for both encryption and decryption phases.
Let S, and S, denote the security provided in ROM and CPA models,
respectively. Let S, denote the security against attacks on quantum
computers. In the quantum sense, we say that an IBE is secure if there is no
known polynomial time quantum algorithm that can solve the underlying
hard problem and any non-quantum algorithm to solve the same takes
exponential (or subexponential) time. Let Y denotes yes and N denotes no.

Next, we discuss some of the known facts related to execution time t,
for certain operations y. Time t, is overriding most of the other above-
mentioned operations [2]. Moreover, it follows from [4, 7] that ¢, and ¢,
may be neglected in comparisonto t , t,, t , t,, tj, t.. Also, [12,22] imply
that teg, ~t, and tMg, ~t,, for the parameters mentioned in Table 1.

It follows from Table 2 that our IBE bears lower CC than the IBEs of
[3,4,6,17,25,22]. Further,as t, =t , t,, ~t, and t >t , CC of our IBE
is also less than that of [18, 19]. )

In addition to this, the biggest advantage of our IBE is that its security

M,,

is based on DLPGR assumption which is a hard problem even in the
quantum sense, whereas IFP and DLP are solvable on a quantum computer

[1]. Therefore, our IBE is computationally efficient as well as secure.
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Table 2

Execution comparison of our IBE with other IBEs.

IBE CC(1) CC(2) CC(3) 51S,|8S,
4t +t, + t+t,+ 5t, +2t,
Boneh at al. [3] ¢ ¢ N|Y|N
2t t +t,, t +3t,,
t,+t, +t + |t o+ | 28,4+, +2t +
Boneh et al. [4] ’ Y| Y|N
t +t,+t, t, t, +t,+2t
Cocks [6 2t +2t,+ t,+t 3t +2t, +
ocks [6] t+2t 2t +2t, NI NN
t,+t, + t,+t, + 2t +2t,
Lynn [17] E+3t, t+3t, ot vetr, | V| YN
3t +2t t +2t + 4t +4t +
Waters [25] ? ; g ; ? N| N|N
t, +2t, £+t + 2t +3t,+
Meshram [18] ; ; Y|Y|N
Meshram et al. [19] 2t, t +2t, t, +4t, Y|Y|N
t,+t, +t, + o+t + t,+2t, +t, +
8r 8r
Mittal et al. [22] by +28, + , 43, + |y lY|Y
P + tH
ty iy ty 2t
Our IBE tm + Zte tm + te 2“:m + 3te Y Y|Y
Conclusion

We have exhibited a novel IBE based on group ring. We have shown
that security of our IBE depends on a hard problem in group ring. Further,
we have discussed the IND-ID-CPA security of the IBE along with the
possibility of its extension using the results of [8] so that it becomes IND-
ID-CCA secure. Finally, we have compared our IBE with several notable
IBEs and shown that our IBE is computationally efficient as well as useful
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in post-quantum scenario. An important open problem that arises from
this work is whether the condition m <n in Theorem 3.1 can be relaxed or
not.
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