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Abstract
Vehicular Adhoc Networks (VANETs) are two of the future’s most commonly used 

communication systems. VANETs are designed to protect vehicle drivers by establishing 
autonomous contacts with nearby vehicles. Vehicles operate as intelligent mobile nodes in ad-
hoc networks characterized by mobility and complexity. Cybersecurity in VANET is affected 
by malicious attacks, which must be detected and prevented. The overall performance of the 
proposed GPCR-MA with blackhole and Sybil attack is average latency, packet transmission 
ratio, energy consumption and throughput. It is predicted because the Blackhole attack 
vehicle sends answers instantly without checking its routing table. These changes in the 
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metrics used contribute to the network efficiency deteriorating primarily in the face of an 
attack. Compared with other related schemes, our proposal provides privacy and security 
guarantees for VANETs while improving efficiency.

Subject Classification:  68M10, 92B20.

Keywords: Ad Hoc networks, Authentication, AI, Intelligent systems, Secure transport.

1.  Introduction

As mobile devices become more widespread and widespread in 
various fields of our lives, they are needed to function in more unrestrained 
and changing settings. One specific example is vehicular ad-hoc networks 
(VANETs), where the application must be used under the disordered and 
constantly evolving road traffic circumstances. In particular, the focus is 
on spreading VANET system applications in which information is 
developed and utilized in the network. The application’s outputs are time-
critical and must be kept accurate, even when input data changes rapidly 
and unpredictably [1].

In Mobile Ad Hoc Networks (MANET) [2], Inter Vehicle 
Communications (IVC) and Road Vehicle Communications (RVC) have 
recently prepared for the rapid growth of wireless communication 
networks. The MANET is known as the VANET, emerged from IVC and 
RVC. It aims to make road safety, well-organized infotainment and driving 
possible. Today’s world is living in warfare, and the battlefield is on the 
highways. The estimated death toll is around 1.2 million individuals 
globally annually, and injures about thirty-five times that number, without 
forgetting that traffic congestion causes an enormous waste of time and 
fuel [3], [4].

Network components interact with each other via wireless channels 
in a wireless network. Wireless networking has become increasingly 
common. Wireless communication networks are divided into two 
categories based on the form of the communication network infrastructure, 
as shown in Figure 1.

VANET attacks aim to destroy the attackers’ power and adversely 
affect the network. The attackers launch various attacks in order to cause 
many problems for network users. All potential attacks are primarily 
classified into five types with two levels of danger assigned to each. All 
possible assaults were included in the described classification. The only 
aim is to help identify these attacks and to manage them in each class [5], 
[6]. The attack groups of malicious vehicles, brute force attacks, 
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misbehaviour and faulty vehicles, malicious customers, and malicious 
vehicles are identified and described.

Sybil attack: A vehicle sends many emails to other vehicles in the 
attack, each email containing an alternate source character, which the 
originator does not know. The important objectives of the attacker were 
misunderstood by sending incorrect email messages to other vehicles and 
permitting separate or (smart) vehicles to exit the highway for the 
advantages shown to the attacker, as shown in Figure 1. 

Blackhole Attack: Vehicles refuse to take an interest or drop a 
configuration vehicle into the network. All network traffic is moved to a 
specific vehicle that does not exist, which allows the information to be lost. 
There are two ways to attack the blackhole of VANET. New customers 
contact other apps, and consumers refuse to communicate with the wrong 
messages. Then, with fresh attempts by the user, the situation remains the 
same: when the communication starts with other users, the neighbouring 
vehicle communication connection suddenly drops, and the disruption 
occurs. Because the routing assignment was carried out by this car, as the 
router client, many vehicles were connected through as shown in Figure 2.

Figure 1
Sybil Attack

Figure 2
Blackhole Attack
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2.  Literature Review

VANET supports numerous other vehicle connectivity applications 
[7]. VANET has many distinct characteristics [8]. Many consider the 
distinguishing features of a VANET atmosphere. Thus, VANET’s 
characteristics present problems for network design and opportunities to 
achieve security goals [4]. These are the self-motivated wireless networks 
for dynamically interchangeable vehicles [9], [10]. Vehicles can join and 
exit the network dynamically. The vehicle network is used for 
communication and transmission media without safety. It complicates it 
and makes it more attack-prone. Increasing network traffic over the 
VANET means that packet loss and even congestion are increased after 
contact and transmission. Congestion management and failure of the 
packet occurs in VANET [11]. The black hole attack one of the safety risks 
where the car gathered all packets wrongly claiming another path to the 
destination vehicle without moving them on to the destination [12]. This 
attack triggered a certain loss of packets over the network during the 
contact. 

A general approach to analyzing car information on an ad hoc 
network where malicious vehicles can be present while looking for vehicles 
[13]. A safety-related presentation and accurate quantification of the 
efficacy of a Sybil attack by the different assumptions [14]. A congestion 
avoidance of vehicle safety traffic scheme for vehicle ad hoc team signature 
network. For collecting information from an enemy, the surveillance data 
collection and monitoring system design. The dynamics of the network 
and the estimated time of a vehicle capture depending on an opponent’s 
power are also proposed [15].

Traffic and incident warning reports were suggested by a model to 
defend the vehicle’s ad hoc network against service denials and address 
the solution of attacks [16]. 

In this section, security at VANET discussed a mechanism to promote 
confidentiality through geographical information, encryption/decryption 
and access control [17]. Application of traffic safety cooperative awareness 
and framework for conducting analysis of other nearby vehicles by 
combining the output of multiple modules for conducting analysis [18]. 
Researchers indicated that the VANET framework for security and privacy 
would include many additional vehicles in malicious vehicles and that 
data collected by a Sybil attacker should come from several different 
vehicles, knowing what has already been described, suggesting a slight 
weight and scalable mechanism for detecting attacks on Sybil [19]. The 
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suggested and demonstrated application of the method of attack 
decomposition for deriving attack matrices and the potential use of a 
decomposition technique in vehicle capture attack security of the enemy 
model relates to the difficult problem of NP optimization by demonstrating 
the purpose of the vehicle capture attacks that can be decomposed by the 
logical heuristic algorithm [20]. In an active safety case, VANET information 
has been activated and cooperated, and the degrees of freedom available 
for position forge have been demonstrated in two attacks that require a 
single position forging low energy compared to sophisticated movement 
and forging fast, potentially having a large impact on road safety [21]. 

3.  Methodology

In this section, we study the simulated blackhole and Sybil attacks in 
vehicular ad-hoc networks and evaluate their effects on proposed protocol 
performance. Here, two different types of attacks are also considered: 1) 
Packet drop attack is a blackhole attack. 2) The network security breaker 
and forging identities creator is Sybil’s attack. This paper uses the 
GPCR-MA protocol for performance evaluation [22]. In the GPCR-MA 
vehicle network, the blackhole attacker vehicle claims to have a fresh 
sufficient route to all the vehicle’s requested destinations and absorbs 
network traffic. If a source vehicle transmits an RREQ message to any 
destination, an RREP message that contains the highest sequence is 
transmitted by a blackhole attacker vehicle and perceives this message as 
coming from the target vehicle or the vehicle with a fresh enough route to 
the destination. The source believes the target is behind the blackhole 
attacker and excludes the other RREP packets from another vehicle. The 
source then starts to send its data packets to the black hole with the 
assurance that such packets hit the destination. 

V2V scenario: Consider two vehicles iV  and jV  that need to establish 
a common session key .ijsk  The source vehicle iV  select a random number 

*
i qr Z∈  and gets the neighbor vehicle key ,i iR r P=  chooses one of the 

vacant private key is  and neighbor vehicle public key iS  in ,ipkList  gets 
the current timestamp ,it  computes is = 2.i ir s h+ ( , , )i i iS R t  mod q, and 
sends the message iM = { ,iR ,it ,iS }is  to .jV  Upon receiving Mi, Vj checks 
whether | |j curt t− ≤ ,tD  where curT  is the current timestamp, and tD  is the 
maximum valid transmission interval. The vehicle Vj selects Mi expired 
the session. For the validity check of Si, Vj calls the function validateVehiclePK 
using the parameter ipkList = { }.iS  If the vehicle Vj will consider Mi as an 
unacceptable message. Otherwise, Vj checks whether the equation i Ps ∗
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= 2iR h+ ( ,iS ,iR ).it .iS  Si holds or not. If not, Vj rejects Mi. Otherwise, Vj 
achieves operations the same as Vi does and sends jM = { ,jR ,jt ,jS }js  = 
to Vj. The session key is designed by ijsk = 3h ( ,iR ,jR ,iS ,jS ,it ,jt . )i jS S  
for Vi or jisk = 3h ( ,iR ,jR ,iS ,jS ,it ,jt . )j iS S  for Vj. It is evident that 

ij jisk sk=  since .i js S = .j is S = .i js s P
V2MV scenario: A group of vehicles denoted 1 ,V 2 ,V ,… nV  would 

also like to establish a common session key .nsk  To achieve that, every iV
(1 ≤ i ≤ )n  broadcasts iM = { ,iR ,it ,iS }is  to all vehicles. After receiving 

1n −  messages xm (1≤ x ≤ ,n ),x i≠ ,iV  Vi checks the freshness of all 
messages. If the freshness is satisfied, Vi calls the function validateVehiclePK 
using the parameter ipkList = { (1xS ≤ x ≤ ,n )}.x i≠  If the function returns 
false, Vi terminates the process. Otherwise, Vi checks whether the batch 
verification equation 1,( )n

x x i xs= ≠∑ . P == 1, (n
x x i xR= ≠∑ + ( ,xh S ,xR ). )x xt S  

holds or not. If not, Vi terminates the process. Otherwise, Vi calculates the 
common session key as nsk = ({ ,xh R ,xS (1xt ≤ x ≤ ,n )},x i≠ 1.is S … 1iS −  iS
… ).nS

3.1  Integration of Blackhole Attack with GPCR-MA 

In the first step, we modified the GPCR-MA and added the Blackhole 
Attack function for the network. We need to define any vehicle as a 
blackhole. In the second step, apply the blackhole attack on the vehicle. 
The blackhole attack can be applied in one or more vehicles. In the third 
step, modify the recvRequest of the GPCR-MA. If the vehicle is in a 
blackhole attack, then the vehicle forwards the fake reply message to the 
source vehicle as a normal vehicle. It pretends that I am not the destination 
but have a fresh and shorted path to reach it. In step fourth, modify the 
GPCR-MA routing table; if a vehicle is a blackhole attacker, then drop the 
packet information without specifying any reason for dropping the 
information. The source vehicle was unable to connect to the real 
destination vehicle; the Blackhole vehicle received all packets from the 
source vehicle and dropped packet information. The blackhole vehicle 
always sends the reply message with a higher sequence number see  
Figure 3. 

The vehicular network with blackhole attacks is presented as shown 
in Figure 4. Here, GPCR-MA with blackhole attack routing is used for the 
communication. In this scenario, there are two sources: a receiver, a 
blackhole attacker and another intermediate vehicle in the network. We 
know that the GPCR-MA with blackhole routing works differently from 
the original GPCR-MA vehicular routing. The complete working of the 
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GPCR-MA with blackhole is mentioned in the above section. According to 
the working blackhole pretend that I am not the destination, but I have a 
fresh route to reach my destination. As blackhole vehicle receives 
information from the source or intermediate vehicles, it’s directly dropped. 
The above images fully fill the work of the GPCR-MA blackhole routing. 
Without connection from the source or destination vehicle, blackhole 
received the information and dropped it. In Figure 4, a small rectangle box 
representing the dropped information and a black dotted line (…) is set up 
route with the blackhole vehicle. 

3.2  Integration of Sybil Attack with GPCR-MA

In the first step, we modified the GPCR-MA and added the Sybil 
Attack function for the network, which we need to define any vehicle as 
the Sybil attack. In the second step, apply the Sybil attack on the vehicle. 
The Sybil assault can be used on one or more vehicles. The Sybil attack can 
occur in a vehicle as it operates without a central authority that can verify 
each communicating entity’s identity. In the third step, modify the 
recvRequest of the GPCR-MA; if the vehicle is the Sybil attack, then the 
vehicle forward the reply message to the source vehicle as the normal 
vehicle but with the same vehicle ID at a a different location and sequence 
number. A Sybil attacker compromises one or more legitimate vehicles 
that provide the source vehicle with incorrect routing information to draw 
data traffic towards them. In step four, modify the GPCR-MA routing 
table entry; if the vehicle is the Sybil attacker, then it sends data information 
by identity at multiple locations and changes the sequence number. While 
data information is passed through the Sybil vehicle, it consumes it. In 

Figure 3
The Blackhole Attack network for 50 vehicles using GPCR-MA  

routing protocol for VANET
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step fifth, Sybil Attack tries to stop the simulation before the actual time of 
the end simulation. Here, Attack moves from one location to a different 
location with the same identity and shows the network communication 
completed before the end of the simulation time.

In Figure 5 below, according to the Sybil attack model, vehicles 0 and 
48 are the source vehicles that started the communication first. Vehicles 7 
and 13 are the destinations that received the information initiated by the 
source vehicle. In this network, 50 vehicles are considered at random 
speeds. Vehicles 46 and 16 behave like the Sybil attack. Vehicle 46 is made 
by Sybil, which compromises vehicle 34. 

This presumption allows certain vehicles in the network to be 
comparable to the source and destination. The simulation is conducted 
over 100 seconds. The Sybil attack takes place in 70 seconds to 150 seconds. 
Sybil disrupts the network by supplying inaccurate routing information 
and falling data packets. Therefore, contact stops earlier than expected. It 
results in more residual vehicle energy in the network. In comparison, one 
vehicle with multiple IDs and varying transmission capacity absorbs more 
capacity than an attacker and a compromiser vehicle.

3.3  Secured GPCR-MA Protocol for attack prevention

To secure the network from the attacker, we modified our proposed 
GPCR-MA vehicular protocol to prevent the attacker in the VANET 
Network, as shown in Figure 6. The proposed model enhances the 

Figure 4
The Sybil Attack network for 50 vehicles using GPCR-MA routing protocol for 

VANET
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GPCR-MA protocol to fulfil security secure network features. To protect 
the vehicular network from the blackhole and Sybil attacker. The proposed 
model uses two Mechanisms: (1). Digital signatures authenticate the 
RREQ and RREP messages, and (2). The Hash Function can authenticate 
RREQ and RREP hop account fields. The protocol mainly works by adding 
a message extension to each GPCR-MA message. Extension messages 
contain a GPCR-MA packet digital signature with an original sender’s 
private key and a hop count hash function tag.

GPCR-MA uses asymmetric encryption to authenticate all routing 
messages and hash chain areas, which cannot be modified to authenticate 
the hop count field. In the proposed model, all fields except the hop count 
are non-modifiable. The main point is that the two vehicles did not have 
the same digital signatures. It protects the data transfer information that 
cannot be changed during transmission in RREQ/RREP messages. The 
method is authenticated by using the public key of the message’s source. 
If a vehicle receives a routing request, the vehicle checks the signature of 
the received packet. The vehicle calculates the hop count hash value when 
the signature is verified. If the RREQ or RREP routing message is equal to 
or equal to the proposed model value, then the routing message is valid 
for the hop count and the hash value increment. The proposed model 

Figure 5
The working process of the proposed model
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indicates that any vehicle uses a digital signature to sign all fields for 
information generation or transmission.

The first step modified the packet structure of the GPCR-MA to the 
RREQ and RREP messages. Which added the digital signature, hash value 
and maximum hop count for every vehicle. In the second step, design the 
session key by sender or receiver. These sender and receiver session keys 
are designed for the digital signature. In the third step, the random seed 
value values for the random function are set. In the fourth step, change the 
sendRequest function of the GPCR-MA by adding the digital signature. 
Which changes the index value by adding MSG_HASH in the sendRequest

 _ ;Digital Signature index MSG HASH− = +

A RREQ packet is generated using the hash value algorithm after 
computing the digital signature in the sendRequest function. In the sixth 
step, make the change of recvRequest function in the GPCR-MA, the 
established message is reserved, and the digital signature, as well as hash 
value, is also designed. Now verifying both the session key designed by 
the sender and received in every hop. If the session key is validated, then 
the same GPCR-MA process will continue; if not validated, then drop the 
packet because of the signature mismatch. Its process is also applied to the 
intermediate vehicle. Add the digital signature, hop count and hash value 
to the RREP packet in the seventh step. The eighth step consists of verifying 
the digital signature and hash value received by the sendReply function 
against those received by recvReply. In the ninth step, need to verify the 
digital signature as well as hash values of the vehicles, then the source 
vehicle sends the information to the destination vehicle; otherwise, it 
drops the information. The proposed model is used to secure, attack 
resilient and efficient the network. This protocol is used against the 
blackhole or Sybil attack to identify and remove from the network.

The vehicular network with attack prevention is presented in Figure 
7. Here, the proposed model routing is used for the communication. In 
this scenario, there are two sources: the receiver, the blackhole attacker 
and another intermediate vehicle in the network. The proposed model 
protects the vehicular network from the blackhole and Sybil attack. The 
proposed model works based on every vehicle’s digital signature and 
hash value. Every vehicle has its session key. The digital signatures are 
utilized to sustain the identity of every vehicle. i.e., no two vehicles have 
the same digital signatures. As a vehicle send RREQ messages to the other 
vehicle, first, it has to digital signature the RREQ message with the hash 
value. On sending the RREQ message, an intermediate vehicle that 
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receives this RREQ now has to verify the digital signatures and hash 
function. By this authentication mechanism, all the attacks or attacker 
vehicles are excluded from the vehicular network. No attacker vehicle will 
receive the information from the vehicular network in this way. This 
proposed model solution is secure and fulfils the standard security 
requirements.

4.  Result Analysis and Discussion

VANETs face specific threats to securities, i.e. attacks to interrupt 
normal network performance. Blackhole attacks are the type of attack 
occurring in VANET. Security is VANET’s most important function, as 
misbehaving causes life and time. Various security threats and attacks 
occur on VANET and disrupt the services provided due to the open 
wireless nature of communications. The VANET network attacks in the 
different layers are identified and focused primarily on network layer 
attacks. During a Sybil attack, a vehicle sends different messages to other 
vehicles, and every information carry an alternative source ID unknown to 
the originator. The basic goals of the attacker (malicious vehicle) are 
confused by transmitting incorrect signals to other vehicles and by 
allowing specific or intelligent vehicles to exit the road for the assailant’s 
(malicious vehicle) advantage. Several messages comprising various 
sources of manufactured identity were sent by attackers to another car. 
The attackers generate many on-road vehicles with the same identity and 
traffic jam location illusions using false messages. 

Figure 6
The session key, hash function and verification process of the vehicle
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The effect of the VANET model of mobility was analyzed through a 
graphic representation in GPCR-MA with Blackhole. Figure 8 shows the 
average delay for GPCR-MA with Blackhole based on simulation time and 
traffic density presented correspondingly. The traffic density-based 
GPCR-MA with blackhole has the lowest value as the simulation time is 
less. The dropped blackhole packet ratio is very high, which makes the 
packet delivery ratio in GPCR-MA very low. Figure 7 shows the 
performance analysis of the proposed model with blackhole attacks 
regarding packet delivery.

Figure 7
Graphical representation of average delay and energy consumption for  

blackhole Attack

Figure 8
Graphical representation of Average Throughput and PDR for blackhole  

Attack
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The energy consumption based on rapidly changing network traffic 
and state, i.e. Gauss Markov, RWP, Manhattan model and RPGM, are 
performed similarly and as network traffic increases, energy consumption 
decreases in Figure 10. The analysis of the proposed simulation results 
shows that delay and energy consumption increased during the simulation 
time. GPCR-Attack detection is used to detect Sybil’s attack and block 
communication.

The performance of throughput and PDR for Sybil-Attack are almost 
the same for Manhattan, RPGM and RWP for all simulation times, but 
when we compare these mobility models with freeway and Gauss Markov 
model of mobility, they performed better than the other three models of 
mobility as shown in Figure 9. The second scenario simulation time versus 

Figure 9
Graphical representation of average delay and energy consumption  

for Sybil Attack

Figure 10
Graphical representation of Average Throughput and PDR for Sybil Attack
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network throughput performance also showed that the freeway is better 
than Gauss-Markov, Manhattan, RPGM, and RWP in Figure 10. 

5.  Conclusion

A Blackhole and Sybil attack is one of the main security problems in 
any VANET network. A summary of various current techniques for 
recognizing VANET dark opening attacks with their defects is provided. 
The attacks have two scenarios for the average delay and delivery ratio 
efficiency parameters. Within a network, the protocol must be redundant 
and stable. The vulnerability of the proposed GPCR-MA with a Blackhole 
and Sybil Attack has been examined here to have a more severe impact if 
there are more vehicles and more route requests. The rate of delay 
severance during blackhole attacks is 2 to 5 % higher than GPCR-MA. The 
output of the proposed GPCR-MA is affected by the attack. Based on 
current research and analysis, we infer that GPCR-MA is more vulnerable 
to a Blackhole and sybil attack.
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