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Abstract
Cloud Computing is the big evolution in the Information Technology industry. From 

giant organizations to small retail shops, everyone is moving to the cloud. Till now the 
Zettabytes of data are already migrated to cloud from private systems, and it is still growing. 
The actual concern starts when the data is being transferred, stored in some cloud storage, and 
then accessed. Attackers may attack with various techniques and can steal your data leading 
to severe security issues. Cloud Service Providers (CSP) must have a robust mechanism to 
protect their cloud resources from such attacks and ensure the data confidentiality, integrity, 
and security. If there are any loopholes, it will badly affect the trust computation of that 
CSP. In this paper we have done a comprehensive study and analysis of the threats in cloud 
computing which can affect the trust computation of CSPs and discussed the mitigations to 
those threats.
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1.  Introduction

Cloud computing is a technology which provides on-demand access, 
through the internet, to computing resources like software applications, 
physical machines, virtual machines, databases, networking, etc. These 
computing resources are hosted by a CSP. Cloud users do not have to 
invest into buying and maintaining computing resources themselves. 
Cloud Computing is the better, efficient, and cost-effective alternative to 
the on-premises data center [1]. CSP’s also provide various software and 
platforms as a service for the end user which are prebuilt. The trust and 
trustworthiness of cloud and CSP has become an important and crucial 
issue. Cloud trust can be thought of as customer confidence in using the 
cloud. CSP’s need to aim at boosting this confidence by removing 
technological and psychological hurdles in using the cloud services [2]. 
The primary barriers in trusting the cloud are lack of transparency, loss of 
control over sensitive data assets and security assurance. Security 
assurance can be provided by mitigating all the possible security threats 
against cloud computing.

2.  Trust in Cloud Computing

Trust can be defined as firm belief, honesty, or reliability which one 
entity expresses on another entity to conduct a transaction or deal within 
agreed principles and rules. There are two types of trusts in cloud 
computing viz. Objective trust, Subjective trust [3]. 

In Objective trust the QoS are being monitored. Such QoS 
nonfunctional attributes are throughput, response time, reliability, and 
security. The QoS values are not constant and are subject to change over 
time. Same service may get different QoS values on same environment in 
different time [4].

Subjective trust in the cloud is based on the user ratings provided by 
the users for specific services. The user ratings differ as the perspective of 
one user may not be same as of another user. It is risky to go with the user 
ratings for trusting a service as malicious users may be involved in 
providing or manipulating the user ratings.

To compute the trust and trustworthiness of CSP, objective trust 
values are more important. Among the various QoS parameters, Security 
is one of the QoS parameters which affects trust values significantly. Not 
only for trust computation but in general Security is an essential parameter 
of cloud computing. To improve security in cloud computing, first we 
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need to understand the security threats which can occur and then mitigate 
those security threats by taking appropriate measures. We will discuss the 
various security threats which can occur and affect trust computation and 
also provide the ways to mitigate those security threats [3, 4, 5].

3.  Security Threats and Risks

Nowadays, most of the organizations have opted for cloud platform 
basis their business needs. However, by adopting the cloud, it has become 
inevitable to make sure that the organizations have up to the mark cloud 
security strategies which can protect them against the top threats to cloud 
security. Below are the various security threats which are important for 
trust computation of a cloud or clous service provider. 

3.1 Data Loss or Leakage or Breach

One of the features of cloud-based environments is sharing the data 
stored within the cloud. Data can be shared to other parties via sending 
the emails or by making the data available on public link. Such 
environments like email or public links can be accessed directly via 
Internet. The ease of data sharing in the cloud, which is important and 
required, can lead to data loss or leakage [6, 7, 8]. 

Causes of cloud data loss or leakage include:

•• Loss of data encryption key •• Malicious attacks
•• Inadvertent human errors like 

storing passwords and sensitive 
personal data in a plain text file.

•• Using devices without a strict 
and robust security policy in 
place

•• Using old operating system •• Data disruption
•• Lack of latest security patches •• Natural disasters

We can prevent data loss or leakage by adopting common sense 
security practices which includes:

•• Use encryption for data. •• Set permissions for accessing 
data.

•• Change passwords frequently 
and use multi-factor 
authentication.

•• Securing encryption keys
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•• Continuous monitoring and 
logging

•• Follow regulatory compliances.

•• Strong disaster recovery 
strategies

•• Apply the latest security 
patches.

3.2 Service or Account Hijacking

Service or Account Hijacking is another potential threat in the cloud 
computing environment. [4] As cloud computing provides the facility for 
accessing the data via remote platforms or over the internet, there is a 
great potential for service or account hijacking where the security 
mechanisms are weak [6, 7, 9, 10]. In account hijacking the attacker gains 
access to the user’s account and carries out malicious or unauthorized 
activities through impersonation. [6]

Service or account hijacking can be carried out by techniques like:
•• Phishing attacks •• Server-side request forgery 

(SSRF) attacks 
•• Brute force password attacks •• Cookie Poisoning
•• Cross Site Scripting (XSS) 

attacks
•• Credential-stealing malware

•• Manipulation of insecure 
applications

•• Spyware

We can prevent service or account hijacking by adopting below 
preventive measures

•• Enabling Multi-Factor Authentication
•• Implementing the least privilege or zero trust principles
•• Opt for DLP (Data Loss Prevention) solutions.
•• Segregate Duties
•• Monitoring the activities for detecting unauthorized access

3.3 Malicious Insider

A malicious insider may be a current employee or an ex-employee of 
the organization who is having access to the cloud infrastructure and who 
steals the sensitive data without the organization’s permission [6]. Such 
malicious insiders can infect the code also which may lead to security 
breach. Security breaches can result in various losses like financial, 
resource and data loss. It can even result into technical failure [1]. The 
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insiders can become malicious insiders due to many reasons like revenge, 
ego, ideology, coercion, espionage, for financial gains [2]. It is hard to 
identify such malicious insiders, but strong practices can reduce the risk 
of damage [2]. The indicators of such malicious activities by an insider can 
be activities at unusual times, the type of activity, the volume of the traffic.

We can prevent Malicious Insider threats by applying some strong 
policies like:

•• Use multi-factor authentication. •• Strong access control policies
•• Monitoring and controlling 

outbound emails and files.
•• Logging and monitoring the 

activities.
•• Controlling removable storages •• Protect critical assets.
•• User and behavior analytics

3.4 Insecure Interfaces or Application Programming Interfaces (API’s)

Software Interfaces or Application Programming Interfaces (APIs) 
are provided by cloud service providers with basic security features and 
controls [7]. Such API’s can provide access to a customer’s system or 
sensitive data. Such API’s can be accessed by some third party or hackers, 
and they can provide harm to the customer’s system or data. API threats 
occur because of API dependencies, weak authentication and authorization, 
limited monitoring, and logging capabilities. This can result in severe 
threats like unauthorized access, data breaches, identity theft [6, 7, 8, 10].

Below are the techniques through which we can prevent unsecured 
API’s.

•• Strong authentication and authorization systems in place
•• Encrypted transmission of data
•• Recognize and control API dependencies.
•• Enabling strong monitoring and logging capabilities
•• Keep the system updated with the latest security patches.
•• Use rate limiting and throttling.
•• Implement API authentication.

3.5 Abuse of Cloud Services

Abuse of cloud services refers to making use of cloud resources by 
attackers to target the users and cloud service providers themselves. It can 
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also be defined as illegal, harmful, or fraudulent behavior of cloud 
customers with cloud service providers. Due to the cloud service provider’s 
shaky enrollment system, anyone having a valid credit card can enroll and 
access the cloud system [1]. Once they get access, attackers try to spam 
other systems by sending malicious code and can attack their system [8]. 
Attackers can also carry out DDoS attacks, dynamic attacks, control the 
CAPTCHA, circumvent access control, and leak information [2, 11, 12].

Abuse of cloud services can be prevented by:
•• Implementing strict enrollment and registration policies
•• Introspect the customer cloud network traffic.
•• Use of network-based Intrusion Detection Systems
•• Monitor the public backlists and block their access to the network.
•• Use firewalls to inspect the incoming and outgoing traffic.
•• Reduce collaboration with unknown cloud providers.

3.6 Insufficient Due Diligence

Due diligence with respect to cloud computing refers to understanding 
the complete information about the nature of cloud, cloud benefits, cloud 
functionalities, cloud internal security provisions, security configurations, 
security patches, security logs and auditing. Many times, the cloud 
benefits are focused, and security concerns are overlooked, which leaves 
customers with unknown risks and threats [7]. Such threats need to be 
assessed by illustrating the main issues and challenges of cloud computing, 
understanding the nature of cloud operations, and building the skills to 
deal with cloud structure [10, 13, 14, 15].

Customers need to do the proper due diligence to overcome the threats 
associated with

•• Build the expertise to deal with the complex cloud structure and its 
associated operations.

•• Customers need to thoroughly understand the complete information 
about the cloud system and not only its benefits.

•• Comply with the industry standards to build the cloud systems and 
applications, applicable to cloud providers and customers.

•• Cloud providers should circulate regular updates about the changes 
in its structure or operations.
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3.7 Shared Technology Vulnerabilities

Cloud infrastructure and services are designed to be shared among 
various cloud customers [10]. This is also called multi-tenancy, where the 
same infrastructure has been shared across various tenants through 
segregation or separation [13]. If appropriate security measures are not 
taken in a multi-tenant environment, it may cause several problems. 
Malicious attackers can take advantage of such vulnerabilities and access 
the cloud resources as authentic users and can install malicious code to get 
the user’s data [10]. Databases, Storage Systems, Services, CPU can be 
shared across multiple tenants. IaaS works on shared infrastructure 
delivering their services in a highly scalable way [7, 12]. Sometimes, for 
multi-tenant deployments, the cloud computing components (GPUs, CPU, 
Caches, etc.) are not structured or architected to provide the strong 
isolation. Virtualization hypervisors can help to address a few of the issues 
occurring due to shared technology vulnerabilities. However, virtualization 
hypervisors also have known vulnerabilities that can influence the 
underlying systems [8].

The below mechanisms can protect the threats associated with shared 
technology vulnerabilities:

•• Incorporate MFA
•• Deploy the host-based intrusion detection system (HIDS), as it 

monitors the system activities and detects network-based attacks.
•• Deploy network-based intrusion detection system (NIDS), as it 

monitors network elements like firewalls, routers, key servers, files, 
databases, and alarms if found any vulnerability.

•• Use access control lists.
•• Use strong compartmentalization or separation between the cloud 

infrastructure to isolate users.
•• Use encryption to protect sensitive data.
•• Vulnerability scanning and configuration audits must be done 

regularly.
•• SLAs mentioned for security patch application and vulnerabilities 

remediation may also reduce the risk associated with Shared 
Technology Vulnerabilities.
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3.8 Identity Theft

Identity theft means stealing someone’s identity who is a legitimate 
user and pretending to be that legitimate user to access the data or 
application. This leads to compromisation of data confidentiality and 
integrity. This identity theft is committed in many ways like gathering 
transactional information of another person to do transactions. There are 
several types of identity theft like Personal identity theft, medical records 
related identity theft, social identity theft, financial identity theft. Identity 
theft can happen by following various techniques like Pretext calling, Mail 
theft, Phishing, Card Verification Value (CVV) code requests etc. [2, 12, 14, 
16].

Identity theft can be prevented by following security measures.
•• Use strong passwords.
•• Do not share your PIN or CVV
•• Incorporate multi-factor authentication.
•• Implement strong authorization techniques.
•• Don’t install random software downloaded from the internet.
•• Sensitive information should not be posted on social media.
•• While committing any transaction online ensure the website’s 

authenticity
•• Change your PIN and password regularly.
•• Never share personal information to anyone

3.9 Inadequate Authentication & Authorization Controls

This threat occurs when the authentication and authorization 
management system is weak or not efficient. This is also termed as Identity 
and Access Management (IAM) system. Attackers can steal your identity 
using various malicious techniques and can use it illegally, which can 
cause destruction. Weak IAM systems can lead to the exposure of 
administrative management interfaces through which the attackers can 
exploit the vulnerabilities. After stealing the identity, the attacker can pose 
himself as an authentic user and try to modify data, snoop on data in 
transit, disclose the data, participate in nation-state sponsored intrusion, 
damage the brand, carry out financial impact, hamper productivity or 
compromise the entire system [7, 10, 11, 17]. 
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Inadequate Authentication and Authorization threats can be overcome 
by following below measures.

•• Deploy strong authentication and authorization mechanisms.
•• Use multi-factor authentication.
•• Periodically change the passwords and cryptographic keys
•• Implement a strong alerting mechanism to alert the users in case 

their account is breached by an unauthorized user.
•• Immediately revoke the access of users who left the organization.

3.10 Spectre and Meltdown

Speculative execution was designed into chips to boost the processing 
speed of computers and also makes computers multitask more efficiently. 
Spectre is a vulnerability which allows the program to read the data from 
arbitrary locations in the allocated memory. Meltdown is a kind of 
vulnerability which allows a process to read all the memory locations in a 
given system. Spectre breaks down the layer of isolation between different 
applications whereas the fundamental layer of isolation between 
applications and the operating system is broken down by Meltdown. 
These hardware vulnerabilities are a malicious program to exploit 
Meltdown and Spectre vulnerabilities and can get all the information 
stored in the memory of other running programs on the same system. The 
secrets might include passwords stored in a password manager, browser 
or in cookies. It also includes personal make it easy for the programs to 
steal data which is currently being processed on the computer. An intruder 
can use photos, emails, instant messages, and even business-critical 
documents. It is also possible to steal the data of another customer hosted 
in a cloud environment. It has been found in the testing that some Intel 
and AMD processors with out-of-order execution implementation are also 
prone to Meltdown threats [13, 18].

Spectre and Meldown threats can be prevented by taking below 
measures:

•• Apply security patches.
•• Regularly update the BIOS and Operating System

4.  Discussion and Conclusion

Cloud computing is the next future for industries. It is useful in 
getting the infrastructure ready within minutes, storing, and sharing the 
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data, building, and running the business applications etc. To this all it is 
need of time to have scalable and world class computing infrastructure at 
a reasonable price. Along with the large benefits of cloud computing, it is 
also vulnerable to many security challenges. This comprehensive study 
analyzes cloud computing threats thoroughly, describes their 
characteristics and also states the ways to mitigate these threats. Security 
is an essential and prime factor while computing the trust or trustworthiness 
of cloud. The appropriate security measures, controls and mitigations 
need to be studied, planned, and deployed before using the cloud 
infrastructure or services. Our study will help cloud beginners to know 
about security threats, ways to overcome them and how important these 
security threat mitigations are while computing the trust for a cloud.
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