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Abstract
Steganography is originated from the words:’stegos,’ which in Greek means ‘to cover or 

to hide,’ and ‘grayfia,’ which means ‘writing,’ thus forming the concept of ‘covered writing,’ 
or ‘writing which is hidden.’ Steganography is the process or technique in which some 
confidential data or some information is concealed in reverse file or message which will 
be extracted from the recipient’s side with the use of reverse algorithm used at the time of 
embedding. There are different types of steganography techniques involved, as the data can 
be of distinct varieties such as image, text, audio and video. Along with these steganography 
techniques there is also network steganography. But here, we are mainly going to discuss 
about LSB (i.e. Least significant bit substitution) based Image steganography methods.

Subject Classification:  94A60.

Keywords: Image steganography, LSB algorithm, Cryptography, AES cryptography, Bit flipping 
method.

1.  Introduction

As steganography means hiding secret messages in undoubtedly 
ordinary files which are in plain sight [1][2][3][4][5]. In ancient times, 
some sort of secret inks which were mainly invisible were used to write 
some very crucial texts or documents to keep them safe from the hands of 
traitors or wrong people, now in modern days various techniques are 
being used like to embed hidden data in images or some scripts in 
Microsoft document files.

Now if we talk about who are the people who use these techniques 
then we will come to know that hackers, cybercriminals, and malicious 
attackers are the ones using steganography for the cyberattacks by 
embedding malicious codes or script files. But some people like spies use 
this technique to communicate with their high commands without coming 
in the light of any suspicion.

@	E-mail:	deepikashekhawat08@gmail.com
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Any medium can be used to hide messages in steganography [6]. But 
some people misunderstood it with cryptography, which involves the 
use of a ‘key’ to encrypt and decrypt data. It is mainly of two types –
1.	� Symmetric key cryptography – in this a private key which is single is 

used for decryption and encryption and the sender and the receiver 
both must know the key, but should not be sent through the channel 
as the hacker may obtain the access of the key and may execute some 
unauthorized tasks with it

2.	� Asymmetric key cryptography – here two different keys are used 
to encrypt and decrypt data, one is the private key, about which the 
receiver must be aware of and another one is the public key which is 
to be announced to the public.

The main differences between the steganography and cryptography 
are mentioned below in the Table 1–

Table 1
 Basic difference between steganography and cryptography

Steganography Cryptography
In this procedure, the information/
data is covertly mixed in some other 
file.

The information here is changed with 
the help of key and get converted to 
cipher text.

The structure of the data is not altered 
but concealed.

Here the structure of the data gets 
altered because of the secret keys.

The hidden data is not at all visible 
to anybody because of confidentiality 
issues.

The transformed data is visible to all 
but provided only due to integrity and 
non-repudiation.

As we know in Conventional, Steganography is categorized in four kinds 
(see in Figure 1), which are as follows [1]: 
1.	� Image steganography: In this process secret hidden file is embedded 

in the image which is known as the cover image and after embedding,  
the image which is obtained is known as the stego image and it has 
the secret message or data concealed in it which can’t be seen.[7] [8]
[9]

2.	� Audio steganography: This process involves the altercation of the 
binary bits sequence of the audio file by hiding some message in 
it.[1][7]
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Figure 1
Steganography Types

Figure 2
Steganography embedding process.

3.	� Video steganography: A video file is the combination of several 
collections of images and audio files, thus data can be hidden in 
these files, resulting in video steganography. [7]

4.	� Text steganography: When the information is hidden in text files 
then it is defined as text steganography.[1][7]

 To get a better view about image steganography, first we need to 
understand “what an image is?” and “how it is formed?”. So the image is 
made from the building blocks called pixels, now these pixels are of three 
colors. The color scale is called the “RGB Encoding Scale”, as red, blue and 
green are the main colors and due to their combination several other colors 
are formed. When the bits are like 0,1,1 then it is meant that there are 0 
parts of red and certainly 1 and 1 part of green and blue respectively.

2. Different Algorithms Used In Image Steganography

Figure 2 illustrate Steganography embedding process. For hiding the 
data several steganography techniques are used, such as – 

Batch steganography – In this technique, the user hides confidential 
data within multiple covers or a batch of images for the security reason.
[11]

Permutation steganography – As the name suggests, the data is 
hidden using several permutation combinations.[12]
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Least significant bits (LSB) – The idea used here is changing the value 
of last bit of the pixel for the embedding of data in the image. [13]

Bit-plane complexity segmentation (BPCS) – Here the image is 
cleaved into two parts namely ‘informative region’ and ‘noise like region’ 
and the secret information or data is concealed in the cover image’s noise 
like region. Unlike the LSB algorithm, in this technique both the LSB and 
MSB planes are used to hide data.[14]

Chaos based spread spectrum image steganography (CSSIS) – Here 
the analog and binary data is transmitted through chaotic carriers. 
Computer simulations and performance analysis is used to examine this 
technique’s validity.[15]

Different techniques are involved in hiding information within each 
file type or medium and each technique has its own set of cons and pros 
and is appropriately deployed as per the requirement. In this paper after 
reviewing all the methodologies, we will discuss about the most popular 
method of hiding secret information within an image or data file using a 
technique called the LSB (Least Significant Bits). 

In LSB Image steganography, the right most bit of the binary number 
is replaced in the cover image by the secret data bits of the hidden message. 
It is easy to compute because of its low capacity and more preferable due 
to the enhancement it makes in the stego image. 

3.   Evaluation

A.  Literature Review

1)	 �The first research discusses the LSB Image steganography using the 
bit flipping method which is used to increase the imperceptibility 
of the stego image. This method changes the message bit value by 
negating it and is done when the cover image bit changes by value 
greater than 50%. [16].

	� Table 2 shows the MSE, SSIM and PSNR of the embedded and 
extracted images. As the bit flipping method is done by two ways 
that are 1-bit pixel variant and 2-bit pixel variant, so here the results 
obtained are based on 1-bit pixel message image.

	� As there are colored images so some layers did the bit flipping and 
some doesn’t. Due to this phenomenon the differences in PSNRs is 
visible which is almost 9db.
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2)	� In the second research, the classical 2-LSB and 3-LSB methods and 
the discussed existing methods are applied on 3 different cover 
images [11]. To view the effect of the messages on different sizes of 
images, different text files of distinct sizes are used. The values of the 
chaos generator logistic map used in this method are x = 0.676 and u 
= 3.9761. In this method, the employment of the logistic map random 
number generator and operation of XOR-ing for the encryption of 
data message in the algorithm has decreased the chances of any 
attack against the stego image. Table 3 shows the embedding results 
[17].

Table 3
Embedding results [17]

	� The thing that came to notice is that, during the embedding method 
the reduction in the difference between the stego and cover images 
improves the LSB.

3)	� In the third research paper, the filtering method is done with the help 
of AES Algorithm in which XOR operations were also performed 
in the embedding and extracting algorithms. In AES Algorithm, 
substitutions and permutations are done as the operations are all 
linked in a series. And this method is done on bytes rather than the 
bits.[18]

4)	� In the fourth paper, the visual quality and level of security is well 
maintained, and the method proposed can also hide information of 

Table 2
MSE, SSIM and PSNR of the resulting stego images [16]

Parametrics
Standard method Discussed existing method[16]

Baboon Cable car Yacht Baboon Cable car Yacht
MSE 0.1845 0.1848 0.4448 0.1692 0.1668 0.0183
PSNR 55.4718 55.4633 51.6487 55.8461 55.9082 65.4948
SSIM 0.9997 0.9982 0.9991 0.9998 0.9986 0.9996
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bulky amount. Here the original message is encrypted first through 
the AES algorithm of cryptography [19] and then the message is 
embedded. In [20], stream builder approach for  LSB steganography  
is explained with the use of  AES  for  high security.

6)	� In the LSB Matching revisited, only one change is made :- two bits 
of secret image pixel with the two pixels of cover image. In the 
embedding algorithm of the steganography scheme, the secret data 
or message is first divided into ‘v’ bits, and then the ‘2v-1’ pixels are 
chosen to hide in the cover input image. Moreover, in the method 
proposed, the capacity is (((2v-1) / 2v-1)-1)*100% higher as compared 
to the F5 approach. [21]

7)	� According to the paper, in the Pixel-value differencing method the 
secret bits are embedded in the block by the use of the difference 
value between its two consecutive pixels. Now here the authors have 
proposed the LSB replacement method where the secret message is 
hidden in the least significant bits of the cover image’s pixels but 
after the embedding process the image quality does not remain the 
same and gets degraded. To get the improved quality back another 
algorithm is also used along with the LSB, which is the genetic 
algorithm. [22]

8)	� The research proposed here uses the achromatic component of the 
HSI (Hue Saturation Intensity) color model in spatial domain along 
with MLE (Multi-Level Encryption). The converted and transposed 
cover image of HSI color model is used, the secret key divides the 
image in four equal sizes and rotates each part with different angle. 
The encryption should be done with MLE algorithm as the secret 
information is to be divided in 4 equal blocks. Now the magic LSB 
method is used to embed message in one of the sub images which are 
rotated. This method provides good security along with enhanced 
high quality of visual of the stego images and the imperceptibility is 
also better as compared to other existing methods. [23]

9)	� To increase the security against unauthorized attacks adaptive 
methods of steganography are used and here in this paper it is used 
also for the same purpose. For embedding parts of the most adaptive 
algorithms LSB-F (LSB flipping) is considered best as it is more 
vulnerable against attacks and also allows adaptive algorithms to 
be extracted at the side of the receiver. Data extraction at the side of 
the receiver may become difficult when the LSB-M (LSB matching) 
is used but in it the security is also enhanced. In this research paper, 
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an adaptive algorithm is proposed which unlike other methods, 
uses LSB matching as its method of embedding. To determine the 
locations of the image as secured, a measure of complexity is used 
which is based on the analysis system of local neighborhood. Here 
the data is accurately retrieved when the complex pixel categorized 
at the side of the transmitter is embedded and at the receiver’s side 
also it is considered to be complex. The PSNR values obtained are 
also high as compared to other adaptive algorithms and the security 
is also determined to be higher in comparison to the LSB-M.[28]

B.  Parameters used

a)	� MSE – it evaluates the average of the (difference)2 between the 
actual value and the estimated values. Mean squared error between 
two images can be calculated by the formula given in [24]. X and 
N represent the dimension and C and L represent Cover and stego 
image respectively. Pixel locations of these images are denoted by i 
and k.

2

1 1

1 ( , , )
X N

i kXNMSE Ci k Li k
= =

= −∑∑

b)	� PSNR – it denotes “Peak Signal to Noise Ratio” expresses a ratio 
between the maximum feasible strength of a signal and the power of 
disturbing disturbance (Noise) that affects its quality. It is stated in 
[24] [25] [26] [27]-

2
10log (  )10 Peak value

MSEPSNR dB=

c)	� SSIM – It denotes “Structural Similarity Index Measure” shortly 
names as SSIM, it is used to tell the degradation in the image quality 
which is done because of the compression of data or by some losses 
during the transmission of data [26] [27].

Conclusion

This paper mainly focusses on steganography and its different types. 
Each algorithm is briefly discussed giving a clear insight into them. The 
technique which is deeply talked about is the Image steganography. The 
four types of methods involved in it are also defined, but the LSB Algorithm 
for Image steganography is backbone of this review paper.

Here the papers reviewed have used their own proposed methods of 
LSB technique for Image Steganography as the original LSB method is 
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simple to understand, implementation of it is also easy, thus the resulting 
stego images are of high quality. But in the Existing methods the quality of 
stego image is better, and the secret message is also hidden with full 
security. 

The PSNRs, MSEs and SSIMs are calculated by the existing LSB 
methods and were compared with their given approaches which are also 
precisely matching the results. The observed values on different parameters 
are also higher in latest existing methods than the previous existing LSB 
Algorithm’s because the research developed efficient algorithms then the 
previously existing algorithms.
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