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Abstract

This paper develops an optimal privacy protection technique aimed at image security
in video surveillance. Its technique is combined with various key problems such as de-
identification, characteristics compressibility, recoverability, and preservation in one united
architecture. Proposed technique developed a public stream and a secluded enduring error
by distorting the secure sensitive portion. This study work takes into account both research
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areas and suggests a hybrid system for detecting and protecting human skin by using colour
information under constantly changing lighting and environmental circumstances. With this
motivation, proposed method is developed by considering two phases such as human skin
detection and encryption which empowers the privacy of the surveillance video. The input
image moved to the pre-processing stage of the Gaussian filter to remove noises present in
the image. This process is obtained by using Enhanced Cipher Feedback Module Encryption
(ECEME). In this process, the optimal key parameters are selected by the Modified Golf
Optimization Algorithm (MGOA). Finally, the skin region is encrypted. The proposed
methodology is assessed and evaluated by using performance measures to demonstrate the
efficiency of the work compared to the conventional techniques.

Subject Classification: 94ACO.

Keywords: Skin detection, Discriminative skin detection approach, Enhanced cipher feedback module
encryption, Modified golf optimization algorithm.

1. Introduction

Because human skin is not uniform, identifying individuals in movies
is an ever-evolving challenge that is frequently associated with significant
computing complexity [1]. The look of human skin can differ depending
on the colour of the skin in different parts of the body as well as external
and internal environmental factors like contrast in lighting. The major aim
of the research presented in this paper remains to distinguish pixels with
human skin tones from those without. In numerous significant image-
processing applications [2], including human-computer interaction,
Content-Based Image Retrieval (CBIR) systems, face tracking, face
detection, and human skin detection is essential [3]. Consequently, the
capacity to identify human skin is an essential prerequisite in various
fields, such as robotics, medical systems, and military systems [4]. Skin
tone pixel identification is supplied as an extra piece of data to develop
effective face identification, in addition to the shape-based detection of
significant features [5].

Most video privacy security techniques rely on encryption, which can
safeguard personal data [6]. This can lead to time-consuming computing
effort during the picture processing stage that follows [7]. To overcome
these shortcomings, multi-layer CS (MCS) ciphering is performed on
surveillance video that is susceptible to privacy leaks using compressed
sensing (CS) technology in this work, resulting in visual privacy protection
(VPP) [8]. Furthermore, consideration needs to be given to the data loss
caused through the compression coding of video pictures aimed at the
entire system procedure [9] (together with partial transmission of visual
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information, processing or imaging, processing etc.). Any of these could
result in privacy breaches in later intelligent video applications [10].

Wickramasuriya was the first to suggest privacy protection for
surveillance videos. Three major categories can be used to categorize
current video privacy protection strategies [11]: (1) identifying and
determining the privacy area and replacing it directly; (2) using encryption
and image scrambling approach to obtain scramble dispensation [12], like
blurring sensitive data; and (3) beating or erasing private data by
consuming a watermark that is embedded in the background after the
video has been repaired [13]. There is still no one assessment standard,
and the variety of video privacy protection strategies consumes given rise
towards several different assessment techniques [14], each with its
drawbacks. The evaluation method’s major body is separated into two
approaches: (i) examine the technique from a coding security standpoint.
The evaluation method’s major body is separated into two categories: (ii)
analyses the technique from the standpoint of coding security in addition
assesses how well it protects privacy by assessing the algorithm’s security
[15].

The paper is organized as follows. In section 2, we present the survey
work. Section 3 discusses the proposed architecture. Section 4 provides
results and discussion. Finally, in section 5 we draw conclusions and future
work.

2. Survey Work

A few common strategies for protecting privacy in surveillance videos
are examined and discussed in this section. A multi-layer visual privacy-
protected (VPP) coding technique has been presented by Jixin Liu et al.,
[16] towards distortion private information in videos at the graphic stage
while minimizing the loss of significant graphic elements. Additionally,
this ensures the caliber of the keyframe extraction process that comes next.
Next, an algorithm for visual evaluation is suggested to determine the
level of privacy protection provided by VPP-encoded video. Furthermore,
the experiment demonstrates that the outcomes agree with the results of
subjective assessment. A technique for assessing the level of privacy
protection for multilayer compressed sensing video has been presented by
Jixin Liu et al,, [17]. The similar approach was utilized to map video
sensibleness ratings by classifiers, and it was combined with a CNN and
an RNN convolutional network to excerpt visual privacy protection scores
with video spatial temporal feature mapping. The suggested strategy
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outperformed earlier techniques in terms of identification result and
generalization validation for videos. According to Kajal Kansal et al.,[18]
deep learning-based re-identification (Re-ID) models encode personally
identifiable information (PII) in the learnt features, which raises severe
privacy problems, even though the models are solely trained with a Re-ID
aim (i.e., if two samples belong to the same identity). It is a novel dual-
stage person Re-ID system that, in consideration of current privacy
legislation protecting personally identifiable information. An adversarial-
identity (Adv-ID) module and a self-supervised de-identification (De-ID)
decoder are used to accomplish the former, while a Gaussian noise
generator and a controlled privacy budget are used in the latter mechanism
to create a privacy-protected gallery. A novel 3D-Aware Adversarial
Makeup Generation GAN (3DAM-GAN) has been presented by Yueming
Lyu et al., [19]. which attempts to raise the standard and transferability of
cosmetics that were synthetic for hiding identity information. A unique
Makeup Transfer Module (MTM) and Makeup Adjustment Module
(MAM) were utilized towards create a UV-based generator that uses the
symmetric features of human faces to produce makeup that is resilient
and realistic. To increase the transferability of black-box designs, a makeup
attack approach along with an ensemble training technique was also
suggested. To identify privacy parameters like windows, perpetrators,
and, faces Alem Fitwi et al., [20] presented a Privacy-preserving
Surveillance as an Edge service (PriSE) technique with a hybrid design
that consists of a video protection scheme and lightweight foreground
object scanner that functions on fog/cloud-based models and edge
cameras. End-to-end privacy was guaranteed by the Reversible Chaotic
Masking (ReCAM) apporach, and resource usage was minimized by the
simplified foreground-object detector, which eliminates frames that solely
contain background objects.

3. Proposed Architecture

Most of the current research focuses on ROI-based partial encryption
with modest complication approaches like pixilation or blurring to
empower privacy protection to reduce privacy and security issues in video
surveillance systems. Hence, the optimal privacy protection technique
aimed at image security in video surveillance. This technique is combined
with various key problems such as compressibility, recoverability,
characteristics preservation and de-identification in one unified
architecture. This proposed technique developed a private residual error
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First Phase Skin Detection:
Discriminative

Figure 1

Block Diagram of Proposed Architecture

and a public stream through distorting the secure sensitive portion. The
flow of the proposed process is illustrated in Figure 1. The proposed
technique is developed by considering two phases such as human skin
detection and encryption which empowers the privacy of the surveillance
video. Initially, the databases are gathered. After that, it is sent to the pre-
processing stage of the Gaussian filter to remove noises present in the
image. The pre-processed image is sent to the human skin detection phase.

First Phase Skin Detection: This process is obtained by using DSDA.
Based on this approach, the human skin portion is detected. Textural and
spatial variables are frequently used in skin modeling to improve the skin
classification schemes’ ability to discriminate between different skin types.
Second Phase Feedback Module: This process is obtained by using ECFME.
In this process, the optimal key parameters are selected by the MGOA.
Finally, the skin region is encrypted.

4. Results and Discussion

Performance analysis and comparison analysis are used to justify the
projected approach’s performance. The suggested method is designed to
strengthen security by using video surveillance data. The identification
and encryption of human skin are seen in the security footage. After that,
it is rebuilt in a particular way. The suggested methodology is used to
obtain this process. Efficiency of implemented proposed method is
evaluated by performance measures such as encryption time, decryption
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time, peak signal-to-noise ratio (PSNR), and normalization correlation
(NC) are used to assess performances. The suggested methodology is
contrasted with H.264/AVC, Rivest Shamir Adleman (RSA), Elliptical
Curve Cryptography (ECC), NDLM, and other conventional techniques.
The measures that were developed are enumerated below.
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Performance Analysis

The input video is then transformed into various frames based on
that. Figure 2 displays the photos that this database uses as input, skin
detection, encryption, and output. Subsequently, the areas of human skin
are identified. The identified areas of skin are sent to the encryption
procedure to protect the private area (human skin). Ultimately, the
encoding procedure is used to reconstruct the original image as well as it
can be. The SSIM measure is calculated and shown in Table 1 to validate
the suggested methodology. When enhancing security, the highest
parameter is the ideal PSNR measure. The suggested method produced a
1.3SSIM measure in the fifth frame. Comparably, the traditional methods
produced SSIM values of 1.1, 1.0, 0.8, and 0.75. The suggested method
produced an SSIM measure of 1.2 in the tenth frame. Comparably, the
traditional methods produced SSIM values of 0.88, 0.78, 0.56, and 0.48. In
the fifteenth frame, the suggested method achieved a 0.9 SSIM measure.
Comparably, the traditional methods produced SSIM values of 0.76, 0.71,
0.5, and 0.4. According to the validation, the anticipated strategy produced
the best results in terms of the SSIM measure. Comparably, the traditional
methods yield results at 35, 33, 28.5, and 28 PSNR. In the fifteenth frame,
the suggested method achieved a 38 PSNR measurement. In a similar vein,
34, 32.5,29.5, and 27.15 PSNR were obtained by the traditional methods.
According to the validation, the planned strategy produced the optimal
outcomes in terms of the PSNR metric.
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Figure 2

Proposed Process ((a) Input Image, (b) Skin Detection Phase 1, (c) Skin Detec-
tion Phase 2, (d) Encrypted Image and (e) Output Image

The proposed methodology is compared with the published articles
and it is presented in Table 1.

Table 1
Comparison Analysis
S. No Method PSNR | NC SSIM
1 Jixin Liu et al., [16] Multi-Layer Visual 18 0.88 0.91
Privacy-Protected (VPP)
Jixin Liu et al., [17] CNN 28 0.68 0.75
Kajal Kansal et al., [18] Deep Learning- 20 0.71 0.83
based Re-Identification (Re-ID)
4 Yueming Lyu et al., [19] 3D-Aware 32 0.74 0.75
Adversarial Makeup Generation GAN
(BDAM-GAN)
5 Alem Fitwi et al., [20] Reversible Chaotic 14 0.80 0.78
Masking (ReCAM)
6 Proposed 56 15 1.3
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The suggested method produced a 56 PSNR measure in the fifth
frame. In the same way, the traditional methods are 38, 34, 31, and 28
PSNR. The suggested method produced a 48 PSNR measure in the tenth
frame.

5. Conclusion and Future Scope

This paper has been developed an efficient privacy protection
technique for image security in video surveillance. The proposed method
has been developed by considering two phases such as human skin
detection and encryption which empowers the privacy of the surveillance
video. The input image has been sent to the pre-processing stage of the
Gaussian filter to remove noises present in the image. The pre-processed
image is sent to the human skin detection phase. In this phase, DSDA is
utilized in human skin detection. Based on this approach, the human skin
portion is detected. In this phase, ECFME is utilized for encrypting the
image. In this process, the optimal key parameters are selected by the
MGOA. Finally, the privacy protection is obtained by using the proposed
method. Proposed method is to be extended in future with linear subspace
learning techniques for handling the curse of dimensionality problems.
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