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Abstract

This research paper presents an innovative approach to fortify cryptographic systems
by integrating Fibonacci polynomials into network security protocols. Leveraging the unique
characteristics of polynomials and Fibonacci sequences, our methodology establishes
public and private keys, enhancing message transmission security. Initial encryption
with polynomials is followed by incorporating Fibonacci polynomials for an added layer
of protection. Through this study, we demonstrate how Fibonacci techniques can enhance
system security, providing advanced safeguards for network communications. By integrating
polynomials and Fibonacci methods, our approach strengthens defense against potential
threats, elevating overall system security. This innovative Polynomial-Fibonacci Hybrid
Cryptography offers a promising avenue for enhancing data security in contemporary
communication systems amidst escalating digital challenges.

Subject Classification: Primary 11T71, 11B39, 11T55 Secondary 11B50, 11T06, 94A60.

Keywords: Cryptography, Polynomials, Fibonacci numbers, Fibonacci polynomials, Information
security.

1. Introduction

In the era of growing digitalization of the modern world, data is the
new currency which over took all the conventional norms. The many
aspects of daily life that have been digitalized ranges right from personal
information to online transactions, though this recent advancement made
the lives of human easy there also comes the potential external side effects
in the form of cybercrimes and data threats. To counter-act this, the
encryption and decryption tools acts as the weapons, where the sensible
data is initially encrypted and then decrypted between the sender and
receiver to provide optimal level of chain of security. This study focuses on
using the field of cryptography with the polynomials and Fibonacci
numbers [1][2][3].

Cryptography plays a crucial role in augmenting the security of
message transmission in a secure manner [4]. To further enhancing the
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security. We exploit the properties of polynomials are to be uncalculated
in public key cryptography. We annihilate the properties of Fibonacci [5]
using codes by constructing a public key cryptosystem is established.

2. Definitions and Standard results

General form of polynomialsis P(x) = P,(x) + aP,(x) + ... + a"P (x).

2.1 Modular Arithmetic

Modular arithmetic involves integer calculations where numbers
cycle back after reaching a modulus value. It’s crucial in number theory,
algebra, and cryptography, like RSA. Operations include addition,
subtraction, multiplication, division, exponentiation, and finding inverses.
Validity depends on modulus properties, like primality or relative
primality [6].

Example: Take =x+x* and b=2x+5x" = ab =5x° + 5x* + 2x° + 2x%,
each coefficient by its remainder by 2 then ab(mod?2) = x° +x*.

2.2 Truncated Polynomial:

A truncated polynomial is a polynomial in which terms of order N or
higher are removed. This means that the polynomial is reduced to a
specific degree and the coefficients are only allowed to take values in a
certain range. The polynomial operations can be performed quickly using
the Number Theoretic Transform. By reducing the polynomials modulo
X™-1, which is imp for the security of the system.

For example N=3, a=x+x* and b=1+x Thus, ab = x + 2x* + x°
g¢T

For the following rule, ab=x+2x* +x" =1+x+2x* T [6].

2.3 Cryptography:

It is a Science of using Mathematics to send information behind
encryption. It involves storing private data with a key. The strength of
cryptography depends on the resources and time complexity. Algorithms
constructed through Cryptography are more complex and unique.
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2.4 Types of Cryptography:

2.4.1 Symmetric cryptography

It uses identical key for both encryption and decryption.[7][8]

2.4.2 Asymmetric cryptography

It uses distinct keys for both encryption and decryption.[7][8]

2.5 Fibonacci sequence

Fibonacci sequences find widespread application in numerous

computer algorithms and cryptographic techniques. These numbers are
defined by the recurrence relation F,, =F +F ,, with initial conditions
F =F =1 [7][8].

2.6 Fibonacci polynomial

The Fibonacci polynomial are defined by the recurrence relation

F . (x) =xF (x) + F_,(x), With F(x)=1and F,(x)=x, F,(x) = x*+1, F,(x)
=x>+2x, E(x) = x* +3x* +1 [4][5][7][8].

3. Algorithm

3.1 Encryption method

Choose two large integer p, g such that (p, g) =1 and choose a random
polynomial f

Determine n=pq and Compute f (modn) [9]

Please express the ASCII numerical equivalent of the plain text
message ‘m’ as ‘m,’

Convert the ASCII numerical equivalent m, to binary and make it
publicly available.

Produce the polynomial representing the initial encryption level of
message 11,.

Calculate the Cipher text C, =m, f, (mod n)

Utilize the offset rule of Fibonacci numbers or Fibonacci polynomials

on the ciphertext C to generate a super-encrypted text C, & transmit
it to the intended recipient [10][11][12][13].



A NEW FRONTIER IN INFORMATION SECURITY 1189

3.2 Decryption method

e Upon receiving the super-encrypted text C, from the sender, decrypt
it using the secret method, which involves reversing the offset rule of
Fibonacci numbers or Fibonacci polynomials. Denote the decrypted
result as m;.

¢ The recipient further decrypts the text m; using the equation m; =
£, 'm! (modn).
e Transform m; into its corresponding binary representation.

¢ Translate the obtained binary values into ASCII characters to retrieve
the plaintext message m [14][15].

4. Demonstration with Fibonacci numbers:
Step 1: Let us choose two integers p = 2 and g = 11 and take polynomial f,

f=-1+x+x"—x*+x°+x° —x" + 2" +x"

Step 2: Compute n=2x11=22 and find f (modn)
f, =11x+12x* +19x° + 5x* + x° + 5x° +19x” + 4x°

+10x" +5x" +12x"*(mod 22)

And also find f,(modn)

£l =—T+x+a? —xt +x0 427 =2 + 2" + 1" (mod 22)

Step 3: Let’s consider the plain text message “ASHOK”. Determine its ASCII
numerical equivalent [16][17], then convert it to binary. Subsequently,
formulate its polynomial representing as the first level of encryption in
the following manner:

A=1000001,S =1010011, H =1001000,0 =1001111 and K =1001011
Now, to convert them into polynomials, just add an x to the respective
powers as follows,
A=1+x,S=1+x+x"+x°, H=x>+x°,
O=1+x+x"+x>+x°, K=1+x+x*+x°

Let us take the pain text ASHOK into polynomials I,,I,I,,I, and
I, respectively.
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Encryption message of 1, :

Step 4: Calculate the second level of encryption using I,, findC, =
I, f,(modn).
C, =19+15x+12x* +7x° +10x* +13x" +5x° + 8x” +16x° +19x’
+15x" + 6x" +17x"*(mod 22)

Step 5: Utilize the offset rule with Fibonacci numbers to encrypt C, and
obtain the super-encrypted text C, [17].

Table 1
Encryption of I,
xO xl xZ x3 x4 x5 x6 x7 xS x9 x1 0 x‘l 1 x] 2
19(15(12| 7 |10|13| 5 | 8 [16|19| 15| 6 | 17
e I N T o o S O I I
11123 |5[8|13(21(34|55]| 89 |144|233

20|16 (14|10 |15|21|18 |29 |50 | 74 | 104 | 150 | 250
mod 26 20|16|14|10|15|21|18| 3 [24(22| O | 20 | 16
Encrypted message UQ|O|K|P|V|S|ID|Y W| A |U|Q

Super encrypted message is UQOKPVSDYWAUQ
For the remaining characters, we use the same procedure follows,

Encrypted text of I

Consider the Plain text is C, =I,f, (modn) and Fibonacci numbers
used for offset rule yield “KEIMMPFFAFFBD” as the super encrypted
message.

Top of Form
Encrypted text of 1,;:

Consider the Plain text is C, =1, f (modn) and Fibonacci numbers
used for offset rule yield “IKONVKGLVENTE “as the super encrypted
message (as shown in Table 1).

Encrypted text of 1.:

Consider the Plain text is C, =I,f, (modn) and Fibonacci numbers
used for offset rule yield “DLPLNNVOBGBIJ“as the super encrypted
message.
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Encrypted text of I,

Consider the Plain text is C, =1, f, (modn) and Fibonacci numbers
used for offset rule yield “UVPWXQQNW]XI“as the super encrypted
message (as shown in Table 2).

Decrypted text of 1,:

Step 1: Take into account the super-encrypted message of I, as
UQOKPVSDYWAUQ.

Step 2: Employ the reverse offset rule of Fibonacci numbers (Secret key)
[7][11][12][13].

Table 2
Decryption of I,
Message UIQ|O|K|P|V|IS|IDIYI W|A|U/|Q
20(16|14(10({15|21 (18| 3 |24|22| 0 | 20 | 16
20(16(14(10({15(21 (18| 3 |24|22| O | 20 | 16

111(2(3[5|8(13[21|34|55|89 |144 233
19(15(12| 7 |10(13| 5 |-18 |-10|-33|-89|-124|-217
mod 26 19115|12{ 7 (10|13 5| 8 |16|19| 15| 6 | 17

0 1 2

Decrypted Message x| x|x

W

x4 x5 xé x7 xS x9 xlO xll le

=2

C, =19+15x +12x* +7x° +10x* +13x” + 5x° + 8%

+16x° +19x° +15x"° + 6x'" +17x"*(mod 22)

Step 3: Compute I, = f.'C,(modn)
I, =23+44x +44x” +244x° + 22x* +22x° +45x° + 44x + 44x°
+22x° + 44x" + 66x" +22x"* (mod 22)

I, =1+x°(mod22)

The polynomial 1+x° is converted into its respective binary
representation 1000001, which is then converted into the ASCII character
‘A,

For the remaining characters, we use the same procedure follows,

Decrypted text of
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The Super encrypted message I; decodes to KEIMMPFFAFFBD using
reverse offset I, = f.'C, (modn) = 1+x+x*+x° (mod22) = 1010011 = S

Decrypted text of 1,2

The Super encrypted message I, decodes to IKONVKGLVENTE using
reverse offset I, = f.'C, (modn) = x* +x° (mod22) = 1001000 = H

1

Decrypted text of I :

The Super encrypted message I, decodes to DLPLNNVOBGBI] using
reverse offset I, = f'C, (modn) = 1+x+x” +x° +x° (mod22) = 1001111
=0

Decrypted text of I,:

The Super encrypted message I, is decodes to UVPWXQQNW]JXI
using reverse offset I, = f'C, (modn) = 1+x+x’+x° (mod22) =
1001011 = K

5. Enhancing Security with Fibonacci Polynomials

Similarly, we can apply the same process using Fibonacci polynomials
instead of Fibonacci numbers. Using Fibonacci polynomials, the security
of keys is significantly strengthened, making them harder to crack,

resulting in increased computational time.

6. Discussion and Conclusion

Public key cryptosystems like RSA are often considered more secure
than symmetric key cryptosystems for specific applications, although this
isn’t universally true. Security depends on various factors including key
strength and encryption algorithm quality. Symmetric key systems may
outperform public key systems in some cases. Time complexity is crucial;
public key systems typically have higher complexity, impacting practical
performance. However, the efficiency of a cryptographic algorithm
depends on implementation and hardware. Thus, symmetric key systems

can be more efficient than public key systems in certain scenarios.
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