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Abstract
Selection of a most suitable cipher system among several such systems is an important 

problem of the customers which help to acquire a right cipher system for meeting the 
requirements of information security to safeguard the vital data. Any mistake in the 
selection of a right cipher system is very harmful as it may lead to compromise the security 
of vital information. In the paper, we propose a multi-criterion fuzzy soft decision making 
methodology to select one of the most suitable cipher system. Proposed methodology uses 
fuzzy soft set, fuzzy soft matrix, dominancy matrix and S-fuzzy set to compute score values 
and take a right decision. It exhibits out performance over existing methods as shown by 
explaining some examples. We apply proposed methodology in selecting a most suitable 
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cipher system from a set of systems with respect to the choice of desired security attributes 
required by the customers.

Subject Classification:  62H86.

Keywords: Cipher system, Cryptography, Information security, Fuzzy soft set, Multi-criterion 
decision.

1.  Introduction

A cipher system provides security to sensitive data during its 
transition or at rest to safeguard it from adversaries. It is developed by 
incorporating appropriate approaches of cryptography for transforming 
plain data into cipher data[42][43]. Security of a system depends on the 
difficulties of cracking its encryption algorithm apart from other 
parameters, primitives and provisions of access controls mechanism, 
integrity mechanism, key management, emergency erasure, tamper 
detection and response mechanism etc. In modern era of advanced 
technology, communication and computer systems where adversaries 
may access sensitive data over the open networks and misuse it if a 
customer is not equipped with appropriate cipher systems, and adequate 
security measures. The use of cipher systems is increasing day-by-day 
because of their major role in vast security applications in defence services, 
government organizations, diplomatic agencies, banking, telemedicine, 
and even in entertainment industries. Nowadays, there are many vendors 
providing cipher systems to the customers and claiming that their products 
provides high security to sensitive data. Some of the encryption algorithms 
claimed secure are found insecure and one may obtain meaningful 
information about key, algorithm and data from ciphered data [4][11][12]
[14][23][24][25][34][35][37][38][39][40][42][43]. So, it has become an 
important task for the customers to collect critical details of all security 
parameters and identify a most suitable system among a number of 
available systems to meet desired security requirements prior to its 
acquisition. Problem of selecting a most suitable system becomes 
challenging and difficult when there are many such systems available 
with desired attributes. In this scenario, a fuzzy soft decision based 
methodology may be an appropriate approach to decide and select a best 
one cipher system.

There are many multi-criteria decision making techniques [2] [18] 
reported viz. Delphi method [18] by Dalkey in 1967, decision matrix 
approach [18] by Frie and Ruloff in 1989, forced decision matrix approach 
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[18] by Gokarn in 1970 and analytic hierarchy process [18] by Saaty in 
1980. These methods are applicable when the quantitative information 
about the systems is available but these methods become inapplicable 
without such quantitative information and these depend on the judgement 
of experts. There have been some fuzzy computing theories, viz. fuzzy set 
[47] [46], rough set [31], soft set [29], fuzzy soft set [7][27] [41] useful in 
multi-criteria based decision solutions. Soft set was described in 1999 by 
Molodtsov and applied in many areas [29]. Maji et al. studied soft set 
theory and found its applications in decision making problems [27]. Zakri 
et al. [48] applied it to make decisions in educational obstacles. Since soft 
set deals with binary situations therefore for dealing with non-binary 
situations there need to fuzzyfy soft sets. Fuzzy soft sets are studied by 
many researchers and found their applications in decision making 
problems[9][13][16][17][21][30][32][33][44][45]. Maji at el.[27] defined 
fuzzy soft set and studied their various operations, Roy et al. have also 
shown its application [41]. Cagman et al. [7] redefined the fuzzy soft sets 
and applied it in decision making. Cagman et al [6] defined fuzzy soft 
matrices and applied in decision making tasks. Pan and Zhan [30] gave 
decision making approaches based on intuitionistic fuzzy soft sets. Kirişci 
[20] applied fuzzy soft sets in making decision in medical applications.

Paper proposes the use of multi-criteria based fuzzy soft decision 
methodology to find best one option to choose a most suitable system for 
required applications. This method uses both dominancy as well as score 
values, and gives decision accurately on more extended data whereas 
other methods based on score or dominancy values are not able to give 
right decision. Data of attributes and sub-attributes are taken from testing 
of systems. Once data of systems has been taken, a best one system can be 
chosen through proposed methodology.

In the paper, Section 2 presents preliminary definitions. Section 3 
presents an introduction of cipher system and its security attributes/sub-
attributes. Section 4 presents the multi-criteria decision methodology. 
Section 5 presents the performance results. Paper concludes in Section 6 
followed by references.

2.  Preliminary Definitions

Let U, ( )U  & E be the universal, power and attributes sets 
respectively. Following are the definitions of fuzzy soft set, fuzzy soft 
matrix, Σ -fuzzy set and dominancy matrix:
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Definition 2.1: [29] A pair ( , )F A  is a soft set if F maps A into power set 
( ).U  The ( ),F e  e A∈  is an e-approximate element of ( , ),F A  ( , )F A =

{( , ( ))e F e | ,e E∈ ( )F e ∈ ( )}U  

Example: Let 1 2 3 4 5= { , , , , },U u u u u u  & 1 2 3 4= { , , , }.E e e e e  If 1 2= { , },a e e  1( )F e
= 2 4{ , },u u 2( )F e = 1 3 4{ , , }u u u  then ( , )F A = 1{( ,e 2 4{ , }),u u 2( ,e 1 3 4{ , , })}.u u u

Definition 2.2: [47][50] A fuzzy set A over U is defined as : [0,1],A Uµ →  
Aµ  is a membership function of A & ( )A uµ  is membership value of .u U∈  

It is also known as belongingness of u to A. Fuzzy set A is expressed as 
= { ( )AA uµ | ,u U∈ ( )A uµ ∈ [0,1]}.

Definition 2.3: [27] A fuzzy soft set AΓ  over U is defined by a function 
: ( ),A E F Uγ →  Aγ  is fuzzy approximate function of AΓ  & ( )F U  is set of 

fuzzy sets over U. Since ( ) ( ),A e F Uγ ∈  ( ) : [0,1]
A e Uγµ →  is a membership 

function of ( )A eγ  for every .e E∈  A fuzzy soft set is expressed as AΓ =
{( ,e u / ( )( ))

A e uγµ | ,e E∈ ,u U∈ ( )A eγ ∈ ( )}.F U

Definition 2.4: [3][6] A subset of U E×  is defined uniquely as a relation of 
AΓ  by AR = {u e× | ,e A∈ ( )( )

A e uγµ > 0}  where AΓ  is a fuzzy soft set over 
U. Characteristic function of AR  is given by Aχ : U E× → [0,1],  where

( )( ), if ( , )
( , ) =

0, Otherwise
A e A

A

u u e R
u e γµχ

 ∈



Let 1 2= { , , ... },mU u u u  1 2= { , , ..., },nE e e e  A E⊆  & = ( , ),
Aij R i jA u eχ  

= 1, 2,...,i m  & = 1, 2,..., .j n  Fuzzy soft matrix of AΓ  over U  is expressed 
by 

11 12 1

21 22 2

1 2

...

...
. . .

[ ] =
. . .
. . .

...

m

m

ij m n

m m mn

A A A
A A A

A

A A A

×

 
 
 
 
 
 
 
 
  

Example: Let 1 2 3 4 5= { , , , , }U u u u u u  & 1 2 3 4= { , , , }.E e e e e  If 1 2= { , },A e e  
1 1 4( ) = { /.2, /.4},A e u uγ  2 1 3( ) = { /.3, /.6},A e u uγ  the Aγ  is written as

1 1 4 2 1 3= {( , { /.2, /.4}),( , { /.3, /.6})}.A e u u e u uΓ
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For ,AΓ  the 5 4[ ]ijA ×  is obtained as 

5 4

0.2 0.3 0.0 0.0
0.0 0.0 0.0 0.0

[ ] = 0.0 0.6 0.0 0.0
0.4 0.0 0.0 0.0
0.0 0.0 0.0 0.0

ijA ×

 
 
 
 
 
 
 
 

Definition 2.5: [4] Dominancy Matrix is obtained by comparing parametric 
values of objects and its entries are defined by = #{ : },ik ij kjd j A A≥  where 
, {1, 2,..., }i k m∈  & {1, 2,..., }.j n∈

Definition 2.6: The Σ -fuzzy set corresponding to ( )A FS UΓ ∈  is defined 

by 
AΓ

ϒ = { /
A

u µ
Γϒ

| }u U∈  where 
A

µ
Γϒ

: [0,1],U →  ( )
A

uµ
Γϒ

= 1
| | e AA ∈∑ ( ),ef u

,u U∈  | |=A  number of attributes in A, function : [0,1],f U →  ( )ef u =
u Umin ∈ ( ( ),AV e ( )( ))

A e uγµ  for each ,e A∈  : [0,1]AV E→  and ( )AV e =
u Umax ∈ ( )( ( )).

A e uγµ

3.  Cipher System

Cipher system [5][36][37] is a cryptography system which provides 
security to vital data for its exchange and storage. There are various parts 
of a cipher system some of these are the input-output modules for giving 
input data for encryption and sending out encrypted data to receiver, 
random source module for generating required random sequences, key 
scheduling module for finding appropriate input bits for assigning 
encryption and decryption algorithms to get encrypted/decrypted data. 
At the time of initiating a call by sender, random source module produces 
key bits for key scheduling to get initialization bits for initializing 
encryption/decryption algorithm accordingly. Encryption algorithm 
generates pseudo random sequence to encrypt input data. The encrypted 
data is sent to receiver through secure protocols and communication 
networks to it decrypted and find the original data as send by sender.

A cipher system which is to be used for information security 
applications should be analysed and evaluated carefully to ensure its 
cryptographic strength and safeguard it against attacks. Primitives of such 
system should meet expected characteristics so that an attacker is not able 
to find any system/key/message details [1]. As per Shannon criteria, it 
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should be any leakage of information even though an attacker has 
unlimited computing resources as well as availability of encrypted 
data[42]. As per Kerckhoffs criteria, the security lies on the key but not on 
the obscurity of algorithm[19]. Apart from encryption/decryption block, 
the security also depends on various attributes and sub-attributes of 
system. Some are listed in Table 1. One can extend the list of attributes and 
sub-attributes depending on various cryptographic parameters for high 
security applications.

Table 1
Some attributes and respective sub-attributes of a cipher system 

Attributes Sub-attributes 
Availability Electronic failure, Power failure, Channel failure, Network 

failure
Confidentiality Crypto strength, Key diversity, Attack resistibility
Integrity Algo integrity, Platform integrity, System data integrity
Key 
management 

Key generation, Key distribution, Key loading, Key change 
period, Key auditing

System access 
control 

Physical control, Role based password, Biometric signature

System data 
protection 

Tamper mechanism, Data eraser type, Eraser of data type, 
Physical distraction

Trust Make, Verifiability

4.  Multi-Criteria Decision Methodology

The proposed methodology is presented to select the best one 
alternative. Following are the steps: 
Step 1. Find fuzzy soft set with respect to choice attributes. 
Step 2. Find fuzzy soft matrix. 
Step 3. Construct dominancy matrix D 
Step 4. Construct Σ -fuzzy set and find corresponding matrix M. 
Step 5. Calculate final score matrix =S D M∗  and generate final decision 
table corresponding to final score matrix. 
Step 6. Find maximum final score from score table. 
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Object corresponding to maximum of decision table would be the 
decision. Let = ( , )S U E  be the knowledge representation system where U 
and E are finite non-empty sets. Attribute ,e E∈  and : ee U V→  is a total 
function, eV  is the domain of e.

Let 1 2 3= { , , , ..., }mU C C C C  & 1 2= { , , ..., }nE E E E  be the sets of systems 
and attributes. The = ( , )S U E  is the knowledge representation system and 
each kE  is the set of sub-attributes, = 1, 2,..., .k n  Let : ( )

kE kE F Uγ →  be the 
mapping from kE  into ( )F U  over U. The 

kEΓ  is a fuzzy soft sets over U and 
[ ]

kij m nA ×  is the fuzzy soft matrix corresponding to ,
kEΓ  kn  is the number of 

sub-attributes in .kE  A value of each sub-attribute here indicates the 
superiority of a system and domain of attributes = [0,1].

kEV  Let kE = { k
je |

= 1, 2,..., }kj n  where : .
k

k
j Ee U V→  The ( )

k

k
E jeγ  for each k is given by 

( )
( )k

E jk
ie

C
γ

µ = ( ),k
j ie C  = 1, 2,..., ,i m = 1, 2,..., ,kj n = 1, 2,..., .k n

Now, new attribute set 
k ln nE  is constructed from kE  and lE  as 

= .
k ln n k lE E E∧  There are k ln n×  number of attributes in 

k ln nE  and 
n nk l

EΓ  is a 
fuzzy soft set over U, the corresponding fuzzy soft matrix is given as 

( )[ ]
k lij m n nE × × = {[ ] ,

kij m nmin A × [ ] },ir m nl
B × = 1, 2,..., ,i m = 1, 2,..., ,kj n = 1, 2,..., ,lr n

= 1, 2,..., 1,k n − = 2, 3,..., .l n  The [ ]
kij m nA ×  and [ ]

lir m nB ×  are the fuzzy soft 
matrices corresponding to 

kEΓ  and .
lEΓ

Similarly, the attribute set can be constructed by taking together all 
the sub-attribute sets 1 2, , ..., .nE E E  Then the combined attribute set is given 
by 

1 2 ... nn n nE = =1 .n
k kE∧  It has 1 2 ... nn n n× × ×  number of attribute parameters. 

The 
...1 2n n nn

EΓ  is a fuzzy soft set and 
1 2( ... )[ ]

nij m n n nE × × × ×  is its fuzzy soft matrix.

Following are the steps: 
Step 1. Fuzzy soft set 

...1 2
.

n n nn
EΓ  

Step 2. Fuzzy soft matix 
1 2( ... )[ ] .

nij m n n nE × × × ×  
Step 3. Dominancy Matrix D of order .m m×  
Step 4. Σ -fuzzy set corresponding to 

...1 2
,

n n nn
EΓ  and matrix corresponding 

to it is M of order 1.m×  
Step 5. Final score matrix is =S D M×  of order 1.m×  The scores for 
different systems are given in Table 2. 



1094� R. RATAN, A. YADAV AND C. P. ARYA

Table 2
Score values for different systems 

 System  1C   2C   3C   .  .  .  mC  
 Final Score  1rd   2rd   3rd   .  .  .  mrd  

5.  Performance Results

Let 1 2 3 4 5 6 7= { , , , , , , }U C C C C C C C  be a set of seven systems & E = 
{Availability 1( ),E  Confidentiality 2( ),E  Integrity 3( ),E  Key management 

4( ),E  System access control 5( ),E  System data protection 6( ),E  Trust 7( )}E  
be the attribute sets. 

Sub-attributes of attributes are taken as 
(i)	�  1E  = {Electronic failure 1

1( ),e  Power failure 1
2( ),e  Channel failure 

1
3( ),e  Network failure 1

4( )},e  
(ii)	�  2E  = {Crypto strength 2

1( ),e  Key diversity 2
2( ),e  Attack resistibility 

2
3( )},e  

(iii)	�  3E  = {Algo integrity 3
1( ),e  Platform integrity 3

2( ),e  System data 
integrity 3

3( )},e  
(iv)	�  4E  = {Key generation 4

1( ),e  Key distribution 4
2( ),e  Key loading 4

3( ),e  
Key change period 4

4( ),e  Key auditing 4
5( )},e  

(v)	�  5E  = {Physical control 5
1( ),e  Role based password 5

2( ),e  Biometric 
signature 5

3( )},e  
(vi)	�  6E  = {Tamper mechanism 6

1( ),e  Data eraser type 6
2( ),e  Eraser of 

data type 6
3( ),e  Physical distraction 6

4( )},e  
(vii)	 7E  = {Make 7

1( ),e  Verifiability 7
2( )}.e  

Now we have decision making problem of selecting the best cipher 
system out of seven systems according to set of choice parameters.

Fuzzy soft sets corresponding to each attribute set are taken as
1
1 1 2 3 4 5 6 71

1
2 1 2 3 4 5 6 7
1
3 1 2 3 4 5 6 7
1
4 1 2

{ , { /0.99, /0.92, /0.8, /0.99, /0.9, /0.9, /0.95},

, { /0.99, /0.82, /0.8, /0.99, /0.9, /0.9, /0.98},
{ /0.98, /0.9, /0.9, /0.99, /0.9, /0.8, /0.92},
, { /0.97, /0.97

E e C C C C C C C

e C C C C C C C
e C C C C C C C
e C C

Γ =

3 4 5 6 7, /0.8, /0.99, /0.9, /0.85, /0.91}}C C C C C
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2
1 1 2 3 4 5 6 72

2
2 1 2 3 4 5 6 7
2
3 1 2 3 4 5 6 7

{ , { /1.0, /1.0, /0.3, /1.0, /1.0, /0.7, /0.3},

, { /0.7, /1.0, /0.7, /1.0, /0.82, /0.7, /0.7},
, { /1.0, /1.0, /0.3, /0.3, /1.0, /0.7, /1.0}}

E e C C C C C C C

e C C C C C C C
e C C C C C C C

Γ =

3
1 1 2 3 4 5 6 73

3
2 1 2 3 4 5 6 7
3
3 1 2 3 4 5 6 7

{ , { /1.0, /0.3, /0.7, /0.7, /0.3, /1.0, /0.7},

, { /0.7, /0.7, /0.3, /0.7, /0.1, /1.0, /0.7},
, { /1.0, /1.0, /0.3, /0.3, /1.0, /0.7, /1.0}}

E e C C C C C C C

e C C C C C C C
e C C C C C C C

Γ =

4
1 1 2 3 4 5 6 74

4
2 1 2 3 4 5 6 7
4
3 1 2 3 4 5 6 7
4
4 1 2 3 4

{ , { /1.0, /0.7, /1.0, /1.0, /0.7, /0.3, /1.0},

, { /1.0, /1.0, /0.7, /1.0, /0.3, /0.7, /0.7},
, { /1.0, /0.7, /0.3, /1.0, /1.0, /0.7, /1.0},
, { /0.1, /0.3, /0.05, /

E e C C C C C C C

e C C C C C C C
e C C C C C C C
e C C C C

Γ =

5 6 7
5
3 1 2 3 4 5 6 7

0.3, /0.5, /0.6, /1.0},
, { /1.0, /0, /1.0, /1.0, /1.0, /1.0, /0}}

C C C
e C C C C C C C

5
1 1 2 3 4 5 6 75

5
2 1 2 3 4 5 6 7
5
3 1 2 3 4 5 6 7

{ , { /1.0, /0.7, /1.0, /0.3, /0.7, /0.7, /1.0},

, { /1.0, /0.7, /0.7, /0.3, /0.3, /1.0, /0.7},
, { /1.0, /0.3, /0.7, /1.0, /1.0, /0.7, /0.3}}

E e C C C C C C C

e C C C C C C C
e C C C C C C C

Γ =

6
1 1 2 3 4 5 6 76

6
2 1 2 3 4 5 6 7
6
3 1 2 3 4 5 6 7
6
4 1 2 3 4 5 6

{ , { /1.0, /0, /1.0, /0, /0, /0, /1.0},

, { /1.0, /1.0, /1.0, /0.7, /1.0, /0.7, /0.7},
, { /1.0, /0.7, /1.0, /0.7, /1.0, /0.7, /0.3},
, { /1.0, /0, /0, /1.0, /1.0,

E e C C C C C C C

e C C C C C C C
e C C C C C C C
e C C C C C C

Γ =

7/1.0, /0}}C

7
1 1 2 3 4 5 6 77

7
2 1 2 3 4 5 6 7

{ , { /1.0, /0.5, /1.0, /0.3, /1.0, /0.5, /1.0},

, { /0.8, /0.6, /0.7, /0.4, /0.6, /0.7, /0.8}}
E e C C C C C C C

e C C C C C C C

Γ =

Values of the attributes and sub-attributes can be obtained from their 
actual values depending on the opinion of field experts. Now as an 
example, we find the decision by considering the two attributes and then 
all the attributes of the system.

5.1 Decision based on two attributes

Let us take the choice attributes sets 2E  and 3 .E  A combined attributes 
set is given by 23 2 3= .E E E∧  It has 9 attribute parameters. The fuzzy soft 
set 

23EΓ  of the combined attribute set is given by
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2 3
1 1 1 2 3 4 5 6 7

2 3
1 2 1 2 3 4 5 6 7
2 3
1 3 1 2 3 4 5 6 7
2 3
2 1 1

{( , { /1.0, /0.3, /0.3, /0.7, /0.3, /0.7, /0.3}),
( , { /0.7, /0.7, /0.3, /0.7, /1.0, /0.7, /0.3}),
( , { /1.0, /1.0, /0.3, /0.7, /0.7, /0.7, /0.3}),
( , { /0.7

e e C C C C C C C
e e C C C C C C C
e e C C C C C C C
e e C

∧

∧

∧

∧ 2 3 4 5 6 7
2 3
2 2 1 2 3 4 5 6 7
2 3
2 3 1 2 3 4 5 6 7
2 3
3 1 1 2 3 4

, /0.3, /0.7, /0.7, /0.3, /0.7, /0.7}),
( , { /0.7, /0.7, /0.3, /0.7, /0.7, /0.7, /0.7}),
( , { /0.7, /1.0, /0.7, /0.7, /0.7, /0.7, /1.0}),
( , { /1.0, /0.3, /0.3,

C C C C C C
e e C C C C C C C
e e C C C C C C C
e e C C C C

∧

∧

∧ 5 6 7
2 3
3 2 1 2 3 4 5 6 7
2 3
3 3 1 2 3 4 5 6 7

/0.3, /0.3, /0.7, /0.7}),
( , { /0.7, /0.7, /0.3, /0.3, /1.0, /0.7, /0.7}),
( , { /1.0, /1.0, /0.3, /0.3, /0.7, /0.7, /1.0})}

C C C
e e C C C C C C C
e e C C C C C C C
∧

∧

Fuzzy soft matrix 7 9[ ]ijA ×  for fuzzy soft set 
23EΓ  is given by 

7 9

1.0 0.7 1.0 0.7 0.7 0.7 1.0 0.7 1.0
0.3 0.7 1.0 0.3 0.7 1.0 0.3 0.7 1.0
0.3 0.3 0.3 0.7 0.3 0.7 0.3 0.3 0.3
0.7 0.7 0.7 0.7 0.7 0.7 0.3 0.3 0.3
0.3 1.0 0.7 0.3 0.7 0.7 0.3 1.0 0.7
0.7 0.7 0.7 0.7 0.7 0.7 0.7 0.7 0.7
0.3 0.3 0.3 0.7 0.7 1.0 0.7 0.7 1.0

[ ] =ijA ×






 
 
 
 
 
 
 
 
 
 

Dominancy matrix is given by 
9 8 9 9 7 9 8
6 9 8 7 7 6 7
2 3 9 5 4 2 4
4 5 9 9 6 6 5
4 6 8 7 9 6 5
5 6 9 9 7 9 7
5 7 9 6 6 6 9

=D

 
 
 
 
 
 
 
 
 
 
  

Σ -fuzzy set is given by 
23 23

= { / ( )| },
E E

i i iC C C Uµ
ΓΓ ϒϒ ∈

where 1
1 99( ) = ( ), .

jA
ji e iC f C u Uµ

Γ
≤ ≤ϒ ∈∑

23
1 2 3 4 5

6 7

= { /0.8333, /0.6667, /0.3889, /0.5667, /0.6333,

/0.7000, /0.6333}.
E

C C C C C

C C
Γϒ

Matrix corresponding to Σ -fuzzy set is given by 

= 0.8333 0.6667 0.3889 0.5667 0.6333 0.7000 0.6333M   

Final score matrix is =S D M′×  
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9 8 9 9 7 9 8 0.8333 37.2333
6 9 8 7 7 6 7 0.6667 31.1444
2 3 9 5 4 2 4 0.3889 16.4667
4 5 9 9 6 6 5 0.5667 26.4333
4 6 8 7 9 6 5 0.6333 27.4778
5 6 9 9 7 9 7 0.7000 31.9333
5 7 9 6 6 6 9 0.6333 29.4333

= =S

    
    
    
    
    
    
    
    
   
   
       










 
 
 

Table 3
Score values for different systems 

 Systems C1 C2 C3 C4 C5 C6 C7

 Final Score  37.2333  31.1444  16.4667  26.4333  27.4778  31.9333  29.4333

Score values for different systems are written in Table 3 in which 
maximum final score is 37.2333 for C1 system. Therefore, a best system 
selected is C1.

5.2 Decision based on all the attributes

Let us take choice attributes E. Combined attributes set is given by 
123..7E  = 7

=1 .k kE∧  It has 4320 attribute parameters. 
123...7EΓ  is fuzzy soft set.

The fuzzy soft matrix is given by 7 4320[ ]ijE ×

Dominancy matrix is given by 
4320 3888 4320 3672 3624 3672 3656
432 4320 2616 2664 2328 1896 3072
432 3376 4320 2664 2296 1704 3216
648 3744 2952 4320 3168 1728 3072
936 3936 2984 4176 4320 2592 3104
648 3936 2952 4248 3456 4320 3072

1040 3936 3512 2664 2328 1800 4320

=D

















 
 
 
 
 

Σ -fuzzy set is given by 
123...7 123...7

= { / ( )| },
E E

i i iC C C Uµ
ΓΓ ϒϒ ∈

where 1 4320
1

4320( ) = ( ), .
jA

ji e iC f C u Uµ
Γ

≤ ≤ϒ ∈∑

123...7
1 2 3 4

5 6 7

= { /0.6480, /0.1533, /0.2275, /0.2317,

/0.3106, /0.3450, /0.2530}.
E

C C C C

C C C
Γϒ

Matrix corresponding to Σ -fuzzy set is given by 

= 0.6480 0.1533 0.2275 0.2317 0.3106 0.3450 0.2530M   
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Final score matrix is =S D M′×  
4320 3888 4320 3672 3624 3672 3656
432 4320 2616 2664 2328 1896 3072
432 3376 4320 2664 2296 1704 3216
648 3744 2952 4320 3168 1728 3072
936 3936 2984 4176 4320 2592 3104
648 3936 2952 4248 3456 4320 3072

1040 3936 3512 2664 2328 1800 4320

=S










0.6480 8546.4
0.1533 4309.0
0.2275 4512.2
0.2317 5023.7
0.3106 5877.6
0.3450 6020.1
0.2530 5130.6

=

    
    
    
    
    
    

     
     
     
     
         

Table 4
Score values for different systems 

 DT C1 C2 C3 C4 C5 C6 C7

 Final Score  8546.4  4309.0  4512.2  5023.7  5877.6  6020.1  5130.6
 

Score values for different systems are written in Table 4 in which 
maximum final score is 8546.4 for a system C1. Therefore, a best system 
selected is C1.

5.3 Performance

The methodology is applied on following data sets to study its 
performance. 

5.3.1 Data Set 1

Let the set of systems and set of attributes are given by 

1 2= { , }U C C  & 1 2 3 4= { , , , }E e e e e  and 

1 1 2= {( { /0.8, /0.9}),E e C CΓ 2 1 2( , { /0.8, /0.8}),e C C 3 1 2( , { /0.85, /0.8}), )e C C

4 1 2( , { /0.8, /0.8})}e C C  
Decisions obtained by proposed and other methods are shown in 

Table 5. 
Table 5

System selected by different methods 

Systems 
 

Proposed Method Maji Method [27] Kong Method [22] 
Final Score Decision Final Score Decision Final Score  Decision

C1 5.73 C2 0 C1, C2  -0.05 C2

C2 5.74  0  0.05 
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Here, Maji et al.[27] methods stuck and not able to make decision. 
However, the proposed methodology is able to make the right decision as 
shown in Table 5. 

5.3.2 Data Set 2

Let the set of systems and set of attributes are given by

1 2 3 4 5 6 7= { , , , , , , }U C C C C C C C  & 1 2 3= { , , }E e e e  

Fuzzy soft set is 

1 1 2 3 4 5 6 7

2 1 2 3 4 5 6 7

3 1 2 3 4 5 6 7

= {( { /0, /0.3, /0.5, /0.1, /0.8, /0.7, /0}),
( , { /0.4, /0.4, /0.9, /0.3, /0, /0, /0}),
( , { /0.2, /0.5, /0, /0, /0.1, /0.7, /1.0})}

E e C C C C C C C
e C C C C C C C
e C C C C C C C

Γ

 

Table 6
Decisions obtained for different systems 

Systems 
 

Proposed Method Maji Method Kong Method 
Final Score Decision Final Score Decision Final Score  Decision

C1 4.84  -2 -2.70  
C2 5.40  5  1.50 
C3 5.42  3  2.90 
C4 4.26 C6 -7 C2 -4.10 C3

C5 5.34  0  -0.60 
C6 5.80  4  2.90 
C7 5.12  -3  0.10 

 
Here, decision is different for each method as shown in Table 6. 

However, decision of proposed method is the best decision. It is clear that 
C6 is the best amongst all systems because C6 is dominated in two attributes 
with respect to C2 and C3. However, C3 is also dominated in two attributes 
with respect to C2 and in one attribute with respect to C6. Therefore, C3 is 
best than C2 but both decisions are incorrect and not the best options.

Maji method uses dominancy values and Kong method [22] uses 
general scoring to decide best option. For data set 1, dominancy based 
method fail to make right decision. For data set 2, general scoring based 
methods given in [7] [22] and dominancy based method given in [27] fail 
to select best option. Proposed method uses combination of both 
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dominancy values and general scoring values. Hence, proposed method 
works on more extended data correctly whereas other methods based on 
dominancy values or general scoring values do not provide the best 
decision correctly.

6.  Conclusion

A fuzzy soft set based multi criterion decision methodology has been 
proposed for selecting a most suitable system among a number of different 
available cipher systems according to desired multi-attributes considered 
for meeting the required information security of vital data. Proposed 
methodology has used fuzzy set, fuzzy soft set, dominancy matrix and 
score matrix to find best one option. It has been shown that the proposed 
methodology outperformed comparative to the existing methodologies 
due to combined use of dominancy matrix and score matrix. The 
supremacy of the proposed methodology for selecting the most suitable 
system has been demonstrated by considering different attributes and 
data sets. Proposed methodology can be applied comfortably and 
successfully in many such similar applications to select a most suitable 
product among a number of different available products according to 
customer requirements and satisfaction.
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