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1. Introduction

RSA [20] is the most widely used public key cryptosystem. It
is implemented in various industrial products to secure sensitive
information, web traffic, and e-mails. The security of RSA is mainly based
on two hard problems: the integer factorization problem, and the RSA
problem. Despite the hardness of such problems, RSA has been extensively
studied for vulnerabilities by several algebraic attacks. In RSA, the public
parameters are a couple (N, e) of two positive integers. The parameter N is
called the RSA modulus and is of the form N = pg, where p and g are large
prime numbers. The second parameter e is called the public exponent,
and satisfies gecd(e,(N))=1, where @(N)=(p-1)(g—1) is the Euler’s
totient function. The private exponent is the positive integer d satisfying
ed = 1(mod ¢(N)). Many variants of RSA have been proposed, and some
can be parallelized as shown in [19], or can serve to build signatures as in
[23].

Most of the algebraic attacks on RSA exploit the modular equation
ed =1(mod ¢(N)) by transforming it to a key equation ed—ko(N)=1.
In 1990, Wiener [24] presented an attack on RSA that can solve the key
equation. The attack is based on the contmued fractions expansion
algorithm and factors the modulus N if d< LN®. This bound was
improved in 1997 by Boneh and Durfee [4] up to d < N°** by applying
Coppersmith’s method [6] and lattice reduction techniques [12]. In 2004,
Blomer and May [1] transformed the key equation into a variant equation
of the form ex +z=0(mod ¢(N)) and showed that the RSA modulus can

be factored if the parameters x, z satisfy 0 < x < %N “and |z|< N “ex. Their
method is based on a combination of the continued fractions expansion
algorithm and Coppersmith’s lattice based method. More attacks on RSA
can be fond in [3, 9, 15].

In this paper, we extend the Blomer-May attack by studying the
variant equation ex” —@(N)y” =z. We show that our attack enables us
to factor the RSA modulus N whenever the unknown parameters x, y, z
satisfy

3
P71 N 4ex?
4(p+q)

0<x<2YNe
<x< Ne 4, |z|<

In a typical situation when e = N, the former bounds reduce to
NN P-0 \rion
O<x<==N*, |z|< N4x*.
4 |z 4(p+q)
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For comparison, for e~ N, the attack of Blomer-May with the

equation ex” —(N)y* = z is valid with significantly less bounds

1 1
0<x<-LN®, |z|<N%x
3

5

The new attack is based on the following facts.

For p and g of the same bit size with g < p <24, we show that JN is
a good approximation of /@(N).

For sufficiently small parameters x, y, z, we show that ¥ is a
X

e

N’

is a good approximation of

convergent of the continued fractions expansion of

2
Using x and y, we show that N+1-°
Y
p+q.

Under the former facts, we apply Coppersmith’s method to find p

and g which gives the factorization of N.

Finally, we show that the number of exponents e that are vulnerable
to our attack is exponentially large, namely, it is at least %N ez,
where ¢ is a small positive constant. Typically, for e = N, this lowest

bound is N %g.

The rest of the paper is organized as follows. In Section 2, we briefly

review some basic results that are used in the paper, including continued
fractions expansions and Coppersmith’s method. In Section 3, we review
some attacks on RSA that are based on equations of the form ex —@(N)y = z.

In Section 4, we present the new attack. In Section 5, we give a comparative
study between the new attack and former similar attacks. In Section 6,

we give an explicit lower bound for the number of exponents that are
vulnerable to our attack. We conclude the paper in Section 7.

2. Preliminaries

In this section, we present some results that will be used in the rest

of the paper.
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2.1 Continued fractions

Definition 1 (Continued fraction): Let & be a non-zero positive real
number. The continued fractions expansion of & is defined by the
expression

1

1 7
al+

¢=la,a,a,.]=a,+

1
ap+—

where the a’s are integers with a,=0 and a,>0, for i>0.
A rational number is represented by a finite continued fractions
expansion of the form [a,...,a,]. Using the Euclidean division, we can

expand every rational number in a finite continued fractions expansion.

Definiton 2 (Convergent) : Let [a,,a,,...] be the continued fractions
expansion of &. The convergents of £ are the truncated series [a,,4,,...,a,]
with m > 0.

The list of the convergents of a rational number & = % can be obtained
by applying the Euclidean algorithm to a and b (see [18]). Each convergent
is a rational number of the form % with ged(p, ,q,)=1. Conversely,
the following result gives a sufficient condition to assert that % with

gcd(u,v) =1 is one of the convergents of & (see [18]).

Theorem 1: Let & be a real number. Suppose ged(u,v)=1 and

Then “ is one of the convergents of the continued fractions expansion of &..
v

2.2 Coppersmih’s method

At Eurocrypt'96, Coppersmith [6] described a polynomial-time
algorithm for finding small roots of univariate modular equations. The
method is based on lattice reduction techniques and has been applied for
cryptanalysis of various variants of RSA as in [1, 2, 4, 5, 6, 7, 11, 13, 14,
16, 17, 22]. The following result is a direct application of Coppersmith’s
method (see [6, 14]).
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Theorem 2 : Let N =pq be the product of two unknown integers such that
q < p <2q. Given an approximation of p with additive error term at most N*,
then p and q can be found in polynomial time.

When p and g are of the same bit size, they can be ordered such that
g < p < 2q. The following result can be found in [17].

Lemma 1: Let N =pq be an RSA modulus with g <p <2q. Suppose we know
an approximation S of p+q such that S>2N? and

1
_ P 4
lp+q S|<3(p+q)N .

Then P = %(S ++/S? —4N) isan approximation of p satisfying | p— P | < N-.
Similarly, the following result can be found in [16].

Lemma 2 : Let N =pq be the product of two unknown integers such that
g<p<2q. Then

32N
2\/ITI<p+q< >
From Lemma 2, we easily get
(p(N)=N+1—(p+q)>N+l—3\/52‘/ﬁ>%N. 1)

The following result is a direct consequence of the previous results.

Lemma 3 : Let N =pq be an RSA modulus with q < p <2q. Then

N o) <2

Proof: We have 0 < N—@(N)=p+g-1<p+gq. Then

0<\/ﬁ—«/ N)<__FP4
o IN+Jp(N)

By (1), we have \/ﬁ+1/(p(N) > \/ﬁ+gx/ﬁ > %\/ﬁ Combining this

with Lemma 2, we get

3V2JN _
0<vN —Jo(N) < o =2.

This completes the proof of the lemma. a
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3. Former attacks on RSA

In this section, we present two former attacks on RSA, namely the
attack of Wiener, and the attack of Blomer and May. We always consider
RSA moduli of the form N = pg where the prime factors p and g are of the
same bit-size with g <p <2q.

3.1 Wiener’s attack

Wiener’s attack [24] on RSA consists in determining the prlvate key
d in the equation ed —kg(N)=1 with ¢(N)=(p-1)(9—1), when d < _ N4
using the public key (e, N). It can be summarized as follows.

Since g<p<2g and N =pq, then g< JIN and
N-¢p(N)=p+gq-1< 3&. Also, since d=e'(mod(N)), then there
exists an integer k such that ed—-k@(N)=1. Therefore, k= W Since
e<@(N) and d < %N%, we get

1
k<d<%N4 and

Thus, applying Theorem 1, we get S as a convergent of the continued

fractions expansion of i. This enables to find k and d and to compute

o(N) using ¢o(N) = ﬂ Knowing N and ¢(N), we can find p and g and

factor N.

In 1999, Boneh and Durfee [4] improved Wiener’sattack up to d < N***
by applying a technique based on lattice reduction and Coppersmith’s
method.

3.2 The attack of Blomer and May

The attack of Blomer and May [2] is a generalization of Wiener’s attack
on RSA. It is based on continued fractions and Coppersmith’s method,
and consists in finding p and g using the public key (N, e) satisfying the
equation ex+z=@(N)y with 0<x< %Ni, |z|< N ex and N 222 Itcan
be summarized as follows. 1

If e<@(N) satisfies the equation ex+z=@(N)y with O0<x< %NX,
|z|< Niex and N >2", then
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N «x

which by Theorem 1, gives % as one of the convergents of % Let

s=N+1- % and t =+/s*> —4N. One can show that p satisfies

1
<6N*.

‘p—%(sﬂ‘)

Then, by Theorem 2, p and g can be found.

4. The new attack

In this section, we present our new attack to solve the equation
ex’ —p(N)y> =z when x, y and z are suitably small. The new method
combines two techniques, the continued fractions expansion algorithm
and Coppersmith’s method.

Theorem 3 : Let N =pq be an RSA modulus with q<p <2q, and e a public
exponent. If e satisfies the equation ex® —(N)y* = z with
3

1
O<x<£\/Ne 4 Jz|<- 1N dex?,
4 4(p+q)

then one can factor N in polynomial time.

Proof : Suppose that ex’ —@(N)y* =z with x>0 and y>0. Then

eyl 2 |
o) x|~ (ex+JpN)y)eyo(N)

Since x>0 and y >0, then x/;x+\/(p(N)y >x/;x. By (1), we have
o(N) > %N. Then

[ Ve

yl__lzl A2z
o)

) Jeo(N)x?  eNx? '

and

e
N o)

e
Jo )

R <

Ve x| N
Wy "
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\/—\/_—W \/7|Z|
A No(N)

By Lemma 3, we have \/ﬁ —40o(N) < \/E Combining with ¢(N) > %N ,
this implies

|\f y Z\f V2 |z
N e

P=1 N Ty
Now, suppose that | z| < 4(P+q)N ex". Then

Ve |2 p-q B _sbe
N x| N g N
Finally, suppose that x < ﬁ\/ﬁ ¢*. Then
Ne yl_1
JN «x S

Hence, by Theorem 1, it fol\}ows that £ is a convergent of the
continued fractions expansion of ——. Using the values of x and y in the
equation ex’ —@(N)y* =z, we get

ex’ z
p+q—(N+1——2J=|—2|. (2)
Yy Yy

=
P71 _N"%ex?. Then

On the other hand, we have y* = (N) i)
3
R 1-— p_q Niz 3
— — — 4
c ezl Apr) . Apr-(p-gN*

@(N) @(N) Ap+a)p(N)

This gives
3
P Ny
Izl 4p+9) __ (p=9e(N)

T apr-(p-gN ", 4N (-9
Ap+9)p(N)

Since @(N)<N and 4(p+q)N% -(p—9) > 3(p+q)N%, then the above
inequality gives
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_ 1
|i2| <P N*.
y° 3(p+q)
2
p+q- (N +1- eyxzj

2
implies that S=N+1-_ is an approximation of p+q satisfying the
Y

< P N7, This

Plugging this in (2), we get 3(p+9)

conditions of Lemma 1, and P = %(S ++4/§* —4N) is an approximation of

p with an error term less than N : Then, using Theorem 2, we find p and g
in polynomial time. This completes the proof. d

The method described in Theorem 3 is summarized in Algorithm 1.

Algorithm 1 : The new attack on RSA
Require: A modulus N=pg and a public exponent e satisfying

ex’ —p(N)y> =z, for some unknown parameters x, y and z with

Bl g .2
0<x<£\/Ne4,and|z|< P71 N "7ex?.
4 4(p+q)

Ensure: The prime factors p and g.

1: Compute the convergents % of the continued fractions expansion of

% with 0 <x < gx/ﬁ({%.

2: for every convergent < do
X

2
3: Compute S=N+1-2_.

2

y
Compute P = %(S+\/S2 —4N).

4:

5: Apply Coppersmith’s algorithm to P.

6: if Coppersmith’s algorithm succeeds then
7: Return p and 4.

8: Stop.

9: end if

10: end for
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5. Comparison with former attacks

In this section, we compare our attack on RSA and to the three attacks
proposed by Wiener, Bonech-Durfee and Blomer-May.

5.1 Comparison with the attack of Wiener and the attack of Boneh-Durfee
Wiener [24] showed that if d satisfies the equation ed-ko(N)=1,
with d< %N %, then N =pg can be factored. Boneh and Durfee [4]
improved the bound to d < N**. In our attack, the equation is of the form
ex” —p(N)y* = z, and Theorem 3 works whenever
_P=9 N% 2

1
0<x2<lNe7, |z| < ex?.
8 4(p+q)

In the typical situation when e = N, this reduces to

1 _ 1
0<x2<lN2, |z|<MN4xz.
8 4(p+q)
We can observe here that the bound 0<x” < %N% is much larger
than the bound in Wiener’s attack, that is x” < %N %, and the bound of

Boneh-Durfee which works if x* < %NO‘ZQZ. On the other hand, as it is

shown in [21], the bound in Wiener’s method is optimal and cannot be
improved. This shows that our attack exceeds the method of Wiener as
well as the method of Boneh-Durfee when e satisfies an equation of the
form ex” —p(N)y* = z.

5.2 Comparison with the attack of Blomer and May

The attack of Blomer and May[2] shows that it is possible to factor the
RSA modulus N if the public exponent satisfies an equation of the form
eX—-@(N)Y = Z whenever

1. 1L _3
OSngNh|q3dV%x

for some constant ¢ <1. In our attack, the equation is ex’ —p(N)y* =z,
where

1 _ 8
O<x2<lNe 2, |z|<uN dex?,
8 4(p+q)
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In the typical situation when e = N, the former inequalities reduce to
1 g 1
0 < x? <1N2, |z|<uN4x2,
8 Ap+q)
while the bounds of Blomer and May with the equation ex® —@(N)y* =z
are

1 _3
0<x? S%N“, |Z|SCN dox?,

As we can see, our bound 0 < x? < éN ? ismuch larger than the bound

0<x*< %N% of Blémer and May.

5.3 A numerical example

Consider the RSA modulus N and the public exponent e:
N = 442548079526545060263582547741709947943309537162140945479
4605587861000816304796485330911699876735373667095089539,
e = 327335641531237673457723724075330366409298592862651935183
8706049843005369271760427625987681564924972066148980653.

. Y _ 562161147956321250258287517 e
Then, using the convergent X 653648712147121453024928143 of N we

get an approximation S of p+gq with

2
S=[N+1—ﬁ}

2

y
=136913931902577004232972607047219095922112063342217983569,

from which we get an approximation P for p with

P= |:%(S+\/Sz —4N)}
= 84608603391202224093130640096334886934102128855948705716.

Then by Coppersmith’s method (Theorem 1), we get
p = 84608603391202224093130640096334886961765531427889000229.

Hence

q= N = 52305328511374780139841966950884208970908324233024000391.

p
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Using ¢(N) =(p-1)(¢—1), we get
d=e"'(mod ¢(N))
=10260679836500383925881429687897941177025120569916086328
48235614793145714535338696765556756380130948486344412677.

We observe that d~ N > N°®?. This shows that the attack of
Wiener as well as the attack of Boneh-Durfee will not succeed to factor N.
On the other hand, all the convergents % of the continued fractions

expansion of % with X < %N% are such that |eX—-@(N)Y | > N ieX. This

shows that the attack of Blomer and May will not succeed to factor N.

6. The Number of Weak Exponents
In this section, we show that there are at least Z—:;Ng_sei public

exponents that are vulnerable to our attack for N = pg with g<p<2q.

Lemma4:For i=1,2, let e, Z{QO(N)sz-i-ui where
N/ p-q -2
O<x,<—N'"e*, |u|<——=<N"te, O<y,<x, gcd(x, y)=1
4 Ap+q)

Ife =€2, then (xl,l/lru ):(xz’yZ’u )

Proof: For i=1,2, let e, —{(p(N) Yi J+u Suppose that e, =e,. Then, for
i=1,2, we have
2
e, —u, <(p(N)—<e —u, +1,
'1

e, —u, S(p(N)y—z<el—u2+1.

Eliminating e,, we get

u,—u, —1< (p(N)(——y—i
X

N
o
Ne——

A

<=

|

=

+

=

from which we get

o(N) (u, +1, +1)x7x;. (3)

2.2 2
LW _x1yz
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71 _ 3
Using the facts that 0<x, <$N“”e “and |u, | < 4(pp+qq)N ‘e for

i=1,2, we get

(u, +u, + )xx2 < 3max(|u, |, u, | )x}x

4
_ _3 7 1
< 3(p q)N 46.[\/51\]166 4]

4p+q) 4
_ 3=
256(p+q)
<N.
Plugging this in (3), we get
(p(N)‘xiyf —xfyi‘ <N. (4)

If =1, then |xy,-xy,||xy +xy,[=1 and

2.2 2,2
XY, —xY,;

x,y, =0 or x,y, =0, which contradicts x, >0 and y, >0 for i=1,2. If

‘xiylz —xfyi‘ >2, then 2¢(N)<N and N+2<2(p+q), which contradicts
Lemma 2. As a consequence, (4) implies that x;yf —xfy§ =0, and since

ged(x,,y,)=1 for i=1,2, we get x, =x,, and y, =y,. Plugging this in
e =e,, we get

{cp(N)y—liJ U = {fP(N)y—gJ +iy,
X x

1 2
and u, =u,. This terminates the proof. a
Lemma 4 shows that two different tuples (x,,y,,u,) and
2
(x,,y,,u,) produce different public exponents e, ={({)(N)Z%J+u1 and
e, ={¢(N)y§J+u2 that are vulnerable to our attack. The following
X2

result gives a very conservative estimation of the number of such weak
exponents.

Theorem 4 : Let N =pq be an RSA modulus with q < p <2q. The number of
the exponents e of the form
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yz
e= \fo(N)_zJ'H’t’
X

with the conditions ged(e, o(N))=1 and

2 7 1 p_q 3
0<x<TN1"’e 4, 0<y<x,gad(x,y)=1,]u,|< N ‘e,

4(p+q)

is at least
1 1
P-4 NS ‘2 )
p+q

where € is a small positive constant.

1

Proof: Set M = L\EN;64J' and M, =L P~ N%eJ. Then, the number

K 4(p+q)
N, of exponents e of the form

e= {¢(N)Z—2J+ u,

with the conditions 0 < x < M, ged(x,y)=1, O<y<x, and | u, < M, is

X x-1

M
N =M 1=M,> o(x).
x=1

By the totient summatory function property (see Theorem 330 of [8]),

we have ¥ ¢(x) > %Mi Then
T
IV VIl | RS
n’ 327 (p+q)

Actually, one needs gecd(e, @(N))=1. Since the probability that e and
¢©(N) should be coprime is % (see Theorem 332 of [8]), then, with the
/3

additional condition gcd(e,(N)) =1, the number N, reducesto N, with
— 11 _ 1.1
N, =%NE > P=) N2 P Ns

m ° lent(p+q) p+q

where ¢ is a small positive constant. This completes the proof. [1



IMPROVED CRYPTANALYSIS OF RSA 959

In the standard situation that p—q = O(N%) and e =0O(N), we get
—g 1.1 3 e
PEAN e —oNs ),
p+q

This shows that the number of exponents that are vulnerable to our
attack is more significant compared to Wiener’s attack and Boneh-Durfee’s

attack where such numbers are O(N %_5) and O(N"**7*) respectively.

7. Conclusion

In this paper, we studied the general equation ex’—@(N)y’ =z
where N is an RSA modulus and e is a public exponent. By combining the
continued fractions expansion algorithm and Coppersmith’s technique,
we showed that it is possible to solve the equation and to factor the RSA

modulus under the conditions 0<x < %meﬁ, |z]| < 4(7‘;31) N ex?. We

compared our attack to the attack of Wiener and the attack of Blomer-May
on RSA. In both cases, our attack works with improved bounds. Moreover,
we showed that the number of exponents that are vulnerable to our attack
is significant.
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