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Abstract

A Novel Partially Blind Signature Scheme (PBSS) Using Quadratic Residue (QR)
and Chaotic Map (CM) Issues. To avoid the signer learning the contents of the message,
the user can use a blind signature to acquire their consent. Yet, there remains situations
where additional information relevant to the signature should be recorded by the signer.
This supports the implementation of the concept “partially blind signature,”which provides
moreaccess to information within the signed message. Scholars are increasingly interested
in developing electronic signature techniques based on mathematical problems because of
the growing emphasis on the relevance of security and efficiency in this field. In this work,
we combine aspects of cryptography with those of chaotic systems (CS) to offer a technique
with low computational requirements. Intractability of the quadratic residue issue and the
discrete logarithm of Chebyshev polynomials are crucial to the scheme’s security. Through
a comparison of performance metrics based on two challenging challenges, the research
findings indicate that the proposed approach boasts Reduced communication expenditure
compared to existing techniques in the literature. This work represents a pioneering effort as
it introduces a novel chaotic map-based partially blind signature method and the quadratic
residue problem, marking a first-of-its-kind contribution in this field.

Subject Classification: 94A62; 11T71.
Keywords: Quadratic residue, Chaotic maps, Digital signature, Cryptography.

1. Introduction

The blind digital signature was first proposed by Chaum (1983) [1] and
Chaum|[2] to protect the privacy of e-cash users. To use one of these signatures,
the signer must be able to put their name to a document without reading it
beforehand. In addition, the signer should not have the ability to tell when or for
whom the paper was signed if he ever sees the signature pair (despite verifying
the signature's validity). To resolve the contradiction between the anonymity and
controllability of blind signatures, Abe and Fujisaki [3]introduced the notion of
partially blind signature in 1996.The signed message is separated into two
sections when using a partially blind signature; the first portion contains
information that is known to both the signer and the recipient, such as the signed
message's scope. Part two is the message itself, which will be confidential while
it is being signed. This approach not only ensures the signer's anonymity, but
also gives them some say over the information included in the signature itself.
All existing blind signature techniques [4-10]are built on solutions to a single
hard problem, such as factoring or discrete logarithm or elliptic curve discrete
logarithm problems.

Using the quadratic residue problem, Chun-I et al. (1998) [11]suggested a
largely blind technique in which neither modular exponentiations nor inverse
computations are done by the signatories being requested. For signature
requesters or users, the computation load is decreased by about 98% under a
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1024-bit modulus with the blind signature approaches proposed by Chun-I et al.
(1998), but not for the signer. Users of smart cards and mobile signature
requesters would benefit greatly from their strategy.While the partially blind
signature system suggested by Hwang et al. (2002)[12] is secure, it does not
guarantee anonymity. After that, Huang et al. (2004) [13]Developed a novel,
efficient partially blind signature scheme using discrete logarithm and the
Chinese remainder theorem. However, Zhang and Chen (2005) [14]
demonstrated that their schemewas insecure because an eavesdropper could strip
the signer's signature of any embedded public common information and acquired
a partially blind signature with a special public information.There has been a
recent proposal of a new partially blind signature scheme by Tahat et al. [15]
that uses factoring, discrete logarithm problems, and a chaotic map. However,
the performance of this scheme greatly exceeds that of the proposed scheme,
and the primary cause for such variance is the fact it requires few
operations.Back in 1989 [16], the first algorithm for encrypting images using
chaotic maps was proposed [16]. Several methods have been proposed in recent
years[10, 12, 17-23], indicating an increasing interest in this field of study.
Chaotic map public cryptosystems have much lower computational costs than
public cryptosystems based on modular exponential computing or scalar
multiplication on elliptic curves[24]. As a result, in this research, we will
suggest a novel chaotic map and factoring problem—based partially blind
signature system. As a result of the minimized number of operations, the
proposed method outperforms earlier partially blind signature schemes relying
on two challenging problems by a significant margin. Here are the remaining
sections of this paper: In Section 2, we will explore the history of extended
chaotic maps, describe them in detail, and talk about two related computational
issues. The suggestion for partially blind signatures will be introduced in Section
3. An extensive analysis of the proposed scheme's performance will be presented
in Section 4. Performance comparisons will be shown in Section 5, and the
paper will be concluded in Section 6.

2. Related materials

In this section, we will illustrate some basic elliptic curve tools and define
the two underlying hard problems QRP and CMP.

2.1 Chebyshev chaotic transforms

We analyzed the operatory of Chebyshev sequential polynomials (CSP;
see[25]for details).CSP Ts(u) is a polynomial of n-degree in the variants p. Let
u € [—1,1] be the version, and let n be an integer. Briefly, CSP stated as:

To(u) = cos(n cos™ (1)), To(w) = 1, Ty (w) =
(W) = 2pTy 1 (W) = Ty 2 (W)sn = 2
Here, we have a representation of the functional cos™*(u) and cos(u) as
cos™1:[-1,1] — [0,m]and cos:R — [—1,1]. Chaotic properties and semi-
group properties are the two most prominent characteristics of CSP [23-27].
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1. The chaotic possessions: CSP transformation defined as Ts:[—1,1] —
[—1,1] with degree > 1is a chaotic transform connected to the functional

(invariant density) f*(u) = ﬁ\/l_—#z)

2. The properties of the so-called semi-group satisfy the following equalities:

T, (T,(1)) = cos(acos™(cos(p cos™()))) = cos(op cos™ (W) =
Tpo (W) = Tp (T, (1)),
where p and o are positive integer andu € [—1,1].

Two tests are available for Chebyshev polynomials that take into account their

handling in polynomial time.

1. The goal of the discrete logarithm problem is to determine two integers s
for a given pair of elements x and y.such that T;(x) = y.

2. Inorder to address the problem of Diffie-Hellman, it is imperative to
calculate the elementsx, T,.(x), and T,(y), to compute elements T,.¢(x).
Assume p is not a prime number. Any positive integer a satisfying
gcd(a,p) = 1 (i.e., a co-prime to p) is said to be a quadratic residue mod p
if and only if there exists a positive integer x such that the congruence
x% = amod p. However, if it is not a quadratic residue mod p, we say that
an is quadratic. The characteristic function of the quadratic residues mod p
was first introduced by Legendre to make it easier to study their properties.

Legendre's symbol (i)is defined as follows: for any integer a,

a 1, if a is a quadratic residue (mod p),
(—) =<{-1, if a is a quadratic non — residue (mod p) and,
p 0, if p divides a

3. Let p, q be large, strong prime, and y be a positive integer. This is called
QRP. Find the value of y, such that y = 82 (mod pq).

3. The proposed scheme for partially blind signatures

In order to describe our new partially blind signature scheme, analyze its
security, and discuss its performance in terms of both efficiency and speed, we
will need the following throughout the article: A large number, denoted as "p,"
and another number "n" are both factors of (p-1). Here, (p-1) is the result of
multiplying two safe prime numbers, "p" and "q," where n is calculated as n = p
* g. w represents an element in the finite field GF(P) whose order modulo p is n.
Additionally, "G" represents the multiplicative group that is generated by .. If
we take t = 128, then the output of the cryptographic hash function h(.) will be
t-bits in length. Please take note that the system hides the large prime numbers p
and q.
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3.1 Generating keys
For the signing process, the integer "e" is selected from the set Zj; with
gged(e,n) = 1 and computes "d" as integer like as ed = 1 (mod ¢(n)).Then,
after drawing an integer b at random from Z;,, you must compute
W =Tya(¥)(mod p).
(w,n,p) and (v,p,q) denote the system's public and private keys,
respectively.

3.2 Algotithm for signing message

The message-signing algorithm for our scheme is described in this section.
In order to sign a message, the signer must first identify the message's m, and
then calculate its hash value, h(m). There are two stages to the signing
algorithm: the request and the signature extraction stage.

3.1.1 Requesting

Let's pretend that party A needs to have a message signed h(m). First, he needs

to alert the signer, and then he must:

e Select an integer r € Zj,by signer and computek = T,.+(y) (mod p)

e The signer must then verifygcd(l? , n) = 1. If this condition is not met, the
signer sends k to the requester A.

e Upon receiving k from requester A, the signer verifies whether
ggcd(k ,n) = 1 and formats "c" as specified. Thus, requester A and the
signer share "¢" as an input.

e  Furthermore, Requester A chooses two factors to be blinded at
random a, 3 € Z; and computes k = Tgs (ﬁ) (mod p) then verify whether
gcd(k,n) = 1. If not, he reverts to the previous step of choosing a new
potential blinding factor. Otherwise, he computes & = a~th(m)
kk~'(mod n) and notifies the signer by sending (8, c).

3.1.2 Extraction and signature

This is the blind signature of the signer for messageh(m):

e The signer computes and sends$ = § rv™'k ¢ (mod n)to requester A

e Requester A computes and sendsA = a §2k?k~2 f (mod n)to the signer
e  The signer computes and sendsfi = A?(mod n) to the requester A

e The requester A computesé = 7i(§71)2(mod n). Then the signature is

given by(c, k,&).

3.2 Algorithm for verifying signature

Everyone can confirmthe validity of the resulted signature using verifying
equation below. If its holds, receiver can convince that the message was signed
by the original or legal signer. The requester accept the signature (c, k, &) if

sz (w) = Th(m)4k4c4 (k)(mod p)
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Theorem 1: If (c, k,&) is a novel partially blind signature scheme's signature
for "m", then

ng (W) = Th(m)4k4c4(mod n) (k) (l’l’lOd P)

Proof: Note that, §2 = (1i(§)72)?
=@
= (a*58K5k2p*)5
— a5t eRB g
= (@t vt tc kB R-8p*
= (a*.vr*ath(m)*k*c*k*) kR~ p*
= v 4r*h(m)*k*B*c* (mod n)
And thus Tez(W) = Tty it petmod ny (Tot (1))
= Ty=4r4p(m)*k* B4t v*(mod n) (W)
= Tranmy***c* (mod m) (W)
= Thamy*k*c* (mod ) Tr4 4 (mod n) (W)
= Thm)*k*c* (mod m) T g*(mod m) T4 (¥)
= Thmy*k*c* (mod m) T p*mod ny ()
= T hamy*k*ct(mod ny (k) (Mod p

which means that m can be signed using (¢, k,&). As a result, our proposed
protocol offers a form of blind signature verification.

4. Security analysis

Some of the security features of our partially blind signature scheme are
discussed here. The following conditions must be met by any secure partially
blind signature scheme:

4.1 Condition of partial blindness

Requesters and signer of PBSSs have worked together to establish a
standard format for communicating about partial-blindness properties. During
the verification of signature process, the requester cannot alter or omit the
embedded information. The requester in the proposed scheme provides the
common information ¢ and the blinded data to the signer, who then calculates
and sends the requested value of§ = § rv~k ¢ (modn). The requester
calculates §. if he is able to modify or delete the shared data from the
corresponding signature(c, k,¢&). However, determining the secret key v
presents a significant challenge. In addition, the requester must provide A to the
signer (i.e., blinded), who afterwards calculates and returns the requested 4 to
the requester. QRP is hard to solve, so the requester is stuck with @l =

A2(mod n).Therefore, in PBSS, the requester is unable to falsify the unblinded
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portion by manipulating or removing "c" and "u" from signature (c, k,£) of
message h(m).

4.2 Randomization

To implement the proposed scheme, the signer will blindly send the
requester k = T,4(1) (mod p), where 7 is a random factor. The requester then
sends to the signer, who in turn sends back the following:
$ =8 rv 'k ¢ (modn). Removal of  from § would require deriving vfrom
w = T,+(y¥)(mod p ), a clearly infeasible difficulty of solving the CM and QR
problems. Thus, requester A cannot eliminate message randomness under the
proposed scheme, corresponding signature(c, k,§).

4.3 Unlink ability

During each instance i of the protocol, the signer can keep a log of the
message passed between the requester and themselves (6;,1;) thanks to the
unlink ability property. The pair (J;, A;) represents the signer's perspective on
protocol instance i. The resulting theorem is as follows:

Theorem 2: Giving a signature (c, k,&) produced by PBSS, the signer can
derive (a;', B;") for every (8;, A;) such that:
8; = (a;)"*h(m)kk ' (mod n)
A = a;'8%k?k 2B, (mod n)

Proof: From &; = (a;')"*h(m)kk~'(modn), we have that af = §; h(m)
kk='(mod n) and from ; = «;'$?k?*k™2p,;'(mod n) we obtain ] = (a;")7*
k?k=2572s;(mod n)

Based on these inferences, the signer can calculate aj, 3 for each and
every record. Therefore, the signer can consistently ascertain the two blinding
factors (aj,Bi) for each transmitted record (6;,A;)when provided with a
signature(c, k,&) generated by PBSS.This indicates that the signer has lost
track of the connection between the signature and the instance of the signing
process to which it belongs. Therefore, the unlink ability property is met by our
method.

4.4 Unforgeability

Solving the QR problem and the discrete logarithm problem associated
with Chebyshev polynomials is known for its considerable computational
difficulty, these two problems form the basis of our scheme's security. Below are
some of the possible routes an adversary Adv could take to forge a signature.

Attack 1: Adv makes several attempts to forge signatures using various
methods. Using all of the data at their disposal, Adv hopes to deduce the secret
key v. Given the complexity of CM and QR problems, it is obvious that solving
W = Ty moa ny(¥) (Mod p ) is impossible for Adv.
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Attack 2: By fixing two integers and trying to determine the third, Adv attempts
to derive the signature (c, k,&)for a given message h(m).For example,
Advselects cand k and tries to figure out the value of &such that Tr2 w) =
Th(m)*k#ct (K) (mod p).To do this, Adv firstpicks at random an integers c, k and
computes T = Ty (y4xtct (k). Finally he solves T = Tgz(w) mod pfor u but
can only find &if both QRP and CM are breakable. Next, he may choose (&, k)
and try to find c. He computes p = Ty (w)(mod p) and @ = Ty, (pytxect (K)
(mod p). Then he finds ¢ from Te4(w) (mod p) but only successful if both
problems solvable.

Attack 3:To uncover the scheme's secret keys, Adv may also collect t valid on
message myjwhere j = 1,2,...t. The equations for Adv in this case are as
follows:

v*&} = cf h(my)Biriks (mod n)
v*&; = ¢ h(my)B; 13k (mod n)

v = cf h(my)Biriky (mod n)

The above t equations contain (2t + 1) unknown variables: v, 7;and f3;.
Given that Adv can producethere exists an infinite number of solutions to the
system of equations described above, but it is impossible to discern which one is
the correct solution, v remains difficult to detect.

Attack 4: For the sake of argument, let's say that Adv can figure out CM. Adv
here knows v*, but he is unable to locate b because of the QRP problem. Hence
cannot find A,8and @i, he cannot compute &= i(§71)? (mod n)and fails to
generate the signature(c, Kk, ).

Attack 5: Let's pretend can figure out QRP. This means that he is familiar with
the prime factors of n,p,and . The lack of information v, he is unable to
compute s and £ = 6(§71)? (mod n)(mod n), so unable to generate (c, k, &) as
signature.

5. Performance comparison

Here, the target method is comparedto recently presented methods, such as
those presented by Tahat et al.[15] and Tahat el at [26]. Costs of data storage,
data transfer, and computation have all been considered when discussing the
effectiveness of the proposed work. Table 1 displays some used notations in
quantitative comparisons. Costs associated with both the signing and verification
processes have been considered in the analysis of performance. The relative
estimation notations are listed in Table 2. The relations between
Texps Tenaotics Tmuts Tinvs Tsqr and - with respect to Tpgae, = 0.32 ms has been
established in [27-36].Table 3 displays the relationships between the
aforementioned notations, all of which have been used in the proposed work.
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Table 2 displays a ranking of the metrics according to their computational
complexity;
Thash ~ Tchaotic < Tmul < Tinv < Texp

Table 1
Notations used in quantitative comparisons.
Sr. No. Notation Meaning
1 Texp Group modular exponentiation execution time
2 Tchaotic The duration of a chaotic map's execution
3 Tt Modular multiplication time
4 Thash One-way hash execution time
5 Tsqr Modular square computation time
6 Tinw Inverse modular operating time
Table 2
Relationships among notations
Sr. No. Relationships among notations
1 Thash = Tenaotic
2 T = 2.5 Thasn
3 Tiny ® 7.5Thasn
4 qur = 5Thasn
5 Toxp = 600Thasn
Table 3
Quantitative analysis of signing and verification computational costs
Schemes/Stages Signing stage Verification stage Total (ms)
The Scheme in [15] 2Texp + 2Tchaotic 2Texp + 6Tchaotic 794.16
+5Tinv + Thash +9Tmul
+ 12T
The Scheme in [ 26] 5Texp + 4Tiny ATexp + Thash 1749.44
+Thash + 13Tmul +Tmul
Proposed PBSS 2T chaotic + 4Tiny 2T chaotic 47.52
+Thasn + 29T + 16T
+Thash

In Table 3, we compare the computational complexity and runtime of our
proposed scheme to those of other existing digital signature schemes. Table 3
demonstrates that compared to Tahat et al. [15], Tahat et al. [26], our scheme
has a lower computation cost. Instead of taking 794.16 ms[15] or 1749.44
ms[26], our method only takes 47.52 ms.
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6. Conclusion

Here, we provide a partially blind signature scheme that takes the problem
of factoring and chaotic maps as its foundation. The security of the proposed
scheme relies on the fact that both the quadratic residue and the discrete
logarithm of Chebyshev polynomials are unsolvable. The inherent nature of
Chebyshev polynomials means that the proposed scheme uses fewer bits and has
a lower computation cost than partially blind signature schemes. Our suggested
scheme is more applicable because it provides superior safety, dependability,
and efficiency in real-world scenarios.
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