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Abstract

Blockchain-based solutions offer a promising avenue for privacy-preserving
authentication and authorization mechanisms. Through the immutable and decentralized
nature of blockchain, individuals can maintain control over their personal data while still
engaging in secure transactions and interactions. These solutions leverage cryptographic
techniques to ensure privacy, such as zero-knowledge proofs, which allow one party
to prove possession of certain information without revealing the information itself.By
storing authentication and authorization data on the blockchain, users can access services
without having to repeatedly provide sensitive information. Smart contracts can automate
authorization processes, ensuring that only authorized parties can access certain resources
or perform specific actions. Additionally, blockchain-based identity systems offer a self-
sovereign approach, where individuals have full control over their digital identities,
reducing the reliance on centralized authorities. Moreover, blockchain networks provide
transparency and auditability, allowing users to track how their data is being used and
ensuring compliance with privacy regulations. However, challenges such as scalability,
interoperability, and user adoption remain to be addressed for widespread implementation.
Overall, blockchain-based solutions hold great potential in providing privacy-preserving
authentication and authorization while empowering individuals with greater control over
their data.Blockchain-based solutions offer a promising avenue for privacy-preserving
authentication and authorization mechanisms. Through the immutable and decentralized
nature of blockchain, individuals can maintain control over their personal data while still
engaging in secure transactions and interactions. These solutions leverage cryptographic
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techniques to ensure privacy, such as zero-knowledge proofs, which allow one party to prove
possession of certain information without revealing the information itself.

Subject Classification: 68M25.

Keywords: Blockchain, Privacy-preserving, Authentication, Authorization, Self-sovereign identity.

1. Introduction

In a time when using technology to do everything is so common,
privacy and data protection is very important [1]. Users often have to give
out private and sensitive information when using old-fashioned login and
permission methods. This leaves them open to identity theft and improper
access. New blockchain-based solutions, on the other hand, look like a
good option. They offer privacy-protecting [2] identification and
permission systems and give people more control over their digital IDs.
Blockchain technology was first created as the foundation for
cryptocurrency like Bitcoin. It has since grown into a flexible tool that can
be used in many fields, such as identity management and protection.

At its core, blockchain is a decentralized, [3] unchangeable ledger that
is kept up by a network of nodes. It safely records events in the order they
happened. Because blockchain is spread, it is open, strong, and hard to
change. This makes it a great choice for building trust in digital exchanges.
Cryptographic methods are used to protect the privacy and security of
private information during identification and authorization using
blockchain. One important idea is zero-knowledge proofs, [4] which let
one person (the prover) show that they know something to another person
(the checker) without giving away the information. Blockchain-based
identity systems also allow people to be self-sovereign, which means they
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have full control over their digital identities. Users don't have to rely on
third-party identity companies to handle and prove their names. This
makes it easier for privacy and lowers the risk of identity theft. People can
safely prove who they are on different sites without putting their privacy
at risk by using cryptographic keys and digital signatures [5].

Blockchain networks also offer openness and auditability, which lets
users see how their data is being used and makes sure that privacy laws
are followed. Every activity on the blockchain is permanent and recorded
with a time stamp [6]. This makes it possible to see exactly who accessed
and used data and when. This makes people more responsible and builds
trust between people in digital exchanges.Even though there might be
benefits, problems like scale, openness, and user adoption are still stopping
blockchain-based identity and authorization solutions from being widely
used [7].

2. Methodology

The above Figure 1 shows, the overview of the architecture, whereas
Figure 2 show the process of Transaction and structure. Whereas Figure 3
Mlustrating the Authentication and Authorization Phase for Blockchain-
Based Solutions for Privacy-Preserving Authentication and Authorization.

2.1 Advisory Control mechanism

1. Adversary Capability: We assume the existence of a probabilistic
polynomial time (PPT) adversary A with the capability to
impersonate service providers (SP) or mobile users and perform
various attacks.
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2. Control Over Public Channel: The adversary A can control the
public channel between users (Ui) and service providers (S5j),
allowing for message injection, blocking, eavesdropping, and
tampering. Mathematically, this can be represented as:

3. Adversary Control:
*  Acontrols public channel between Ui and Sj

Obtaining Authentication Factors: .4 can obtain either the mobile
device or the password, representing the two authentication factors.
Additionally, A can extract secret information from the mobile
device and enumerate the password space |DPW| using offline
dictionary attacks. Mathematically:

4. Adversary Obtains Factors:
¢ A obtains mobile device or password

Offline Dictionary Attacks: The adversary A can perform offline
dictionary attacks to enumerate the password space | DPW|. This
involves attempting various combinations of passwords until a
match is found. Mathematically:

5. Offline Dictionary Attacks:

* A enumerates password space | DPW |

2.2 Security

In a Mobile Cloud Computing (MCC) structured service model, [8]
the security needs for a blockchain-based identification and permission
method cover a number of important areas. The first thing the plan needs
to do is make sure that both the mobile user and the service provider can
safely verify each other’s names. Multi-factor security is an extra layer of
safety that uses more than one way to prove who you are, like fingerprints,
codes, or passwords. This lowers the chance of getting in without
permission, even if one of the factors is broken [9].To stop bad people from
getting in without permission or messing with security processes, it’s
important to protect against wrong password login/update attacks and
reply attacks. There should be ways in the plan to find and stop these
kinds of threats [11].
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3. Smart Contact of proposed Method
3.1 Initialization Phase

In the initialization phase [10] of the consortium blockchain network,
authorized Service Providers (SPs) become nodes in the network. The
Manager of the consortium blockchain (MSP) selects cryptographic
parameters including an additive group of points G with order q, where P
serves as a generator of G. Additionally, six hash functions %0, h1, h2, h3,
h4, h5 are chosen to ensure security. Each SP generates a private key SK_S;j
and computes its public key PK_Sj = SK_Sj* P, registering it with MSP. SPs
also publish their privilege unit price lists on their websites. On the
blockchain, smart contracts (Algorithms 1-4) are initialized and deployed.
MSP publishes the selected parameters {G, g, P, PK_Sj, h0, h1, h2, h3, h4, h5)
for network consistency and security. This initialization phase establishes
the foundation for secure and transparent interactions within the
consortium blockchain network.

3.2 User registration Phase

Step 1: User Ui selects an SP Srj closest to the mobile device MD,
chooses arandom number SKUi € Zq*, and generates a service subscription
list L recording desired privileges, service periods, and payment amounts.
MD calculates the public key PKUi = SKUi-P and PIDi = h5(PKUji). Then,
MD generates a signature Sui = Sig(SKUi, PIDi || T1 || L) and a NIZK proof.
Finally, Ui transmits {PIDi, PKUi, SUi, L, reg, T1, 7t} to Srj and pays service
fees securely.

Step 2: Upon receiving the message at time 2T2, Srj checks |T2-T1 |
< AT and validates 7t to confirm PKUi validity. If valid, Srj confirms (PKU;i,
SUi, PIDi || T1|I L) = 1, checks fee equivalence, computes SRSj, and submits
the registration transaction to the blockchain.

Step 3: Transaction processing is explained in Section 4.3. Smart
contract Algorithm 2 verifies the transaction, recalculates costs, and checks
fee correctness for each SP. Satisfied conditions lead to blockchain storage;
otherwise, Srj interrupts and refunds fees.

Step 4: Upon receipt, Ui inputs PWUi into MD, generates Zi = hO(PIDi
[l PWUi || bi), Fi= (SKUi || T1) @ Zi, and V = h3(h2(SKUi || T1 || Zi)). Finally,
Ui stores Fi, V, bi, PKU;i, 7, and L securely.

Step 5: All SPs request subscription fees from Srj off-chain based on
acceptance SP identity IDSj and transaction list L.
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Algorithm:

1:  Initialize variable U as a User instance
with attributes PIDi,UPKj,IDSj,PKS;j,L,1T1,SULand SRS;.

2:  Retrieve the latest transaction U* associated with the Personal ID
PIDi from the key-value database to verify the uniqueness of the
user identity.

3:  If *2NullU*=Null,then return an error message stating

“User is already registered”.

Extract the service subscription list L from U.

Iterate through each Service Provider (SP) j inL.

Calculate the unit price UPSj of the access privilege LP[j] on SP Sj.

Compute the total cost cost=UPSjxLDSj for each service subscribed.

If the calculated cost costcost does not match the recorded cost LCl[j]

in L, return an error message indicating that either the subscription

list is incorrect or the user did not pay enough.

9:  Store the transaction U in the blockchain.

10:  Finish user registration and subscription.

11: Return a success message indicating “Mobile user is successfully
registered!”.

4. Authentication and Authorization Phase

The authentication and authorization phase for blockchain-based
solutions for privacy-preserving authentication and authorization into a
mathematical model step by step:

Step 1: User Initialization

Each user Ui initializes their identity by generating a pair of
cryptographic keys: a public key PKUi and a private key SKUi.

(PKUi, SKUi) = KeyGen()

Step 2: Service Provider (SP) Registration

Each SP Sj registers on the blockchain network by generating a public-
private key pair (PKSj, SKSj) and publishing its public key.

(PKSj, SKSj) = KeyGen()

Step 3: User Authentication Request

User Ui sends an authentication request to an SP Sj by transmitting
their identity PIDi, public key PKUi, and authentication data.

AuthRequest = (PIDi, PKUi, AuthData)
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Access granted

Figure 3

Illustrating the Authentication and Authorization Phase for Blockchain-Based
Solutions for Privacy-Preserving Authentication and Authorization

Step 4: SP Verification and Authentication

Upon receiving the authentication request, SP Sj verifies the user’s
identity and authenticity by validating the user’s public key and
authentication data.

Step 5: Blockchain Verification

After successful verification by SP Sj, the authentication request
details are recorded on the blockchain for transparency and accountability.

Transaction = (PIDi, PKUi, AuthData, Timestamp)

Step 6: Authorization Decision

Upon successful authentication, SP Sj makes an authorization
decision based on the user’s identity and requested actions.

Step 7: Access Granted

If the authorization decision is positive, SP Sj grants access to the
requested resources or services to user Ui.

Step 8: Blockchain Logging

The access granted event is logged on the blockchain for audit and
accountability purposes.

Transaction = (PIDi, Action, Timestamp)

5. Performance Analysis

Table 1 shows the operational running time (in milliseconds) for
different types of users and Service Providers (SPs). Users’ time is made
up of things like temporary storage (Tmp), session management (Tsm),
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hashing (Th), file encryption (Tfe), mobile computation (Tmc), blockchain
processing (Tbp), payment authentication (Tpa), and the expiration of
private keys (Texp).

Table 1
Operational Running time for user and SP
Parameter User SP
Tmp 34.25 5.23
Tsm 14.23 2.35
Th 33.45 6.45
Tfe 56.23 3.25
Tmc 12.45 4.56
Tbp 56.23 1.75
Tpa 44.12 1.14
Texp 18.05 2.15
% | J I I I I
B
Figure 4

Operational running time for users and Service Providers (SPs) across
different parameters

It is shown in Figure 4 and 5 how long each method takes to run for
both people and SPs, as well as how much it costs in milliseconds. There is
a comparison of the different authentication methods in Table 2 based on
how quickly they can be used. AES (Advanced Encryption Standard),
Asymmetric encryption, a Hybrid system that combines symmetric and
asymmetric encryption and the proposed method are some of the methods.
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Table 2
Authenticator Phase and Computational Comparison
Method User (ms) SP (ms) Final Cost (ms)
AES 79.25 12.56 90.23
Asymmetric 65.25 11.25 75.33
Hybrid 26.35 2.65 30.26
Propsoed 40.56 10.45 52.34

It is shown in figure 4 how long each method takes to run for both
people and SPs, as well as how much it costs in milliseconds. It has been
seen that the proposed method strikes a middle ground between security
and processing efficiency, scoring somewhere in the middle of the other
methods. Even though AES works well for SPs, it costs more to run for
users, which could mean problems with scaling.
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Figure 5

Authentication Methods and Computational Comparison

6. Conclusion

Blockchain-based solutions look like they could help make
identification and authorization systems in network settings more private.
By using autonomous and unchangeable ledgers, these solutions deal
with important issues like keeping data safe, being open, and having faith
in identification processes. Blockchain networks use cryptography to
make sure that users are who they say they are. They also protect users’
privacy by keeping private data from getting out. Adding smart contracts
also makes it possible to automate the permission process, which makes
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sure that rules for access control are followed in a clear and effective way.

It’s important to remember, though, that blockchain-based solutions don't

come without costs. Scalability, interoperability, and legal compliance are

still issues that need to be fixed before it can be used by more people.
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