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Abstract
The Internet of Things (IoT) system makes it possible for different gadgets to connect 

to each other and send and receive data without any problems. But it’s not easy to make sure 
that the data being sent and received within this structure is safe and correct. A Lightweight 
Authenticated Key Management Mechanism (LAKMM) is suggested as a way to solve this 
problem. The goal of LAKMM is to improve the security of data transfer in IoT settings while 
reducing processing waste and resource use, which are important factors for IoT devices that 
don’t have a lot of resources. LAKMM’s most important parts are its fast key creation, sharing, 
and identification systems that are designed to work in IoT settings. LAKMM finds a good 
mix between security and speed by using small cryptographic primitives and speeded-up 
protocols. It also protects against common attacks like eavesdropping, hacking, and repeat 
attacks, making sure that the data being sent is kept private and secure. LAKMM also has 
features for dynamic key changes and revocations, which are important for keeping things 
safe in IoT settings where devices are always joining and leaving the network. We show 
that LAKMM works well at offering strong security with little extra work for computers by 
simulating and analyzing it. So, LAKMM looks like a good way to improve the security of 
data transfer in the IoT framework.

Subject Classification:  68M25.
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1.  Introduction

The Internet of Things (IoT) has changed how gadgets talk to each 
other and work together, making it possible for data to flow easily between 
different areas. But this connectivity also makes me very worried about 
the safety and accuracy of the data being sent. Traditional security methods 
for making sure safe communication in IoT settings often have high 
processing costs and limited resources, which makes them useless for IoT 
devices that don’t have a lot of resources [1]. A Lightweight Authenticated 
Key Management Mechanism (LAKMM) is suggested as a way to deal 
with these problems. The goal of LAKMM is to make data transfer safer in 
the IoT framework while reducing the amount of work that needs to be 
done and the amount of resources that are used. LAKMM strikes a balance 
between security and speed by using lightweight secure primitives and 
improved protocols [2]. 

This makes it suitable for use in IoT settings with limited resources. 
Some important parts of LAKMM are its efficient key creation, sharing, 
and identification methods that are made to work with IoT devices. 
LAKMM [3] also allows dynamic key changes and revocations, which is 
very important for keeping things safe in IoT settings where devices are 
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always joining and leaving the network. This will help IoT technologies be 
used in more areas while keeping sensitive data safe.

This lets devices with limited resources work efficiently.An important 
part of LAKM is that it puts a lot of stress on identification. Mechanisms 
for authentication are needed to make sure that the people talking are 
who they say they are and that the data being sent is safe and secure. To 
find [4] a good mix between security and speed, LAKM uses verification 
methods that are designed to work in an IoT context.Also, LAKM lets you 
change and delete keys on the fly, which is very important for keeping 
things safe in IoT settings where devices join and leave the network all the 
time. This makes sure that keys that have been stolen can be changed 
quickly, which lowers the risk of data hacks or illegal access [5]. The 
Lightweight Authenticated Key Management in IoT is very important for 
keeping communications safe and secure in IoT ecosystems. It makes it 
possible for a lot of different areas to use IoT technologies and protects 
private information from possible threats and attacks [6].

Key Generation:

1.	 Choose two large prime numbers, p and q.
2. 	� Calculate their product, ,n p q= ∗  which will be used as the modulus 

for both the public and private keys.
3. 	� Calculate Euler’s totient function, 

( ) ( 1)( 1)n p qj = − −

4.	� Choose an integer e (the public exponent) that is relatively prime to 
φ(n), typically a small prime such as 65537(2 ^16  1).+

5.	 Compute the private exponent d, such that 

	 1(mod ( )),e d nj∗ ≡  using the Extended Euclidean Algorithm.

Public Key Distribution:

1.	 The public key consists of the modulus n and the public exponent e.
2. 	� The public key is widely distributed and made available to anyone 

who wishes to encrypt messages for the owner of the key pair.
3. 	� It is important to note that the public key can be freely distributed 

without compromising the security of the encryption process.
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2.  Proposed Method

Key length and what it means in cryptography must be studied in 
order to create safe communication methods, especially in places with 
limited resources like the Internet of Things (IoT). [7] Encryption strength 
is directly related to key length. Longer keys usually offer higher security 
but need more memory and processing power. In contrast, shorter keys 
may make security less strong by making it easier for hackers to get in. 
When you choose a key length, you have to weigh security concerns 
against the need to save resources. We spent a lot of time thinking about 
what key length would work best for our Lightweight Authenticated Key 
Management Mechanism (LAKMM), which is built for Internet of Things 
(IoT) devices [8]. 

We wanted to find a balance between security and speed, keeping in 
mind that machines with limited resources have their limits. Although 
bigger key sizes usually make protocols safer, they also make computations 
more expensive. Because of this, we chose a 64-bit key size, which is the 
same as other lightweight cryptographic systems like LED and PRESENT 
[9]. Our choice was also influenced by the fact that our process is flexible 
and key changes happen often during discussion rounds. For this flexible 
method to work, the key size had to be big enough to provide strong 
security without making the computer work too hard. We also added the 
idea of partial keys to cut down on extra work and make the system more 
reliable as shown in Figure 1. By only using partial keys, we not only cut 

Figure 1
Server Authentication form CA Authority for Server
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down on the amount of space needed, but we also reduced the chance that 
the keys would be stolen or intercepted [10]. Our key management plan 
also uses a method called “pre-distribution” instead of “dynamic key 
assignment.” This option makes better use of resources, lowers the cost of 
connection, and boosts security by encrypting keys safely while the device 
is being made. As well as making it easier to work offline, pre-distribution 
is also resistant to some types of threats. This makes it a good choice for 
IoT settings with limited resources.

3. � Lightweight Authenticated Key Management Mechanism 
(LAKMM)

3.1 Making the Keys

Key creation is an important part of the Lightweight Authenticated 
Key Management Mechanism (LAKMM). It creates the cryptographic 
keys that IoT devices need to communicate securely with each other. Key 
generation is the process of making unique encryption and decryption 
keys, which are needed to send and receive encrypted and decrypted data 
in the IoT environment.The mix between security and resource economy is 
an important thing to think about when making keys [11]. Because IoT 
devices don’t have a lot of resources, LAKMM works on making keys that 
provide enough protection while using as little memory and processing 
power as possible. Usually, this means picking the right key lengths and 
encryption methods that are made for lightweight applications. In 
addition, randomness may be added to LAKMM’s key creation process to 
make it safer. Randomness makes sure that the keys that are created are 
unpredictable, which stops attackers from using brute-force or other 
cryptography techniques to try to guess or get the keys. However, it can be 
hard for IoT devices with limited resources to generate truly random 
numbers. To solve this problem, pseudo-random number generators 
(PRNGs) or hardware-based random number generators are often needed. 
Additionally, LAKMM tries to find a fine balance between security, 
resource efficiency, and ease of application when making keys. LAKMM 
makes sure that IoT devices can set up safe ways to communicate without 
using up too many of their limited resources. It does this by using simple 
cryptographic primitives and carefully planning the key generation 
process.
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3.2 Key Distribution

Key sharing is another important part of LAKMM that makes sure 
that IoT devices that talk to each other safely share private keys. Key 
distribution sends encryption and decoding keys to the devices that are 
taking part from a known source, like a central computer or a key 
management system.In LAKMM, key sharing methods have to deal with 
the problems that come up because IoT devices don’t have a lot of resources. 
Traditional ways of sharing keys, like public-key cryptography, might not 
work because they are hard to compute and need a lot of memory. Instead, 
LAKMM might use symmetric-key distribution methods, in which a 
shared secret key is pre-installed or “provisioned” on devices that are 
going to be used during the production or implementation phase.Also, 
LAKMM might use safe communication methods, like Transport Layer 
Security (TLS) or Datagram Transport Layer Security (DTLS), to send keys 
safely over networks that might not be safe. These procedures make sure 
that keys aren’t lost or stolen while they’re being sent by encrypting, 
authenticating, and protecting their security.

Also, LAKMM might include key management methods that support 
dynamic key sharing. This would let devices change their cryptographic 
keys on a regular basis, which would lower the risk of key theft or illegal 
access. This flexible method makes IoT communication routes more 
resistant to changing security risks.Overall, LAKMM’s key sharing is 
focused on quickly giving cryptographic keys to IoT devices while keeping 
them safe and able to withstand threats. Utilizing lightweight cryptography 
methods and safe communication protocols, LAKMM makes sure that 
keys are shared safely and effectively within the IoT environment.

3.3 Methods of Authentication

Authentication methods are very important to LAKMM because they 
make sure that talking IoT devices are who they say they are and that the 
data they send is correct and real. Mutual authentication is a type of 
authentication in which both sides confirm the names of each other before 
setting up a safe communication route.In LAKMM, authentication 
methods must be both light and strong, able to provide strong 
authentication promises without putting a lot of extra work on IoT devices 
that don’t have a lot of processing power. Digital fingerprints, message 
authentication codes (MACs), and challenge-response methods are all 
common ways to prove who you are.
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3.4 Dynamic Key Updates and Revocations

LAKMM’s most important feature is dynamic key updates and 
revocations, which let IoT devices regularly update their cryptographic 
keys and delete keys that are no longer valid or have been hacked. IoT 
communication channels are better able to handle new security threats 
when dynamic keys are updated, and key removal lowers the risk of data 
breaches or illegal access.

LAKMM may also include key termination methods that let devices 
get rid of old or stolen keys. This way, attackers can’t use them to get in 
without permission or change data being sent. Key removal lists or 
certificates can let devices that are part of the program know about keys 
that have been taken away, making sure that they are not used for 
encryption or decoding anymore.Also, LAKMM might use effective key 
management methods that keep the extra work that comes with updating 
and resetting keys to a minimum. This way, IoT devices can do these things 
without using up all of their limited computing power.

Key Generation:

1. 	 Choose a random prime number, p.
2. 	 Select a generator g in the finite field of order p.
3. 	 Select a random secret exponent x.
4. 	 Compute the public key ^  mod .y g x p=

 	 Equations:
^  mod y g x p=

Key Distribution:

1. 	 Share the public key y with other communicating parties.
2. 	 Keep the secret exponent x confidential.

Authentication:

1. 	� When a party wants to authenticate itself, it generates a random 
nonce, r.

2. 	 It computes the challenge as ^  mod .c g r p=
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3. 	 It sends the challenge c to the verifying party.

 ^  mod c g r p=

Verification:

1.	� Upon receiving the challenge c, the verifying party computes the 
expected response as ^  mod .v c x p=

2. 	 It compares the received response v with the computed response.

3. 	� If they match, authentication is successful; otherwise, authentication 
fails.

^  mod v c x p=

Dynamic Key Updates and Revocations:

•• To update keys dynamically, parties agree on a new secret exponent 
and regenerate their public keys accordingly.

•• To revoke a key, parties remove the corresponding public key from 
their key sets.

4.  Result and Discussion

Analysis of the Proposed Key Management Scheme for Security
The number of partial keys, the related index list, the network key, 

and the total amount of room needed in kilobytes for different setups are 
shown in Table 1, Figure 2 and 3. Each partial key has a fixed size of 64 bits. 
The data shows that as the number of partial keys and the sizes of the lists 
that go with them grow, so does the total amount of room that is needed.
The table shows that as the number of partial keys goes up, so does the 
size of the index list, which is used as a guide for the network key sharing 
process. There is a direct link between these two factors because the index 
list grows at the same rate as the number of partial keys. As the number of 
partial keys goes from 70 to 10,020, for example, the index list that goes 
with them goes from 370 to 140,020.
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Table 1
Different numbers of partial keys need different amounts of space.

Partial Key Bits No of Partial Keys Index List Network Key Total in KB
64 70 370 84 20.25
64 120 720 84 20.48
64 270 2020 84 21.23
64 520 4520 84 22.51
64 1020 10020 84 25.13
64 5020 65020 84 47.47
64 10020 140020 84 76.16

Figure 2
Comparison of Total Size with Number of Partial Keys

Figure 3
Total Size in KB vs. Partial Key Bits / No of Partial Keys
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The network key, which is needed for safe contact within the network, 
stays the same in all setups, which means that its size doesn’t change based 
on the number of partial keys. The network key size in this sample is 
always 84 bits, which suggests that the security needs stay the same no 
matter how big the network is.

The most important thing to notice about the table is that as the 
number of partial keys grows, so does the amount of room needed. Each 
partial key has a set size of 64 bits, but as the number of keys and their 
related index lists grows, so does the total amount of data needed. This 
shows the problems with key management systems being able to grow, 
especially in big networks where making good use of storing space is very 
important. Instead, the relationship looks like it’s pretty much straight, 
which means that the amount of keys and the data structures that go with 
them can be used to predict and control storage needs.

5.  Conclusion

LAKMM, or the Lightweight Authenticated Key Management 
Mechanism, looks like a good way to improve data transfer in the Internet 
of Things (IoT) system. LAKMM simplifies the process of making keys, 
distributing them, and authenticating users. This helps it deal with the 
unique problems that resource-constrained IoT devices bring up while 
still ensuring strong security and smooth communication.The study of 
key length and sharing methods shows how important it is to find a 
balance between the needs for security and the limits of IoT devices. 
LAKMM saves resources and reduces the amount of work that needs to be 
done on the computer by using lightweight secure primitives and 
distributing keys ahead of time.The dynamic key update and revoke 
methods also make IoT networks more resistant to new threats by making 
sure that keys that have been compromised can be quickly changed to 
keep communication routes safe.Overall, LAKMM provides a flexible and 
scalable way to send data securely in IoT settings, allowing connected 
devices to work together without any problems and protecting against 
data breaches and illegal access. As IoT continues to spread across many 
businesses, using LAKMM could make contact safer and more efficient in 
the future world where everything is linked.
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