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Abstract
Security and privacy of EMI images while being transmitted over an insecure medium or 

when stored on third-party storage. In this paper, an enhancement of the EBS steganography 
with four layers of cryptography has been implemented to ensure the secrecy and privacy 
of a large and diverse data set of X-ray images available in JPEG format. The major objective 
of this research is to secure a large and diverse data set of EMI into a cover image without 
degrading the EMI quality as these can be used for future medical referencing. A data set of 
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5856 varying dimensioned and sizes X-ray images is hidden one at a time around the Edge 
of the normalized cover image Lena using edge-based steganography. The algorithms with 
various performance evaluation tests such as Computational Time is 0.135217 seconds for 
creating one stego-crypto-image, Peak Signal to Noise Ratio (PSNR) is 74.55838892 dB, Mean 
Square Error (MSE) is 3.50075E-08, Bit Error Rate (BER) is 2.25493E-05, SSIM is 0.46291047, 
etc. The results obtained showed less computational time, while quality tests such as BER, 
and SSIM ensure that the image extracted is the same as the original hence better performance 
and reduction in computational time. 

Subject Classification:  00A71.

Keywords: Real-time applications (RTA), Electronic medical image (EMI), Secrecy, Privacy,  
Computational time.

1.  Introduction

EMI is mostly communicated on an insecure medium or stored on 
third-party storage renders them vulnerable to attackers, or hackers [1, 2]. 
The security and privacy of EMI need to be enhanced [3,4]. EMI such as 
X-Ray [5,6], MRI, CT-Scan, [7,8], etc. EMI are valued and crucial for patients 
as they can be used for future diagnosis. EMI is generally stored by 
hospitals, patients, labs, etc. either locally or on a cloud. The recent year 
has witnessed a mass increase in hacks and threats to EMI [9] thus is a rise 
in concern. 

1.1 Problem Statement

The previous researchers implemented various data hiding techniques 
for enhancing the security of EMI but their validity has not been proved as 
they were not applied with even standard performance evaluation tests 
such as PSNR, MSE, R, etc. The researchers in [2,10–12] used conventional 
data hiding techniques such as Least Significant Bit (LSB), Advanced 
Encryption Standard (AES), Discreet Wavelet Transform (DWT), Rivest 
Shamir Adleman (RSA), Exploiting Modification Direction (EMD), 
Arithmetic Coding (AC) with Most Significant Bit (MSB), Blowfish, Data 
Encryption Standard (DES), 3DES or triple-DES. These are well known to 
all, easy to detect, and are vulnerable to attacks, and computationally 
complex to implement [13,14]. They lack to carry maximum covert 
information and often suffer from the same limitations as the conventional 
approach [15]. 
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1.2 Research Contributions

The major contribution of this research work has been summarized 
below:
•	� Implementation an enhanced EBS with four layer cryptography on 

5856 X-Ray images sized 1.6 GB which are large, complex and vary 
in dimensions. Performance testing with PSNR, MSE, SSIM, R, etc.

The rest of this article is organized in the following sections: Section 2 
is a background study tabulates the latest, relevant, and current research 
work in EMI. Section 3, discusses the enhanced EBS steganography with 
four-layer cryptography. Section 4 discusses the results achieved from 
performance evaluation tests. Finally, the conclusion and future scope of 
this research work. 

2.  Literature Review

The research work proposed in this research focuses on lesser 
computational time steganography which is suitable for real-time 
applications. In Table 1, it can be seen that few research works such as 
[15,16,18,20] focused on hiding alphabets in ASCII format in an EMI. 
ASCII numbers are hidden in a cover image using an LSB or MSB 
algorithm. Here a limited number of alphabets are hidden. This research 
work hides a larger and varying data set of 5856 images. The amount of 
data hidden is less compared to the amount that can be hidden. Thus, the 
payload capacity is not fully utilized. While this research work hides a 
maximum payload of 2414342 Bytes. Most of the previous research works 
are not focused on providing security to EMI accessed through real-time 
applications [12]. While researchers in [21,24, 25] secured medical data 
such that it can be implemented for RTA. 

Table 1
Study Based on Cover and Secret Message Types, Sizes, and Dimensions.

Cited as Cover Images (CI) CI 
dimensions

Hidden 
message

Message 
size 

[20] 50 ECG records (20 mitdb, 30 
ptbdb) 90 records European 
ST-T database, tested 222 
records were 130 from ptbdb 
database, 40 and 52 from 
mitdb and European ST-T 
database

- ASCII 
equivalent 
of patient’s 
confidential 
information

-

Contd...
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[16] Lena, Pepper 512×512 Text -
[18] Lena, Baboon, Airplane F16, 

Tiffany, Pepper
512×512 26 Characters 52,400 

Bytes
[19] Grey and colour medical 

images
Grey 512× 
512, color 
256× 256

Secret text 8 
and 192 digits

-

[10] 10 MR Images 256×256 10 Grey scale 
images

165×165

[11] 10 MRI and CT images 512×512 1000 to 20000 
characters

-

[14] Lena, Pepper, Baboon 512×512 Secret image -
[15] 2,00,000 CelebFaces grey 

images
70 ×109 Text 37 Bytes

[23] Medical images (CT, MRI, 
US, X-Ray)

480 × 480 Patient 
info, doctor 
comments, 
logo

-

[22] Seven medical images from 
the SIPI dataset

512×512 Patients report -

Few research works [10] have hidden smaller dimensions of images 
165 × 165 into the cover image. While [11,15,18,19,20,23] have converted 
text into ASCII and then hidden them into an image. 

3.  Proposed Method

In this paper, the authors have implemented a hybrid combination of 
steganography and cryptography. Firstly, performing edge-based 
steganography (EBS) which hides the normalized cover image Lena (NL) 
with one of the X-Ray images from a data set of 5856 images one at a time. 
Then save them with the same name as the X-ray image. Secondly, the 
stego-image generated above is applied with four layers of cryptography. 
The computational time for encryption and decryption is calculated. 
Finally, a common performance evaluation test is performed on the stego-
crypto-image to ensure the validity of the proposed algorithm.  

3.1 Edge Based Steganography (EBS)

EBS method works in the background region of the cover Lena. Here 
Lena’s image is converted as per Figure 1 noise is added around Lena. This 
will be separated into RGB components. Then one secret X-ray image will 
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be hidden around the edges of the RGB components separately. This will 
generate a stego image.

Figure 1
Normalized cover image Lena (NL)

3.2 Four Layers of Cryptography

The stego-image generated above will be applied with four layers of 
cryptography. Firstly, initial permutation here a random table of the same 
size as one of the components of the NL will be constructed then it will be 
applied with randomized values that will be used as substitution values 
for the stego-image. Secondly, Circular right shift (CRC) where each 
component of the stego-image will be divided into two halves say left half 
(LH) and right half (RH). Both LH and RH will be applied with a circular 
right shift by four columns. Here four columns from the front are moved 
back circularly for both LH and RH for all RGB components. Thirdly, the 
LH is XORed with the RH which will generate the new LH while the old 
LH will become the new RH. Fourth, both the new LH and new RH are 
combined into one image. Here the even columns are interchanged with 
the odd columns. The resulting image is a stego-crypto-image will be used 
for transmission and storage on third-party storage. 

Algorithm: Enhancement of EBS steganography with four layers of 
cryptography.

Step1: Load the Normalized cover image Lena. Initialize count to 0.
Step 2: Detect the edges around Lena in the normalized image from step 1.
Step 3: Load one X-ray image from a data set of 5856 images. Increment count 
by 1.
Step 4: Hide the X-ray image in the edges found in step 2. 
Step 5: Check if count is 5856 (or total length) else go to step 3.

Step 6: Stop.
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4.  Results 

The results for the proposed method were achieved in MATLAB on 
data set discussed in this section. The normalized cover image is 
dimensions 1080 × 1080 size is 720 KB. The varying-sized X-ray images 
belong to 5856 X-ray images downloaded from Mendeley (Kermany, 2018 
https://doi.org/10.17632/rscbjbr9sj.2).

Computation time is measured in terms of Encryption and decryption 
time. Encryption time is the time taken to secure the EMI after creation on 
the storage or for transmission. While decryption time is the time taken to 
extract back the X-ray image. The total encryption time is 18.2153 minutes 
while decryption time is 4.60174 Hrs. 

4.1 Performance Evaluation Test

To prove the validity of the proposed enhanced EBS with four layer 
the following test were performed. The values achieved for the test have 
been tabulated in Table 2 below.
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1 1

( , ) ( , ) (1)
m n

i j

I i j SI i j
m n

MSE
= =

−
×

= ∑∑

Peak Signal to Noise Ratio (PSNR)
2

10
max10log  (2)
MSE

PSNR =

Root Mean Square Error (RMSE)

2
1 2

1

1  ( ( )  ( )) (3)
L

iL
RMSE c i c i

=
= −∑

Structural Similarity Index Metrics 
(SSIM)

1 2
2 2 2 2

2 2

(2 )(2 )

( )( )
( , ) (4) x y xy

x y x y

c c

c c
SSIM x y

m m s

m m s s

+ +

+ + +
=

Embedding Ratio (ER)

(5)p
M N

ER
×

=

Pearson Coefficient (R)

Re

( ,Re)( ,Re) (6)
Ac

Cov AcR Ac
s s

=

Coeffecient of Variation (CV)
(  ) (7)Ac µ

N
std S −=

 (8)Ac
N

mean S=

( )
( ) (9)std img

mean img
CV =

Number of Pixel Changing Rate 
(NPCR)

( , ), 100 (10)
D i ji j

M N
NPCR

S

×
= ×

1 20  ( , ) ( , ) 
( , )  (11)

1       otherwise
c i j c i j

D i j
 == 


Edge Differential Ratio (EDR)
, 1

, 1

1 2

1 2

| ( , )  ( , )|
| ( , )  ( , )|

 (13)
N
i j
N
i j

c i j c i j
c i j c i j

EDR S
S

=

=

−

+
=

Contd...



ENHANCED SECURITY OF EMI USING AN EDGE-BASED STEGANOGRAPHY� 781

Unified Average Changing Intensity (UACI)
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5.  Conclusion

EMI while being transmitted over an insecure medium or stored on 
unsecure third-party storage should be secured. As the number of EMI 
has increased with the increase in population. Thus, the security and 
privacy of EMI needs to be ensured. To secure large amount of EMI of 
varying dimensions and properties the authors have proposed an 
enhancement of EBS steganography with four layers of cryptography. 
Which has proved to be light as the computational time taken to implement 
is less. The performance evaluation test prove that the proposed method 
has enhanced secrecy and privacy while dealing with larger and diverse 
data set of EMI. In EMI the secret X-ray image is embedded in the region 
of no interest (RONI). The proposed method has achieved a PSNR of 
74.558 Db, SSIM is 0.999 these value show that the X-ray image after 
decryption and extraction from the cover signal retains images quality. In 
future, a machine learning algorithm could be developed to detect edges 
in any cover image which can then be used for hiding X-ray images. 

Table 2
Performance test values achieved for the proposed methods.

Performance Measure Minimum Value Maximum Value
MAE 1.68014E-06 0.040669068

Contd...
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PRD 0.000109967 7.462821777
CR 0.995818345 8.834928525
UACI 6.5888E-09 0.000159487
NPCR 0.002254929 95.5854502
E 5.99882228 7.839790659
MSE 3.50075E-08 0.003261895
PSNR 24.86530032 74.55838892
SSIM 0.46291047 0.999981058
ER 100 100
CV 894.5573283 690610.063
R 0.97765712 0.999999371
SNR -0.016539737 0.049219314
RMSE 0.000187103 0.057113001
BER 2.25493E-05 0.955854502
KL-D -9.58722E-06 0.000248958
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