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Abstract

The emergence of the Internet of Things (IoT) has initiated an era where numerous
devices are interconnected, resulting in the generation of significant volumes of data. Data
security is an issue raised by this increase in communication, especially when it comes
to picture encryption. Traditional encryption methods create considerable challenges in
resource-constrained IoI' environments. In this paper, a novel encryption-based framework
known as the Feistel-Permutation Network Hybrid is proposed. It effectively safeguards IoT
image data. A comprehensive performance evaluation by utilizing MATLAB that shows the
effectiveness of the algorithm used. The findings offer valuable insights into the efficacy of
the algorithm. Also, the areas for further investigation within the ever-evolving field of IoT
image encryption are discussed.

Subject Classification: 68M25 Computer Security.

Keywords: Privacy-preserving, Cryptography, Secure force algorithm, Intelligent encryption
systems, Medical image protection.

1. Introduction

The Feistel structure plays a key role in the encryption process. It
contributes to the security of the IoI image encryption by incorporating
non-linear operations, block swapping, and combination operations,
enhancing the complexity of the encryption algorithm [1]. IoI image
encryption significantly impacts the overall security and privacy of IoT
devices and networks. The additional connectivity that would result from
the billions of devices that IoT devices are predicted to connect will
probably produce enormous volumes of sensitive data, including images
[2] [3] [4]. In the context of image data, encryption safeguards visual
information from unauthorized access, protecting privacy and preventing
tampering. The encryption of IoT image data is essential for maintaining
the integrity and confidentiality of visual information in applications such
as surveillance, healthcare, and smart environments [5] [6].

IoT applications that need secure image processing benefit from the
encryption algorithm’s lightweight nature. Processing power, memory,
and energy are generally scarce in Iol devices [7]. Traditional encryption
algorithms are computationally complex and may waste energy and
processing resources on resource-constrained IoI' devices . Hybridization
with a permutation network boosts algorithm speed and security. The
paper’s structure includes Section II, which presents Iol and image
encryption background. Our proposed framework’s architectural design
is detailed in Section III. Section IV analyzes Matlab experiments in detail,
evaluating performance. Section V analyzes the data and presents the
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results. Section VI concludes with a summary of future research and
investigation.

2. Background

Cryptographic block ciphers use Horst Feistel’s symmetric Feistel
structure. It efficiently encrypts and decrypts using the same structure [8].
The Feistel structure’s simplicity and efficacy make it ideal for image
security [9]. Since it processes data in fixed-size blocks, the structure can
handle images and other data kinds. A brief explanation of the Feistel
structure follows:

1. Block Division: The Feistel structure divides input data, such as an
image or fixed-size data block, into two equal-sized blocks in the
first stage [10]. This division is significant because it sets the stage for
later round operations.

2. Rounds: After block division, data is rounded. Each round involves
dividing blocks and performing operations. The number of rounds
depends on the encryption technique, affecting security and
efficiency.

3. Operations: Non-linear Operation: Each round, the “left” block
undergoes the “round function.” This function complicates
encryption and prevents reversal.

e \
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Figure 1

Flow of Feistel Structure for securing imaging.

4. Combination Operation: The non-linear operation effect is combined
with the “right” block. XOR (exclusive OR) mixes data from both
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blocks. The non-linear block becomes the “right” block, and vice
versa, after block swapping. Swapping improves data dissemination.

5. Final Round: Blocks may be permuted after a certain number
of rounds. This permutation, often reversible, prepares data for
the ultimate combination. The two blocks are merged to create
ciphertext, which encrypts the data.

These stages collectively define the Feistel structure, a versatile and
widely utilized framework in block cipher design. Figure 1 displays Feistel
structure design in block ciphers, where the subkey sequence is the only
variation between encryption and decryption [11] [12]. Its symmetry, key
expansion, and flexibility are crucial. The Feistel structure, which uses key
expansion, divides input data into blocks, applies a non-linear operation
on one block, and joins the two blocks with XOR operations. This structure
can handle several round functions, making it versatile for cryptographic
needs. Feistel-based image encryption methods are used in secure imaging.
When choosing round function parameters, security and performance are
considered. Feistel networks are promising in picture encryption systems
[13] [14].

3. Proposed Framework

The framework employs a lightweight encryption method designed
specifically for IoT devices. These round keys are subsequently utilized by
the data encryption block to perform substitution and permutation
operations on the plaintext. The technique employed exhibits a higher
level of simplicity in comparison to conventional encryption algorithms,
while concurrently ensuring a robust level of security for Internet of
Things (IoT) devices. The mathematical model of the algorithm under
consideration is presented below.

1. Key Expansion Block:

Let (K) be the original key of length (1) bits. The key expansion block
generates a set of round keys (K,K,,...,K) using a key expansion
algorithm [15] [16]. The expansion process involves applying a series of
operations, such as bitwise XOR, substitution, and permutation, to derive
the round keys.
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Key Expansion Algorithm:

1.

Initialization:

- Set (K, =K).

Round Key Generation (for(i =1)to(r)):

- Apply a key mixing operation to (K, ,).

- Perform substitution operations on (K, ,)using a substitution
box (S)).

- Perform bitwise XOR with a round constant (RC,).

- Permute the bits using a permutation function (P)).

- The resulting (K)is the (i)-th round key.

Data Encryption Block: Let (P)be the plaintext of length (m) bits. The
data encryption block uses the generated round keys to perform a
series of substitution and permutation operations on the plaintext.

2. Data Encryption Algorithm:

1.

Initial Round Key Mixing:

- XOR the plaintext (P)with the initial round key (K).

Rounds (for(i =1)to(r)):

- Apply a substitution operation using a substitution box (S,).

- Perform a permutation operation using a permutation function
(P).

- XOR the result with the round key (K)).

Final Round:

- Apply a substitution operation using a substitution box (S,).

- Perform a permutation operation using a permutation function
(P).

- XOR the result with the last round key (K)).

Output:

- The final ciphertext is obtained.

Here,

- (r) is the number of rounds in the SIT algorithm.

- (RC)is around constant for the ith round.

- (5) and (P) are substitution and permutation operations are
unique to each round.
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4. Simulation Setup and Performance Evaluation

The suggested framework was assessed by analyzing the impact of
the cipher on the entropy, histogram, and correlation of the image. The
algorithm underwent testing to assess its memory use and total
computational time for key creation, encryption, and decryption processes.
It was also determined how the encryption affected the image’s correlation,
histogram, and entropy shown in Figure 2 and Figure 3.

4.1 Analysis of Image Histograms:

The histogram offers valuable insights into the distribution of pixel
intensities within the image subsequent to the encryption process. The
presence of a uniform histogram after the process of encryption can be
considered as an indication of a robust and safe technique. The evaluation
is conducted by computing the histogram of the encrypted image.
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Figure 2

Comparison of Histogram obtained before and after the cryptography.

4.2 Entropy

The concept of image entropy refers to the measure of randomness or
uncertainty included in an image. Entropy is an empirical concept that is
employed to quantify the quantity of information. A higher degree of
security algorithm performance is indicated by higher entropy values.
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4.3 Correlation analysis

It calculates how similar the encrypted and original images are to one
other [22]. A scatter plot is produced by establishing a correlation between
the respective pixel values in the two photographs [23]. A good correlation
shows that the approach is robust in picture encryption and preserves the
image’s structural integrity.

0 100 200 0 100 200

Figure 3

Comparison of correlation obtained before and after the cryptography.

5. Findings

Findings from the results collectively provide a comprehensive
evaluation of the image encryption algorithm. They assess the algorithm'’s
impact on image entropy, pixel changes, intensity alterations, encryption
time, and correlation between original and encrypted images. The
provided results pertain to the evaluation of an image encryption
algorithm.

5.1 Entropy

The values represent the entropy that is a measure of the randomness
or disorder in an image of the original image (7.4509) and the encrypted
image (7.9969). The Original Image Entropy (7.4509), Indicates the amount
of information in the original image. Higher values suggest a more varied
distribution of pixel intensities. Whereas Encrypted Image Entropy
(7.9969): Represents the entropy after encryption.
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5.2 NPCR (Number of Pixel Changes Rate)

NPCR measures the percentage of pixels that change between the
original and encrypted images. The obtained value of 99.5972% suggests
that a significant number of pixels in the encrypted image that are different
from their corresponding pixels in the original image. A high NPCR is
advantageous since it signifies that a minor alteration in the original
message leads to a substantial modification in the encrypted message,
hence improving security.

5.3 UACI (Unified Average Changing Intensity)

The UACI metric measures the average magnitude of the intensity
variation between the encrypted image and the original image. The value
of 14.8724% implies that, on average, the pixel intensity in the encrypted
image differs by this percentage from the original image. A lower UACI is
generally preferred for better security, as it indicates a higher degree of
pixel intensity alteration.

5.4 Correlation Coefficient of Original Image

[1.00.970.971.0]

The correlation matrix for the original image indicates the correlation
coefficients between pixel values in different parts of the image. A
coefficient of 1 suggests a perfect positive correlation, indicating a linear
relationship between pixel intensities. Since they show how a pixel
correlates with itself, the diagonal values are always 1.

5.5 Correlation Coefficient of Encrypted Image
[1.0-0.01-0.011.0]

The correlation matrix for the encrypted image reveals the correlation
coefficients after encryption. A coefficient close to 1 or -1 suggests a high
correlation or anti-correlation, respectively. The near-zero values on the
off-diagonal indicate a reduced correlation between pixels in the encrypted
image, which is desirable for security. They depict the algorithm’s capacity
to add complexity and obfuscate the original information, as well as the
visual influence on image variability.
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6. Conclusion

Secure communication between energy-constrained devices and
sensors becomes increasingly important as IoI becomes more pervasive in
our daily lives. This paper presents a security mechanism that is designed
to be lightweight, in order to address resilience against potential future
threats, hence guaranteeing its suitability in the dynamic domain of
security of IoI' images. The combined effect of these attributes provides a
comprehensive assessment of the efficacy of the proposed algorithm in
guaranteeing the confidentiality of images. The approach is being
considered for implementation on hardware and software in different
network and compute contexts for future research.
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