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Abstract
Industrial diversification and Technology have a drastic impact on the day-to-day life and 

economic growth of the country. Sharing multimedia content over the network has drastically 
increased. The multimedia data can be just social media images or some highly confidential data. 
There is a high demand for secure image transmission over networks in the age of the Internet and 
other transmission mediums. Since images are high-volume data, care must be taken to ensure 
that the security does not become computationally very expensive. To overcome these problems, 
we propose a method to encrypt the images selectively using a chaos map. Selective encryption 
is the process of encrypting an image so that only a piece of it is visible while the remainder is 
encrypted. This decreases the computational cost of the algorithm to a great extent. Selective 
encryption consists of two parts, public and private. The public part of the image is visible to 
everyone but the private part is only visible to the authorized user. The chaotic map is used 
for encrypting the image and providing security to the algorithm. Confusion and diffusion are 
used for key generation using pixel value substitution and scrambling. We use PSNR, histogram 
analysis, and correlation coefficient to verify the result.

Subject Classification:  68U10, 94A08.

Keywords: Selective image encryption, Chaos map, Confusion and diffusion, Cryptography.

1.  Introduction and Literature Review

With a large amount of images being exchanged over the internet, it 
has become very important to ensure the security of the images during 
transmission. The conventional cryptographic methods, such as “linear 
feedback shift register (LFSR)”, “advanced encryption standard (AES)”, 
“international data encryption algorithm (IDEA)”, and “data encryption 
standard (DES)”, etc., which are used to encrypt textual data, invariably 
fail in case of images [1]. 

Traditionally, there are two types of encryption techniques used in 
images-pixel value substation and pixel value scrambling. Arnold 
transform, Josephus traverse, and chaos map are few of the encryption 
methods that have been developed in the past (“Guan et al., 2005[2]; Zhang 
et al., 2005[3]; Fang et al., 2007[4]; Fang and Tong, 2007[5]; Li et al., 2006[6]; 
Pareek et al., 2006[7]; Liu and Liu, 2007[8]”). All these algorithms give 
better results than the traditional algorithms. These algorithms use pixel-
scrambling encryption techniques. However, the computational cost of 
these algorithms is very high and the elapsed time for image encryption is 
also high[9].

An image encryption algorithm secures images with a fully layered 
encryption scheme; this method encrypts the entire image content. 
However, in the event of selective encryption, a portion of the image’s 
content is not encrypted. Because the selective encryption algorithm 
encrypts only a portion of the image, it takes less time to execute. As a 
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result, partial encryption is another name for selective encryption [10] 
[11]. The capability of the encrypted bit-stream to be precisely decoded 
and proven, in conjunction with the encrypted and un encrypted quantities 
of the compressed bit-stream, is an critical characteristic of selective 
encryption. This is achieved by using standard decoders. As a result, 
format-compliant encryption is another name for selective encryption [12] 
[13] [14]. The chaotic encryption is quick; there for it is frequently used in 
conjunction with more established encryption techniques. Chaos maps 
have been employed extensively in the field of data encryption and secure 
communication in recent years [15]. 

2.  Proposed Encryption Algorithm

In this paper, a novel encryption technique is proposed which uses 
selective encryption techniques to ensure that the perceptual information 
about the image is retained. This light encryption is helpful in two ways 
– computational cost is reduced; secondly, there are many real-life 
multimedia applications where it is required to maintain the perceptual 
information.

A.  Selective Encryption Technique

Selective encryption is a technique of selectively encrypting the 
images. Selective encryption is more challenging because the image should 
be partially encrypted which results in some issues to be addressed. 
Confidentiality and security are the main issues related to selective 
encryption. The first step of the selective encryption algorithm of the 
suggested algorithm makes use of a Henon map for encryption. 

The Henon function is used as:

	   	
(1) 

The values of a, b, c, Xn, and Yn are the input values by the user for 
the selective encryption algorithm. With the help of the Henon function, 
random numbers are generated and these values of Xn and Yn are bored 
with each pixel of R, G, and B channels.

	  	

(2)
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The detailed exiting model is available in Figure 1 for selective encryp-
tion process and the proposed selective encryption model is discussed in 
Figure 2 below.

The following stages  are involved in implementing the selective encryp-
tion method for RGB images:
Step 1: Reading and expressing a colorful image with a “matrix A (M×N)”.
Step 2: Apply the Henon function to the input matrix A and store the 
resultant matrix in B.
Step 3: Generate the key by applying chaos-based key generation to matrix 
A and perform confusion and diffusion accordingly, matrix C is got.
Step 4:Bitxor the two matrixes B and C, get a “matrix D of size M×N”.
Step 5: The Selective encryption procedure is completed and a colored 
selective encrypted picture is developed.

B.  Chaos-Based Key Generation

The first step will be to calculate four variables K1, K2, K3,and K4. 
The value of Xn and Yn will be obtained from e.q(1). The value of Xn and 
Yn will be multiplied and divided by 256 to form the variable K1. The 
variable K2 could be created through multiplying the value of Yn via Xn+1 
and dividing with the aid of 256. K3 could be formed by way of multiplying 
and dividing the values of Xn+1 and Yn+2 with the aid of 256. The variable 
K4 could be created by means of taking the mod of Yn+2 and 255. Variables 
could be produced the usage of the subsequent regulations:

	  	

(3)

Those variables will generate the values, with the intention to be used 
to generate the important thing inside the subsequent step of the set of 
rules.

Figure 1
Selective Encryption Procedure
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C.  Confusion and Diffusion

The method of hiding the plain image is confusion. By breaking 
down the first pixel in the image’s red channel (represented by variable 
K1), the first pixel in its green channel (represented by variable K2), the 
first pixel in its blue channel (represented by variable K3), and the 
remaining pixels (represented by XORing), confusion is achieved in this 
procedure.

	  	

(4)

Until every pixel in the R, G, and B channels has been bit XORed, the 
operation will proceed. Following confusion, the diffusion process is 
applied; during this process, the output bits must intricately depend on 
the input bits. This is accomplished by this algorithm by conducting the 
diffusion process in two stages, namely vertical and horizontal diffusion.

1)	� Horizontal Diffusion: Each pixel in horizontal diffusion is bitXORed, 
row-wise, with the pixel adjacent to it. Beginning with the second 
red channel pixel, the first red channel pixel and the second red 
channel pixel are bitXORed, and the outcome is substituted with 
the second red channel pixel. The three channels are also dispersed 
horizontally. 

	  	

(5)

2) 	� Vertical Diffusion: It starts with the Red channel. The final pixels of the 
G and B channels are bit XORed with the second-last pixel of the R 
channel in vertical diffusion, bit XORing the channel as a whole. The 
entire channel is bitXORed by bit XORing the second-to-last pixel of the 
G channel with the final pixels of the R and B channels, appropriately.

	  	

(6)
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Image obtained with the Chaos-based key generation will act as a key 
and this key will be bored with the selectively encrypted image, to increase 
the security of the encrypted image. Hence the cipher image will have a 
private part and a public part. The key and the cipher image will be 
transmitted through the channel.

	  	

(7)

Figure 2
Proposed Selective Image Encryption Method

A.	� Decryption Algorithm
	� The decryption part involves the selectively encrypted image i.e 

Chaos based key generation (IIB) and selectively encrypted image 
(Cipher image). Input will be a selectively encrypted image, the 
image obtained by Chaos-based key generation will act as a key 
for decrypting the image. Apply the Henon function (II) with the 
same input values, which were selected at the time of encrypting the 
image. The encrypted image is bitXORed with the chaos image to 
recover the original image. Suppose Ci is the cipher image, and Ck is 
the key image; the output image will be generated according to the 
following formula:

	  	
(8)
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The decryption technique for the cipher image using the proposed 
algorithm is as follows:
Step 1:	 Reading a cipher image and expressing it with a matrix E of size 
M×N.
Step 2:	 Apply the Henon function to the image E; the input value will be 
the same as used in encryption.
Step 3:	 Apply the Chaos-based key B, Bit xor B, and E; the resultant will 
be a matrix F of M×N.
Step 4:	 The decryption process is completed and the resultant image F is 
the final output image, which will be the same as the input image.

Figure 3
Proposed Decryption Procedure

3.  Simulated Experiment

In this section, we conduct experiments to verify the suggested 
algorithm’s practicability and security. Figure 3 shows a Lena image of 
size 256 × 256, which will be the input image for this algorithm. The initial 
values that are given to the Henon map (II) are X0=89, Y0=90, a=0.25, b=3 
and c=4. Figure 6 shows the decryption procedure. The selective encrypted 
image in Figure 4(b) is obtained after applying the selective encryption 
algorithm in Figure 4(a) and the final output image is shown in Figure 
4(b). Experimental result shows that there are similarities between the 

Figure 4
(a) Original Image (b) Selective Encryption (c) Final image
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original image and the encrypted image as shown in Figure 4, for this 
purpose, we have calculated the PSNR value and histogram of input and 
output image to verify the result.

B.  Security Analysis

(1)  “The peak signal-to-noise ratio (PSNR)”.

The PSNR is frequently used to assess how well lossy compression 
codecs reconstruct images, or how well they compress images. In this 
instance, the original data—that is, an array stream—is the signal, while 
the error brought about by compression is the noise. As a rough measure 
of human perception of reconstruction quality, PSNR is used to compare 
the compression codecs; hence, in certain instances, a reconstruction with 
a lower PSNR may seem more similar to the original than one with a 
higher PSNR (in general, a greater PSNR would suggest a higher-quality 
reconstruction). 

As a result, lower PSNR levels indicate more security. PSNR value for 
selective encryption is between 20 and 30 dB. Figure 5 shows the PSNR 
value of 24 images of red, green, and blue channels, the PSNR value ranges 
from 10 to 25 PSNR.

Figure 5
PSNR value of RGB channel

(2)  Correlation Coefficient

A linear relationship involving two neighboring pixels was used in 
tests to compare the statistical aspects of the novel and encrypted images 
in a horizontal, vertical, and diagonal manner. Adjacent pixels in natural 
images taken with natural data have a high association. The magnitude 
and direction of a linear combination of two random variables are 
represented by the correlation coefficient, or “r.” 
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The Figure 6 shows the correlation coefficient of 24 images. The 
correlation coefficient is calculated between the input image and the 
selectively encrypted image. The value of the correlation coefficient lies 
between 0.1 to 0.8. This shows that the selectively encrypted image and 
input image have some relations in between.

(1)  Histogram Analysis

The figure illustrates a histogram analysis example. We have the 
secret key and the 256 × 256-pixel image of Lena. We are attempting to 
differentiate between the input and output images using histogram 
analysis. Figure 7 shows the histogram of the input image, the selectively 
encrypted image, and the output image. With the help of histogram 
analysis, we can prove that the output image and the input image are the 
same as the histogram of both the images are same.

Figure 7
(a) Histogram of the input image (b) Histogram of Selectively Encrypted Image 

(c) Histogram for Output Image

(4)  Key Sensitivity

The algorithm’s feature known as key sensitivity states that even a 
small change in the key should produce an entirely new image. The image 

Figure 6
Graph showing the correlation coefficient of different images
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should be decrypted by the algorithm using a particular key. The 
algorithm’s sensitivity to initial conditions has been demonstrated. To 
evaluate whether there are any visual connections between the decrypted 
data and the one with the proper key, the data is slightly modified and the 
data is decrypted. Figure 8(a) displays the input image for this test, and 
Figure 8(b) displays the encrypted image. The input key to this algorithm 
is the wrong key Figure 8(c). Then the resultant of this algorithm will be a 
different image and not the original image.

5.  Conclusion

This study defines a careful image encryption technique by confusion 
and diffusion utilizing a chaos map. Using a key image, the new algorithm 
may carry out the selective encryption technique. Using chaotic functions, 
the approach presented in this paper can be extended to selective video 
encryption. Colored images may be efficiently processed using this 
approach.
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