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Abstract
Cryptography, specifically encryption, plays a pivotal role in protecting data from 

unauthorized access. However, not all encryption methods are equally effective, as some 
exhibit vulnerabilities. This research proposing a novel encryption method that builds 
upon established techniques to enhance data security. The proposed method combines 
the strengths of the Festial encryption method and the Advanced Encryption Standard 
(AES) to create an algorithm that exhibits superior resistance against attacks. The proposed 
encryption method successfully mitigates vulnerabilities, demonstrating enhanced resilience 
against unauthorized access attempts and minimizing the potential for data leakage. By 
prioritizing security and advancing encryption technologies, it can effectively protect 
personal information, maintain data confidentiality and integrity, and establish a safer 
digital environment for individuals and organizations.

Subject Classification:  Primary 68M25, Secondary 68P25, 68P27.

Keywords: Cyber threats (CA), Advanced encryption standard (AES), Personal information (PI), 
Proactive measures (PAM), Sensitive information (SI), Internet of Things (IoT). 

1.  Introduction

Encryption involves the process of transforming plaintext information 
into a ciphered form that can only be deciphered with the appropriate 
decryption key [1-2]. By simulating real-world attack scenarios, which can 
assess the effectiveness of our encryption method and its ability to 
withstand sophisticated intrusion attempts. This research piece has the 
following goals: Section 1 comprises the introduction and investigate goal; 
Section 2 presents the related work that expresses the contextual 
information to the study related to encryption key implications and 
techniques to secure personal and private data; Section 3 includes the 
suggested methodology of secure data encryption key scenarios with key 
instances for protecting private data security and privacy; Section 4 
includes the investigational outcomes; and Section 5 has incorporated the 
inference. 

2.  Related Work

Cyber attackers are using increasingly sophisticated techniques to 
penetrate systems, steal sensitive data, and disrupt operations. According 
to the author [5], many data security and encryption methods that are 
now in use have been rigorously examined, and their workflows have 
been graphically displayed [6][11-13]. The environment for network 
parallel computing is abstractly analyzed by author [7-10]. 
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A classification of MEC entities was provided by author [12-15] and 
applied to specify protection restrictions based on Zero-Trust Security 
methodology. For hybrid cloud Internet of Things, author [16] suggests a 
multilayered, safe privacy protection solution built on Generative 
Adversarial Networks. Author [21] recommends the SP-MAACS scheme, 
a multi-authority access control system for cloud-based healthcare data 
sharing that is secure and protects privacy. A new ABE scheme created by 
author [28] safeguards user privacy when issuing keys [30]. [31–33]. The 
cloud server requires help from a Trusted Third Party (TTP) in order to 
communicate data because it has privacy issues with personal data [34]
[37]. 

3.  Methodology

The research findings demonstrate that the proposed encryption 
method successfully mitigates the vulnerabilities present in previous 
encryption techniques. It exhibits a higher level of resilience against brute 
force attacks, effectively thwarting unauthorized access attempts. 
Furthermore, our method demonstrates improved resistance to timing 
channel attacks, effectively minimizing the potential for data leakage 
during the encryption process. 

The proposed method, depicted in Figure 1, aims to enhance 
encryption effectiveness, and overcome its vulnerabilities. Through the 
implementation of this improved encryption mechanism, the goal is to 
strengthen the protection of confidential information and ensure the 
integrity of data transmission and storage.

1st Round of encryption Ki ⊕ Pi = ciphertext 1
2nd Key generation formula: Ki << 3 (only used once in Round 1)
It has used the Dcode tool to XOR the plaintext with the key, Figure 2 

(a) and (b) shows the encryption of Ki ⊕ Pi.
After 1st round of encryption 
Ciphertext1: 00011011 00000100 00000010 00000110 00001010 
Key 2: khoor
The result will be transferred for the further process. 

2nd round
2nd Round of encryption Ki ⊕ Pi = ciphertext 2
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Figure 1
Secure Data Encryption Key Scenario for Protecting Private  

Data Security and Privacy

Figure 2
Integrated SPI and SPD with sample plaintext and primary stage of key

2nd Key generation formula: Ki 

Key 2: 01101011 01101000 01101111 01101111 01110010
Ciphertext 1: 00011011 00000100 00000010 00000110 00001010
After 2nd round of encryption as shown in Figure 3 (a)
Ciphertext 2: 01101011 01101000 01101111 01101111 01110010
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3rd round
Key 3: 00011011 00000100 00000010 00000110 00001010
Ciphertext 2: 01101011 01101000 01101111 01101111 01110010
After 3rd round of encryption 
Ciphertext 3: 01101011 01101000 01101111 01101111 01110010
4th round
Key 4: 01110000 01101100 01101101 01101001 01111000
Ciphertext 3: 01101011 01101000 01101111 01101111 01110010

Figure 3
(a) Encryption process for round 1 (b) Encryption process for round 2

Figure 4
(a) Encryption process for round 3 (b) Encryption process for round 4
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After 4th round of encryption as shown in Figure 3 (b)
Final Ciphertext: 00011011 00000100 00000010 00000110 00001010

Decryption

The proposed method utilizes a series of encryption rounds, where 
both the key and plaintext message are encrypted using the XoR function. 

Final Key: 01110000 01101100 01101101 01101001 01111000
Final Ciphertext: 00011011 00000100 00000010 00000110 00001010
After performing the XOR function receiver needs to use Caesar 

cipher method to get a readable message. EX from the above description 
the ciphertext is: khoor this will be further decrypted with the help of 
Caesar cipher shift method >> 3 to get the original message/plaintext as 
shown in Figure 4.

Khoor >> 3 = hello (original plaintext)

Figure 5
Decryption process

4.  Result and Discussion

To evaluate the security strength of the proposed method, the DCODE 
tool, a highly potent tool capable of analyzing and decrypting any 
ciphertext, was employed. The utilization of the comprehensive capabilities 
of the DCODE tool in this analysis lends credibility to the security 
robustness of the proposed method which integrated to analyze the brute-
force attack with supporting access control rules and encryption key 
scenarios which has shown in Figure 2 to 4. The original data, encryption 



PROTECTING PRIVATE DATA SECURITY AND PRIVACY� 275

level, instance of encryption, used key generation formula and generated 
cipher text along with key implications are shown in Table 1.

Table 1
The level of encryption instance, message, instance, key generation, generated 

cipher text and key implications

Level Message 
Level

Instance of 
encryption Key formula Binary Text 

(cipher text) 
Key 

Implication

1 Original 
Message

Ki ⊕ Pi = 
ciphertext 1

Ki << 3 (only 
used once in 
Round 1)

00011011 
00000100 
00000010 
00000110 
00001010

00011011 
00000100 
00000010 
00000110 
00001010

2 ciphertext 1 Ki ⊕ Pi = 
ciphertext 2

Ki ⊕ Pi = 
ciphertext 2

00011011 
00000100 
00000010 
00000110 
00001010

01101011 
01101000 
01101111 
01101111 
01110010

3 ciphertext 2 Ki ⊕ Pi = 
ciphertext 3

Ki ⊕ Pi = 
ciphertext 3

01101011 
01101000 
01101111 
01101111 
01110010

00011011 
00000100 
00000010 
00000110 
00001010

4 ciphertext 3 Ki ⊕ Pi = 
ciphertext 4

Ki ⊕ Pi = 
ciphertext 4

01101011 
01101000 
01101111 
01101111 
01110010

01110000 
01101100 
01101101 
01101001 
01111000

5 ciphertext 4 Ki ⊕ Pi = 
ciphertext 
4 (final bit 
values)

Ki ⊕ Pi = 
ciphertext 
4 (final bit 
values)

01110000 
01101100 
01101101 
01101001 
01111000

00011011 
00000100 
00000010 
00000110 
00001010

The comparative analysis and evaluation highlight the efficacy and 
advantages of the proposed encryption method. The Table 2 and Figure 5 
is representing the qualified analysis of proposed methodology with 
existing methodologies based on various encryption type, strength and 
process of authentication and multi-authorization, access control, key 
size, and vulnerabilities (Vuls). 
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Table 2
Comparative exploration of intended methodology with active methodologies 
based on Authentication (Auth) and Multi-Authentication (MA) Process and 

key size 

Encryption 
Method Strength Auth / MA 

Process
Key Size/Length 

in bits
Vulnerabilities 

(Vuls)

AES (Advanced 
Encryption 
Standard)

Very 
Strong MA 128, 192, or 256 

bits
No practical 
Vuls

RSA (Rivest-
Shamir-
Adleman)

Strong MA 2048 bits or 
higher weak keys

Blowfish Moderate MA 32-448 bits partial weak 
keys

Two-fish Strong MA 128, 192, or 256 
bits

No known 
practical Vuls

ChaCha20 Strong MA 256 bits No known 
practical Vuls

MD5 (Message 
Digest 
Algorithm 5)

Weak MA 128 bits Vuls to collision 
attacks

SHA-256 (Secure 
Hash Algorithm 
256-bit)

Strong MA 256 bits No known 
practical Vuls

Proposed 
method Strong Dual 

Hybrid MA
128, 192, or 256 
bits

No practical 
Vuls
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Figure 6
Comparative analysis of proposed methodology with existing methodologies

5.  Conclusion

The proposed encryption method successfully mitigates 
vulnerabilities, demonstrating enhanced resilience against unauthorized 
access attempts and minimizing the potential for data leakage. By 
prioritizing security and advancing encryption technologies, it can 
effectively protect personal information, maintain data confidentiality and 
integrity, and establish a safer digital environment for individuals and 
organizations. 
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