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Abstract
Privacy-preserving must comply with regulatory requirements, safeguard patient 

privacy, secure data integrity, enable evolving technologies, and guarantee moral and reliable 
healthcare practices for healthcare applications. By adopting these measures, the healthcare 
industry may effectively harness the advantages offered by contemporary technology while 
simultaneously ensuring the protection of patient confidentiality. In this paper, a Secure 
Force (SF) Encryption Algorithm is modified and improved to guarantee data confidentiality, 
integrity, and privacy for healthcare applications. Furthermore, SF is also integrated into 
Intelligent Encryption Systems to augment the protection and confidentiality of confidential 
patient information. A thorough examination of the algorithm’s efficacy is performed using 
MATLAB regarding computational efficiency, security, and influence on data entropy. 
Results demonstrate the algorithm’s ability to preserve patient anonymity, protect sensitive 
data, and augment data security. Addressing these vital aspects, the research contributes to 
the ongoing effort to secure medical data in a rapidly evolving healthcare landscape.

Subject Classification:  68M25 Computer security.

Keywords: Privacy-preserving, Cryptography, Secure force algorithm, Intelligent encryption 
systems, Medical image protection.

1.  Introduction

Deep Neural Networks (DNNs) have shown tremendous promise in 
various fields, including speech recognition, computer vision, and natural 
language processing (1). Its use in the medical field has produced notable 
advantages for the healthcare industry, especially in picture diagnostics. 
Significantly, prominent organizations have expanded their influence in 
imaging by means of strategic acquisitions, as seen by their successful 
merger with Merge Healthcare. Analyzing medical data from a 
considerable population of one million patients is highlighted by joint 
initiatives like the alliance between Google DeepMind Health and the 
National Health Service of the United Kingdom (2). These developments 
point to the growing use of DNNs in healthcare, which might have far-
reaching implications for cryptographic methods of protecting individual 
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privacy (3). Privacy-preserving measures for medical image protection are 
essential because they safeguard sensitive patient data and ensure 
compliance with stringent healthcare regulations, such as HIPAA and 
GDPR (4). These measures address concerns related to patient 
confidentiality, data breaches, and unauthorized access, allowing for 
secure data sharing, maintaining patient trust, and upholding the ethical 
standards of healthcare (5) (6) (7). By implementing robust privacy-
preserving techniques, the medical community can ensure medical 
images’ security, privacy, and integrity while facilitating critical research 
and diagnosis (8) (9). The growing complexity of DNN architectures, 
while enhancing performance, places an increasing demand on computing 
resources for training. Cloud servers are a pivotal solution providing the 
substantial computational capacity required for training intricate DNN 
models (10). However, it’s crucial to acknowledge that cloud servers are 
often regarded as semi-honest entities, given that individuals with access 
to the server can potentially compromise the privacy and integrity of the 
medical images sent for processing (11).

In this paper, the Secure Force Algorithm is integrated with Intelligent 
Encryption Systems, which influence of encryption on image entropy, 
offering significant perspectives on enhancing privacy in medical imaging 
while preserving data integrity. By integrating the SF Encryption 
Algorithm with Intelligent Encryption Systems, we present a complete 
solution to effectively tackle the crucial requirement for strong data 
security in medical imaging (12) (13). This approach guarantees that 
preserving patient anonymity remains a primary consideration at every 
stage of the data lifecycle.

The structure of this research paper is as follows: Section II provides 
a comprehensive background of relevant literature in the domains of 
machine learning applications in the medical field, medical image 
encryption techniques, and image encryption methods. Section III outlines 
our proposed methodology and approach. In Section IV, is a thorough 
performance evaluation of experiments conducted in Matlab. Section V 
shows the findings, presenting the results. Finally, in Section VI, the 
Conclusion is presented with future research directions and potential 
areas of study.

2.  Background

Low-complexity symmetric cryptographic algorithms are suitable for 
situations with limited computing power and memory, such as embedded 
systems and IoT devices (14). They minimize computational resources 
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while maintaining security. The primary objective of these algorithms is to 
achieve a harmonious equilibrium between security and efficiency (15). 
The appropriateness of these algorithms for a specific application should 
be assessed based on the particular security requirements and resource 
limitations. 

2.1 Application of Secure Force Algorithm for Medical Imaging

Medical images often contain sensitive patient information, and 
preserving patient privacy is paramount. The Secure Force algorithm can 
encrypt medical images, ensuring only authorized users with the 
decryption key can access the data (16). Maintaining the integrity of 
medical images is critical. Using the algorithm, you can compute each 
image’s message authentication code (MAC) or digital signature to verify 
that the data hasn’t been tampered with during transmission or storage 
(17). Secure Force can be applied to protect medical images during storage 
in electronic health records (EHR) systems and transmission between 
healthcare facilities. This safeguards the data against unauthorized access, 
modification, or eavesdropping (18).

2.2 The Secure Force algorithm

The Secure Force algorithm is a low-complexity symmetric 
cryptographic algorithm that follows a Feistel structure and employs basic 
mathematical operations for encryption (19) (20). It is simple and can offer 
a reasonable balance between security and computing performance for 
effortless parallelization and the striking similarity between the encryption 
and decryption procedures (21) (22). Here, as with any cryptographic 
algorithm, the SF algorithm depends on factors like number of rounds, the 
quality of key generation, and the size of the keys (23). 

Let L and R represent the left and right halves of the data block, 
respectively. The encryption process proceeds as follows:

L0 = Left half of the input data
R0 = Left half of the input data
For each round i (where i ranges from 1 to the total number of rounds):

i {i 1} {i 1} iR  L   f(R ,  K )− −= ⊕

i {i 1}L  (R )−=

Where ⊕  is a Bitwise XOR operation.
f(x, K) = Round function using subkey K



PRIVACY-PRESERVING CRYPTOGRAPHIC SOLUTIONS FOR MEDICAL IMAGE PROTECTION� 541

The final ciphertext is given by Lfinal and Rfinal, and a final permutation 
may be applied to generate the ciphertext.

3.  Proposed Framework

This proposed solution, leveraging the advanced Feistel-based 
symmetric encryption algorithm, stands as a robust response to 
contemporary challenges in data security. By amalgamating key 
cryptographic principles and advanced operations, this solution provides 
a strong foundation for ensuring data confidentiality, integrity, and 
resistance against various cyber threats. 

Figure 1 presents a sophisticated solution to bolster data security, 
drawing upon the strengths of an advanced Feistel-based symmetric 
encryption algorithm.

Figure 1
Proposed solution for securing image data using an advanced Feistel-based 

symmetric encryption algorithm.
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The proposed algorithm operates on a data block, conventionally 
divided into left (“L”) and right (“R”) halves, and unfolds over a series of 
intricately designed rounds. The optimized version of the Secure Force 
Encryption Algorithm enhances the original algorithm’s efficiency while 
maintaining its core functionality.

In the optimized algorithm, we precompute the round function at the 
beginning of each iteration. This eliminates redundant calculations of the 
same function and significantly reduces computational overhead. As 
cryptographic operations are often computationally intensive, 
precomputation results in a more efficient algorithm execution. 

4.  Simulation Setup and Performance Evaluation

In the simulation, a novel method for protecting medical images that 
combines the strength of Intelligent Encryption Systems SF Encryption 
Algorithm is presented. It demonstrates the usefulness of cryptographic 
methods for medical picture protection by implementing the SF Encryption 
Algorithm on the MATLAB platform (24). It leverages helper functions 
contained within the ‘subFunctions’ directory, enhancing its modularity 
and reusability. In our experimental framework, a diverse selection of 
medical images are utilized. These images are initially converted to 
grayscale to ensure uniform processing. To ensure the compatibility of 
image data with the algorithm, the code scales each image into a structured 
array of 8-pixel blocks, with each pixel represented by 8 bits, facilitating 
uniform data processing. This scaling operation is accomplished through 
the ‘Scaling’ function, and the image data is subsequently converted into 
binary format (25). The selection and expansion of a cryptographic key are 
central to the Secure Force algorithm. 

4.1 Entropy

The entropy of the proposed cryptographic algorithm for providing 
security to medical images, Shannon’s entropy formula is used as follows:

2
1

(( ) log () )
n

i i
i

H X p x p x
=

= −∑

Here, ( )H X  represents the entropy of the data, where ( )X is the 
random variable (e.g., encrypted images). n is the number of possible 
outcomes. ( )ix represents each possible outcome, and, ( )ip x is the 
probability of each outcome. A statistical analysis of the encrypted data is 
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conducted to compute the probabilities ( )ip x for the different byte values. 
It is noted that the randomness and uncertainty in the data. Higher entropy 
indicates greater security, as it implies that an attacker would have a more 
challenging time.

5.  Findings

The results of applying the Secure Force (SF) Encryption Algorithm 
to a medical image are comprehensively analyzed. The SF Encryption 
Algorithm effectively managed the encryption and decryption of the 
medical image, displaying efficient performance with recorded time 
measurements for each data block. This process ensured the medical 
image’s confidentiality and exhibited an optimized workflow for securing 
sensitive healthcare data.

Figure 2
Results showing entropy for encryption of original medical images.

Figure 3
Results showing entropy for encryption of medical images.

Figure 2 and Figure 3 shows the visual comparison between the 
original medical image (“Orignal”) and the corresponding encrypted and 
decrypted images demonstrated that the “Encrypted” image adeptly 
preserved the essential visual features of the original while concealing its 
content. 
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This visual congruity signifies the algorithm’s proficiency in 
safeguarding the image’s confidentiality, a crucial aspect of medical data 
privacy. An important analysis aspect involved entropy computation for 
both the original and encrypted medical images. The original image 
exhibited an entropy value denoted as `X`, indicating the level of 
randomness and uncertainty within the image data. In contrast, the 
encrypted medical image was characterized by an entropy value of `Y`. 
This comparative evaluation illuminated the encryption process’s role in 
augmenting entropy, thereby intensifying data security. The higher 
entropy of the encrypted image signifies an increased level of randomness, 
rendering it more resilient to unauthorized access and interpretation.

6.  Conclusion

This paper discussed integrating the SF Algorithm with Intelligent 
Encryption Systems to preserve patient privacy, data confidentiality, and 
data integrity. It demonstrated the effectiveness of the SF Algorithm in 
medical image analysis, preserving important visual traits while hiding 
information. Entropy values also showed that the strategy increases data 
security by increasing unpredictability and resistance to unauthorized 
access. Combining the SF Encryption Algorithm with Intelligent 
Encryption Systems addressed the urgent requirement to safeguard 
medical image data. Furthermore, it can ensure patient anonymity, 
fostering confidence, data integrity, and privacy in healthcare. This study 
spurs further research, strengthening medical imaging data protection.
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